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At times like this, experience 
and quality count.

Anritsu’s Spectrum Analyzer delivers full performance, precision and accuracy across the entire 
temperature range from -10° to +55° C—exactly as you’d expect in a rugged fi eld instrument. 
We offer you the performance features and specs that really count:

 ▼ Burst detect to fi nd signals as short as 200 μs—the only spectrum analyzer 
with this capability.

 ▼ Interference mapping option to precisely locate the source of fi eld disturbance 
or hostile activity—on-screen mapping makes this easy.

 ▼ Microwave bands from 9 kHz to 43 GHz—the world’s only 43 GHz handheld 
spectrum analyzer. 

 ▼ A minimum Resolution Bandwidth of 1 Hz, with the best dynamic range in a 
handheld instrument.

With seven generations of experience, from the company that pioneered the handheld spectrum 
analyzer, the USA-made Anritsu Spectrum Master™ family is still your best choice. Find out more and 
download our complimentary application note, Detecting Signals Hidden in Plain Sight.

Download it now at www.TestMart.com/SpectrumMaster 
or call (888) 665-2765 to schedule a demo

Spectrum Master™ High
Performance Spectrum Analyzers

Designed and 
Manufactured 

in U.S.A.
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Wireless InSite is a suite of ray-tracing models and high-fidelity EM solvers for 
the analysis of site-specific radio propagation and wireless communication 
systems. It provides efficient and accurate predictions of propagation and 
communication channel characteristics in complex urban, indoor, rural and 
mixed-path environments.

Remcom’s Wireless InSite®

Radio Propagation Software for Wireless Communication Planning

Visit www.remcom.com/wireless-insite to learn 
more about recent enhancements in Wireless InSite

�  Indoor WiFi

�  Moving vehicle or aircraft

�  LTE and WiMax throughput analysis

�  Tower placement for urban coverage

�  Ad-hoc and temporary networks

�  Base station coverage analysis

�  Microcell coverage

Wireless EM Propagation Capabilities for a Variety of Applications

Visit us at MILCOM
Booth #943.
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The RT Logic T400CS RF Channel Simulator enables realistic testing of 
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multipath, interference and noise - all without ever leaving the lab.  For more information, 
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Need your oscillator to work fl awlessly? No problem. 
Watch videos, download white papers and data sheets, get 
samples, kits and more—and discover another reason why 
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Revolutionary, monolithic, single-chip silicon-MEMS oscillators
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These new, highly-reliable Si50x MEMS oscillators leverage Silicon Labs’ 
patented CMEMS® technology to enable stable temperature and aging 
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samples confi gured directly at your site. 
Or confi gure devices online for rapid, 
factory-programmed delivery within 
2 weeks.
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COMSOC MARKETING: INCREASING THE ONLINE PRESENCE

he IEEE Communications Society
(ComSoc) offers superior technical

publications, conferences, educational tuto-
rials and courses, and online options. The
ComSoc marketing challenge is to package,
position, price, and promote these products
so that the global audience of communica-
tions engineering professionals become
aware of the career benefits and advantages
of ComSoc products and services. This
must be done within the context of IEEE
support, financial integrity of society pro-
grams, and a competitive, ever-changing
global environment. 

ComSoc marketing staff wears
several hats and supports multi-
ple programs. Marketing supplies
creative and production services
to the other departments of the
Society, such as Advertising Sales,
Executive, Meetings and Confer-
ences, as well as support to the
Board of Governors (BoG) and
volunteer initiatives. Marketing
directly supports membership
development and publications
sales; represents the Society at
conferences and trade shows; and
maintains liaison with IEEE staff
to assure quality service to our membership and customers.
Marketing supports IEEE branding without diminishing its
legacy.

I am pleased to share this month’s column with Stan
Moyer, ComSoc Director of Marketing and Industry Rela-
tions, and John Pape, (staff) Director of Marketing and
Creative Services.

Stan Moyer has been an active member of ComSoc for
over 20 years. He has served in various roles, such as Trea-
surer and Member-at-Large, for the Board of Governors for
the last 10 years. Stan has also served on many committees
and boards of ComSoc, such as the ComSoc standards
board, awards committee, conference board, and several
technical committees. Stan currently is a Vice President and
Executive Director for Inventures (www.inventures.com), a
company specializing in managing industry technology
alliances. Prior to coming to Inventures in 2011, Stan
worked for over 20 years in the Applied Research area of
Bellcore and Telcordia.

John Pape has served as the (staff) Director of Market-
ing and Creative Services since 1997. His responsibilities
include planning and implementing the society’s marketing
activities for membership, publications, continuing educa-
tion, and conferences. During his tenure, products have
migrated from print to electronic media, and marketing
tactics have evolved from direct mail and manual process-

ing to complicated e-mail campaigns and
social media outreach. Recently, he has led
the Communications Society efforts to
expand Social Media activities, to execute
the plan to offer virtual courses in wireless
communications engineering, and to deliv-
er Society information via smartphones.
From 1989 to 1997 he managed the Publi-
cations Marketing Department of the
American Society of Civil Engineers. He
held the title of Director in 1997. He has
managed marketing activities for more
than 30 years with international publishers
including S. Karger Publishers, Methuen,

and Springer-Verlag.
The February 2011 President’s

Column provided details about
how ComSoc Marketing goes
about its job. However, there has
been a lot of change in the past
couple of years, so we’d like to
share what’s new with ComSoc
marketing? 

During the past two years,
marketing has been especially
active with enhancing our online
presence and offering delivery of
information via smartphone appli-
cations. When one conference

web site displays videos of committee members discussing
conference highlights, there are many more to follow. Max
Luskitnikov, Digital Content Specialist, has created many
videos to enhance conferences and attraction for potential
presenters, registrants, and visitors. Due to our aggressive
social media position, Ting Qian, Senior Project Manager,
has increased blog content creation and posting on many
sites and locations (e.g., see the ComSoc Blog at
http://www.comsoc.org/blog). In the past two years, Com-
Soc’s Facebook global network has grown to more than 50
independent sites linking to programs, conferences, and
chapters. Social media has proved to be a fertile arena for
expansion and engagement with the global community. By
the end of August 2013, the ComSoc Facebook page
(http://www.facebook.com/IEEEComSoc) had over 415,000
“likes” and over 80,000 engaged users. 

While it is not possible to directly relate social media
activity to membership growth, ComSoc is enjoying an
exceptional year of membership growth with an increase of
more than 12% compared with 2012. By the end of the
year the number of members may be close to the record
membership results of the “dot com” years. 

Heather Sweeney, Meetings and Conferences Product
Manager, and Kerrianne Sullivan, Project Manager, mar-
ket 14 annual ComSoc conferences. That includes multiple

T
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(Continued on page 8)
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years for each event. Kerrianne also manages the produc-
tion of e-News and e-News Extra. 

The IEEE Online Conference on Green Communica-
tions (OnlineGreenComm), the virtual forum dedicated to
the advancement of energy-efficient communications and
green networking technologies held 29–31 October 2013,
was rebranded from IEEE GreenCom to reflect the fully
online agenda of the entire three-day program devoted to
the development of next-wave green communications and
energy saving technologies. The conference enhanced its
delivery mechanism from voice over PowerPoint to a plat-
form that includes video broadcast of all presentations and
a virtual exhibit hall that will facilitate demonstrations and
a lounge for attendees to network. 

As marketing is as much about gathering information
and intelligence as it is about promotion, we have conduct-
ed surveys and focus groups to learn more about the mem-
bers’ conference needs and wants in an effort to better
engage with our members. Promotional email blasts, social
media, and printed and online campaigns have been
expanded to include contacting members the old fashion
way — by telephone. A telephone campaign was devel-
oped for IEEE GLOBECOM to be held in Atlanta, Geor-
gia from 9-13 December 2013. A selected group of
members will receive live calls and/or phone messages
about the conference.

The ComSoc Marketing department is the home of
ComSoc Wireless Communication Engineering Technolo-
gies certification and online courses. Marilyn Catis, our

Manager of Certification and Continuing Education, has
considerably grown the online course schedule, catalog,
and attendance. In 2010 there was one online course. By
the end of 2013, the schedule will have expanded to a cata-
log of seven distinct courses, nine instructors, almost 40
courses offerings, and 700 registrants. 

On the volunteer side, the Marketing and Industry
Relations Board, led by Stan Moyer, which, in close coop-
eration with John Pape and the marketing staff, identifies
needs and opportunities, helps define the scope of market-
ing, and the priorities in assignment of limited marketing
resources, and proposes new initiatives. Stan provides the
liaison between the ComSoc Marketing department and
the ComSoc BoG and the many ComSoc volunteers that
govern and manage the Society and its products and ser-
vices. This liaison arrangement helps to ensure that new
products and services and other new marketing needs are
brought to the attention of the ComSoc Marketing depart-
ment.

Marketing is situated in a unique position at ComSoc.
There are always new challenges, new techniques, and new
lessons to learn. Volunteers rely on our expertise and
insight. We are intimately involved in most aspects of soci-
ety activities: magazines, journals, proceedings, advertising
sales, exhibit representation, conferences, Board meetings,
chapters, IEEE relations, sister societies, www develop-
ment, applications, videos, presentations, awards, and very
much more. The marketing staff is experienced, enthusias-
tic, energetic, and excited to work with the best of the best
communications professionals — the members and volun-
teers of ComSoc.

AMENDMENT TO THE CONSTITUTION
The following proposed amendment has been approved by the Communications Society and IEEE to be added to the
Society's Constitution, Article 7- Member Services:

7.4    Standards - The Society sponsors standards development in accordance with the process defined and approved
by IEEE Standards Associations. It also organizes standards-related activities that comply with applicable IEEE/ComSoc
and/or IEEE-SA policies. 

Please see url http://www.comsoc.org/about/documents/constitution/7 to view what is included in our Constitution
under Member Services.  This amendment will become effective in 60 days unless one percent of the membership
objects in writing to Jack Howell, Executive Director, IEEE Communications Society, 14 Penn Plaza, 9th Floor, NY, NY
10122.

(Continued from page 6)
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MILCOM, the premier interna-
tional conference and exposition for
military communications, returns to
San Diego November 18-20,  2013.
Gathering the leading minds of gov-
ernment,  mil itary,  industry and
academia, MILCOM offers an inter-
active forum to further explore, define
and leverage commercial and defense
technologies. 

Focusing on this year’s theme, “Bal-
ancing Commercial and Defense Tech-
nologies,” MILCOM 2013 will feature
seven tracks of technical expertise and
a line-up of top military, government,
and industry speakers for the estimated
3,000 communicators from over 25
countries who are expected to attend
the conference. 

Senior military, government and
industry leaders will dialogue with
attendees on the latest in military and
commercial communications. Among
those confirmed to speak at MILCOM
2013 are: LtGen John Toolan, Jr.,
USMC, Commanding General, I
Marine Expeditionary Force; Dr. Irwin
Jacobs, Founding Chairman and CEO
Emeritus, Qualcomm; and Larry Payne,
Vice President – US Federal, Cisco Sys-
tems. In addition to keynote addresses,
decision-makers will share their per-
spectives during daily VIP panel pre-
sentations.

The cornerstone of MILCOM is the
strong technical program that includes
a broad array of topics covering cur-

rent communications issues. New this
year, the international perspectives
track will highlight MILCOM’s inter-
national audience. More than 400
papers will be presented in the techni-
cal program based on seven technical
tracks:
•Waveforms and Signal Processing
•Networking Protocols and Perfor-

mance
•Cyber Security and Trusted Com-

puting

•System Perspectives
•Services and Applications
•Selected Topics in Communications
•International Perspectives on Com-

munications
The technical program will also

offer technical panels and tutorials for
attendees.  Many of the sessions are
eligible for continuing education units
(CEUs). 

Complementing the technical pro-
gram this year is an engagement theater
on the exhibit floor which offers an
opportunity to participate in smaller,
interactive sessions. Topics include
small business, cybersecurity, and inno-
vation. In addition, conference atten-
dees will have more than 300 exhibitor
booths to visit throughout the three-day
conference, as many of the world’s lead-
ing providers of information, communi-
cations and defense technologies will be
on hand.

Technical program registration is
free for military, government, and stu-
dent participants; breakfasts and lunch-
es are available for a nominal fee. 

MILCOM, now in its 32nd year, is
co-sponsored by the Armed Forces
Communications and Electronics Asso-
ciation (AFCEA) International and
the Institute of Electrical and Elec-
tronics Engineers (IEEE) Communica-
tions Society. BAE Systems is serving
as the conference’s 2013 corporate
host. 

Visit milcom.org for a full confer-
ence agenda and information on regis-
tration.

MILCOM 2013: BALANCING COMMERCIAL AND DEFENSE TECHNOLOGIES

The cornerstone of MILCOM 2013 is the strong technical program, with featured speak-
ers, technical panels, tutorials, and more than 400 paper presentations in seven technical
tracks.

Attendees can see, touch and try out products and solutions from more than 300
exhibitor booths in the MILCOM exhibition. 
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COLLABORATIVE ENTERPRISE ARCHITECTURE

BY STEFAN BENTE, UWE BOMBOSCH, AND SHAILENDRA LANGADE,
MORGAN KAUFMAN-ELSEVIER, 2012, ISBN 978-0-12-415934-1,
SOFTCOVER, 310 PAGES

REVIEWER: NORBERT RAPACZ

Managing IT resources and aligning IT systems with real
business needs is a challenge in today’s organizations. The
idea of an enterprise architecture (EA) is a straightforward
promise to resolve it. EA covers business processes organizing
logic and IT infrastructure support of an organization operat-
ing model. It does not relate to any new discipline, but prac-
tice shows the mere application of EA is not a cure for cancer
in IT complexity management. Bente et al.’s book presents
new ideas for improvements and adjustments in the use of
enterprise architectures that render the EA process pragmatic
and undoubtedly improve its performance and value. The
authors discuss the objectives of EA usage and depict all ideas
with examples in a consistent manner based on a hypothetical
company called Bank4U. This way of presentation is the
result of authors’ practical experience, and their awareness
that their work is also associated with failures and the final
success is achieved only when the conclusions are drawn.

The book’s main notion is an innovative approach to the
use of the EA processes based on assumptions of AGILE and
LEAN paradigms. This way, EA processes become  lighter
and easier than is now considered. Firstly, the authors describe
the objectives of the use of EA and accurately summarize the
problems and difficulties in the application of EA. Chapter 2
explains importance of enterprise architectures by comparing
them with the traditional building architecture (as Zachman
did in his famous framework). Chapter 3 is a comprehensive
description of the activities performed by the architect which
include: defining IT strategy; Modelling EA; evolving IT, etc.
The authors illustrated them by the sound examples and pro-
vided unique solutions to common problems. Chapter 4 is a
brief description of the architecture frameworks like Zach-
man, TOGAF, and Gartner. The focal point is the role of
such frameworks and the way they are applied in practice.
Chapter 5 lists EA maturity models and their role in the
assessment of companies’ ability to carry out activities related
to the EA. As a high level of maturity not always guarantees a
good progress in achieving the objectives of the company, the
authors refer to a theory that optimal performance is achieved
when there is an equilibrium between order and chaos in an
organization. This is a basis for their improvement proposal
called ‘Collaborative EA’ (CEA), given in Chapter 6. Then,
Chapter 7 briefly introduces LEAN and AGILE paradigms as
a pragmatic response to the problems found during applica-
tion of EA. The development of enterprise architecture is
accurately paralleled to a small manufacturing plant which
focuses not on the mass production but rather on small series
of customized products. The proposed CEA approach consists
of three major building blocks, that is tools of eliminating
waste in EA processes and activities, involving all relevant
stakeholders and applying the Kanban scheduling in iterative
approach to architecture development. The authors identify
general EA waste as a partially done work, over-architecting,
redundant processes, handoffs, task switching, delays, or
defects. These are translated into concrete items listed as
wasteful activities and artefacts in the major EA areas identi-
fied in Chapter 3. Examples and tools in this section would be
a great treasure for practising architects. Tools like EA waste
matrix, process activity mapping or pipeline response matrix,
or value stream tools are just a few of them.  

Chapter 8 develops three other building blocks of CEA

which mainly cover enhancing participation in architecture
process. They use web-based collaboration tools. A reader can
learn how to establish successful tools to maintain and spread
the information and support collaboration. The presented
portfolio of available tools include: strategy blog, landscape
map, application catalogue, etc. 

The value of this book is not only a new look at the use of
EA, but many valuable examples referring to practices that
will help in everyday’s work of architects.. Extensive introduc-
tion into the EA domain also allows beginners to familiarize
with the subject of EA, while the proposed set of tools helps
to organize analytical work. This is definitely a textbook for
practitioners, especially for IT architects

ADVANCED OPTICAL COMMUNICATION SYSTEMS AND
NETWORKS

BY MILORAD CVIJETIC AND IVAN B. DJORDJEVIC, ARTECH HOUSE,
2013, ISBN 978-1-60807-555-3, HARDCOVER, 804 PAGES

REVIEWER: PIOTR CHOLDA

Optical communications has become a classic, since the
photonic-based networks are broadly used and the related
topics are taught at the universities at both under- and gradu-
ate levels. Additionally, it is still an important avenue in the
transmission and networking research. Cvijetic and Djordjevic
prepared a comprehensive textbook that successfully intro-
duces a reader into virtually all issues that can be associated
with contemporary optics in telecommunications.

Although no parts have been defined for this book, the
chapters can be conceptually divided into the ones related to
the systems, i.e., L0-L2 of the OSI/ISO model (seven chapters
out of ten), and networks (one chapter). There is also an
introductory chapter and one being an annex on various sup-
porting issues. The very rich system part covers the following
aspects: hardware (fibers, light sources, filters, etc.), physical
signal propagation (optical fibers as waveguides, dispersion,
propagation in single- and multimode fibers), noises in the
optical systems (with signal impairments), modulation and
demodulation techniques (with OFDM and MIMO optical
systems), optical detection (mainly coherent detection and
channel equalization, also detection for MIMO optical sys-
tems), error-correction coding (cyclic and turbo coding,
LDPC, coded modulation), and optical channel modeling
along with energy efficiency in optical transmission. 

The network-related chapter consists of 100 pages, being 1/8
of the whole book. The following issues are covered: optical
networking in the context of standard layering and protocols,
basic elements of optical networks (OLT, OADM,...), routing
of paths in optical networks (with optimization and impair-
ment-awareness), control in optical networks (signaling, RWA,
and fault management), OBS/OPS, photonic networking in var-
ious parts of an operator network, and spatial multiplexing.

What I like about this book is the fact that it can be a very
good aid for a lecturer since it offers insightful exercises that
can be easily used during teaching. That is why it is also a per-
fect book for all types of students. While discussing the use-
fulness of this position for researchers it would be difficult to
avoid comparing it to a recognized handbook [1]. The concept
and the workmanship are at the same level. As regards the
differences, it can be said that while the Ramaswami et al.’s
book divides the material equally into systems and networks,
here we have a much more emphasis and depth related to the
systems. Especially aspects like modulations, optical detection,
or error-correction coding are presented in a more compre-

(Continued on page 14)
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hensive way. Additionally, the problems presented for exercis-
ing are much better conceived in the Cvijetic and Djordjevic’s
book. For sure, a specialist in optical systems will need this
book, since this is the newest work giving a lot of bibliography
and it is up to date with the novel achievements in the field.

[1] R. Ramaswami, K. N. Sivarajan, and G. H. Sasaki, Optical Networks. A
Practical Perspective, 3rd Ed., Morgan Kaufmann, 2010.

SECURITY FOR WIRELESS SENSOR
NETWORKS USING IDENTITY-BASED CRYPTOGRAPHY

BY HARSH KUPWADE PATIL AND STEPHEN A. SZYGENDA, CRC
PRESS/AUERBACH PUBLICATIONS, 2012, ISBN 978-1-4398-
6901-7, HARDCOVER, 232 PAGES

REVIEWER: JUAN PEDRO MUNOZ-GEA

Security is an important and challenging problem in wireless
sensor networks (WSNs). The establishment and distribution of
shared keys between sensor nodes is one of the most important
security services needed to ensure reliable networking. Secure
routing, messages confidentiality and entity authentication are
not possible without a proper key distribution mechanism. The
latest research results have shown that Public Key Cryptography
primitives based on Elliptic Curve Cryptography (ECC) are fea-
sible also on sensor devices. Nevertheless, the problem is that
protocols based on them are not useful, because they require
exchange and storage of large keys, which is expensive, especial-
ly for the most constrained sensor devices. In addition to this,
practical ECC schemes also need authentication of public keys.
It is usually performed by certificates and digital signatures.
However, sensor networks cannot afford a complex Public Key
Infrastructure (PKI) and they need new security schemes that
can provide authentication without using expensive certificates.

Patil and Szygenda’s book is about Identity Based Cryptog-
raphy (IBC), a new promising security technique that can deal
with the mentioned concerns. In IBC, there is no need for a
certificate to bind a node’s identity to its public key, since the
node’s identity can be used as the public key, and it also
allows to derive a corresponding private key. This derivation
function, as well as the secure transmission of the private key
to its owner, is performed by the Private Key Generator,
which can be implemented in the network Authentication
Server. Note that IBC requires lightweight implementations at
the client level. Compared to the PKI certificate management,
it does not need any special space for certificate storage, and
the key revocation operation is simpler.

A brief overview of the contents follows: Chapter 1 of this
book introduces WSNs. In Chapter 2 attacks on WSNs are
presented. In Chapter 3 the theory of elliptic curves is given.
Chapter 4 covers all important identity-based encryption
schemes and its applicability in WSNs. Chapter 5 focuses on
broadcast authentication and encryption schemes in WSNs.
Chapter 6 reviews the problem of key distribution in sensor
networks and explores some interesting key-distribution
schemes that are based on IBC. It forms the basis for secure
routing in WSN, described in Chapter 7. Chapter 8 empha-
sizes the need for cross-layer security across all layers of the
WSN protocol stack. In addition, it provides examples for
cross layer security using IBC. Chapter 9 reviews some imple-
mentation results of IBC on existing sensor node platforms.

This book serves as an excellent starting point for practi-
tioners in the industry and students in academia faced with
security issues in WSNs. It provides a comprehensive and sys-

(Continued on page 16)

(Continued from page 12)
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tematic introduction to the fundamental concepts, major
issues, and effective security solutions in wireless sensor net-
working. It is organized as a step-by-step approach to every-
thing a reader will need to know about WSN security.
Furthermore, it explores practical security solutions to WSNs
using IBC. With this respect, it can serve as a reference to
provide a concise view of IBC in WSNs. In addition, it will
certainly stimulate new directions in wireless network security.
One of them could be how to modify Transport Layer Securi-
ty, a wide-spread and well accepted cryptographic protocol for
encrypting and protecting the integrity of network data
streams, to support IBC in an IP-based WSN.

RELIABILITY AND AVAILABILITY OF CLOUD COMPUTING

BY ERIC BAUER AND RANDEE ADAMS, WILEY-IEEE PRESS, 2012,
ISBN 978-1-118-17701-3, HARDCOVER, 352 PAGES

REVIEWER: MIROSLAW KANTOR

Cloud computing is a new paradigm for delivering informa-
tion services to end users and is one of the most important IT
trends of the decade. Cloud providers offer a variety of service
models and cloud deployment options. In such an environ-
ment, it is crucial to meet the expectation of end users requir-
ing high availability of services provided by cloud computing. 

The book by Eric Bauer & Randee Adams provides a
holistic approach to the title service reliability and availability
of cloud computing. The authors, working in the Software,
Solutions and Services group of Alcatel-Lucent, are recog-
nized experts in the area of computer systems reliability. Their
work covers all aspects of the knowledge needed to assess the
impact of virtualization and cloud computing on service relia-
bility and availability. It also provides a complete guide how
to select the most appropriate design methodology for relia-
bility provisioning to assure that user expectations are met.

The book is divided into the three following parts: “Basics”,
“Analysis,” and “Recommendations”. The first of them com-
prises three chapters. It begins by introducing the key terms
and concepts of cloud computing together with common char-
acteristics of this technology. As the virtualization is very
important for cloud computing, the next chapter reviews the
relevant technology and describes architectural models for vir-
tualization. In turn, fundamental concepts related to service
reliability and availability are covered in the third chapter
which also provides the metrics for quantification of service
reliability in virtualized and cloud-based deployments. 

The second part analyzes the service reliability and avail-
ability risks inherent in application deployments on cloud
computing and virtualization technology. They include impli-
cations of service transition activities, elasticity, and service
orchestration. The authors also identify and analyze new risks
to service quality, reliability, and availability, introduced by
rapid elasticity of clouds. The part ends with a discussion on
service availability implications of geo-redundancy on applica-
tions deployed in the clouds. 

The final part consists of five chapters. After analyses pro-
vided in the preceding chapters, now the book goes into actu-
al recommendations on how to address the concerns. The goal
is to provide a reader with specific recommendations for
designing a highly reliable and available application and solu-
tion architectures for virtualized or cloud environments.

Clearly, Bauer and Adams intended their book for readers
of diverse backgrounds and experience levels: it provides use-
ful information both for qualified network engineers as well as
for novices in the cloud computing area. For sure, specialists
responsible for recommending, providing, or managing cloud
platforms for either private or public cloud will profit with
having this work on their shelf. I would also like to highly rec-
ommend this position for people new to the considered con-
cepts  of cloud computing or computer systems reliability as it
provides an excellent background for the both areas.

BOOK REVIEWS

CALL FOR PAPERS

ENABLING NEXT GENERATION AIRBORNE COMMUNICATIONS
Due to the increased needs for sharing information among airborne platforms  (both manned and unmanned) as well as the desire to use an airborne
infrastructure to rapidly deploy communications capabilities to ground based users in disaster areas, there has been a renewed interest in the research,
design, and development of airborne communications networks.  Airborne networks are mobile multi-hop networks characterized by their high aircraft
speeds and platform dynamics, long line-of-sight transmission ranges, and significant cost of integration for communication systems. The airborne com-
munications and networking domains can be comprised of four sub-domains, each with unique characteristics and challenges: High Capacity Transport,
Range Extension, Air Tactical, and Heterogeneous Internetworking.  Achieving the vision for future Airborne communications and networking requires
researching technologies and prototyping solutions for each of these sub-domains.

The High Capacity Transport domain provides the ability to transport large amounts of data among airborne platforms at high rates and extended ranges.
Air-Surface Range Extension uses the aerial layer to connect disparate ground nodes or networks that may not be able to reach each other directly
through ground radios perhaps due to distance or perhaps because due to line-of sight obstructions such as buildings or mountains.  The combination of
a high capacity transport network and range extension can be used to rapidly recreate infrastructure for ground mobile users when infrastructure-based
connectivity (such as the cellular infrastructure) has been lost or is unavailable.  The Air Tactical domain provides local area coverage and capacity for
exchange of data among airborne platforms at low to moderate rates.  It also includes data exchange, command and control, digitized voice, static and
frame-rate images, and network control.  Finally, the Heterogeneous Internetworking Domain is an area that is very important but often overlooked.  It
includes development of networking technologies that integrate the heterogeneous communication systems designed for these individual domains to
enable end-to-end connectivity. The Internetworking Domain includes Net-Centric Enterprise Services and connection to the Global Information Grid.

There are unique challenges associated with providing communications in each of these domains.  Differences between the domain characteristics include
number of nodes, data rates, range, point-to-point versus point-to-multipoint topologies, omni-directional versus directional links, and mobility patterns.
Common challenges amongst the airborne domains include the mobile ad hoc nature of the network as well as Doppler and on-off link characteristics due
to body blockage. This feature topic is aimed at the wide variety of communications research challenges and prototype descriptions within the air domain.  

For additional information on this and other future Feature Topics, please go to the Communications Magazine Call for papers page at

http://www.comsoc.org/commag/call-for-papers

(Continued from page 14)
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CONFERENCE CALENDAR

2013

O C T O B E R

♦ IEEE HEALTHCOM 2013 — 15th
IEEE Int’l. Conference on e-Health
Networking, Application & Services,
9–12 Oct.
Lisbon, Portugal.
http://www.ieee-healthcom.org/2013/
index.html#.UIfpQJj_jeM

♦ IEEE CNS 2013 — IEEE Conference
on Communications and Network
Security, 14–16 Oct.
Washington, DC.
http://www.ieee-cns.org/

• ICTC 2013 — Int’l. Conference on
Information and Communication
Technology Convergence 2013, 14–16
Oct.
Jeju Island, Korea.
http://www.ictc2013.org/main/

• ICIN 2013 — 17th Int’l. Conferences
on Intelligence in Next Generation
Networks, 15–16 Oct.
Venice, Italy.
http://www.icin.co.uk/

♦ ATC 2013 — 2013 Int’l. Confer-
ence on Advanced Technologies for
Communications
Hochminh, Vietnam.
http://www.rev-conf.org/

• IEEE CCEM 2013 — IEEE Cloud Com-
puting for Emerging Networks, 16–18
Oct.
Bangalore, India.
http://ewh.ieee.org/ieee/ccem/

• IEEE COMCAS 2013 — 2013 IEEE
International Conference on
Microwaves, Communications, Anten-
nas and Electronic Systems
Tel Aviv, Isreal.
http://www.comcas.org/

♦ IEEE SmartGridComm 2013 — 4th
IEEE Int’l. Conference on Smart Grid
Communications, 21–14 Oct.

Vancouver, Canada.
http://sgc2013.ieee-smartgridcomm.org/

• NOF 2013 — 4th Int’l. Conference
on Network of the Future
Pohang, Korea.
http://nof2013.postech.ac.kr/

• WCSP 2013 — 2013 Int’l. Confer-
ence on Wireless Communications
and Signal Processing, 24–26 Oct.
Hangzhou, China.
http://www.ic-wcsp.org/

• GIIS 2013 — Global Information
Infrastructure Symposium 2013,
28–31 Oct.
Trento, Italy.
http://www-l2ti.univ-paris13.fr/~giis2013/

♦ IEEE OnlineGreenComm — IEEE
Online Conference on Green Com-
munications, 29–31 Oct.
Online.
http://www.ieee-onlinegreencomm.org/

N O V E M B E R

• IEEE WISEE 2013 — IEEE Int’l. Con-
ference on Wireless for Space and
Extreme Environments 2013, 7–9 Nov.
Baltimore, MD.
http://sites.ieee.org/wisee/committee/

• IEEE RIVF 2013 — 2013 IEEE RIVF
Int’l. Conference on Computing &
Communication Technologies, 10–13
Nov.
Hanoi, Vietnam.
http://uet.vnu.edu.vn/rivf2013/

♦ IEEE CLOUDNET 2013 — IEEE Int’l.
Conference on Cloud Networking,
11–13 Nov.
San Francisco, CA.
http://www.ieee-cloudnet.org/2013/

• FRUCT14 2013 — 14th Conference
of Open Innovations Association
FRUCT, 11–15 Nov.
Helsinki, Finland.
http://fruct.org/conference14

• SDN4FNS 2013 — 2013 Software

Defined Networks for Future Net-
works and Services Conference,
11–13 Nov.
Trento, Italy.
http://sites.ieee.org/sdn4fns/

♦ IEEE CCW 2013 — 27th IEEE
Annual Computer Communications
Workshop, 13–15 Nov.
Niagara Falls, Canada.
http://www.cse.buffalo.edu/ccw13/

• WD 2013 — IFIP Wireless Days 2013
Conference, 13–15 Nov.
Valencia, Spain.
http://www.wirelessdays.org/

♦ MILCOM 2013 — 2013 Military
Communications Conference, 17–20
Nov.
San Diego, CA.
http://www.milcom.org/

• ISWPC 2013 — Int’l. Symposium on
Wireless and Pervasive Computing
2013, 20–22 Nov.
Taipei, Taiwan.
http://www.iswpc.org/2013/

• SSEEGN 2013 — 22nd ITC Specialist
Seminar on Energy Efficient and
Green Networking, 20–22 Nov.
Christchurch, New Zealand.
http://www.itcspecialistseminar22.com/

• ATNAC 2013 — Australasian
Telecommunication Networks and
Applications Conference 2013, 20–22
Nov.
Christchurch, New Zealand.
http://www.atnac.org/

• LATINCOM 2013 — IEEE Latin Amer-
ican Conference on Communications
2013
Santiago, Chile.
http://www.ieee-latincom.org/2013/

D E C E M B E R

• ICCVE 2013 — 2013 Int’.l Confer-
ence on Connected Vehicles and
Expo, 2–6 Dec.
Las Vegas, NV.
http://www.iccve.org/

• NETGAMES 2013 — 12th Annual
Workshop on Network and Systems
Support for Games, 9–10 Dec.
Denver, CO.
http://netgames2013.cs.du.edu/

♦ Communications Society portfolio events are indicated with a diamond before the listing;
• Communications Society technically co-sponsored conferences are indicated with a bullet
before the listing. Individuals with information about upcoming conferences, calls for papers,
meeting announcements, and meeting reports should send this information to: IEEE Communi-
cations Society, 3 Park Avenue, 17th Floor, New York, NY 10016; e-mail: p.oneill@comsoc.org;
fax: + (212) 705-8996. Items submitted for publication will be included on a space-available basis.

Updated on the Communications Society’s World Wide Web site
www.comsoc.org/confs
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odern wireless signals and complex 
signal environments are challenging for 
RF engineers who are trying to bring 

advanced products to market quickly and at low 
cost. These engineers must contend with crowded 
signal bands and complex techniques for sharing 
spectral resources through the use of agile signals 
and sophisticated modulation schemes.

Problems can be subtle or elusive, and can affect 
one’s own signal or those from other spectrum 
users. Therefore, it’s essential to fi nd and solve 
issues as early as possible to avoid excessive costs 
and missed market windows. In most cases, a 
combination of today’s major signal analysis tools 
is the most certain path to wireless success.

Swept analysis for performance 
and familiarity
RF spectrum analyzers are the fundamental 
tool for wireless engineers for good reasons. 
They’re straightforward to use, cost-effective, 
and available at a range of price/performance 
points to match the needs of both R&D and 
manufacturing. They play an important role 
in component and subsystem testing and 
standards compliance, especially for out-of-band 
measurements such as spectrum emissions mask 
(SEM) verifi cation.

Spectrum analyzers allow easy optimization 
of performance and speed in demanding 
measurements by allowing fundamental 
measurement parameters such as center 
frequency, span, and resolution bandwidth to be 
independently set over a wide range. This sets 
them apart from real-time spectrum analyzers 
(RTSAs) and vector signal analyzers (VSAs) and 
contributes to ease of use and confi dence in 
interpreting results.

RTSAs for fi nding elusive signals and 
understanding agile signal behavior
Dynamic or agile signals and a crowded spectral 
environment often outrun the capabilities 
of traditional swept spectrum analyzers. 
Discovering such signals may also be diffi cult for 
VSAs, especially if they are unexpected or their 
duty cycle is very low. RTSAs and their advanced 
displays can fi ll this vital measurement gap 
using the same type of digital IF architecture as 
modern wireless receivers. Consider Figure 1, 
which shows two measurements of the same part 
of the 2.4 GHz ISM frequency band.

On the left, the spectrum analyzer’s own 
measurement dynamics (a sweeping resolution 
bandwidth fi lter) interact with the dynamics of 
multiple signals in the ISM band to produce an 
incomplete measurement. One of the wide WLAN 
signals is not seen, and the very short Bluetooth 
hops are not shown at all.

The RTSA density display on the right is the 
result of gap-free analysis that shows every signal 
present, plus a display that represents how often 
a signal occurred in terms of color. Although the 
Bluetooth signals are very infrequent (and thus 
blue in color), they are still shown clearly.

Add real-time analysis 
to accelerate wireless 
development

M

Figure 1. These are spectrum measurements of the lower half of the 2.4 
GHz ISM band. The swept spectrum result (left) is not real-time and misses 
low-duty-cycle Bluetooth and WLAN signals, which appear clearly in the 
RTSA density view (right).



Frequency mask triggering for 
real-time and vector signal analysis
The real-time processing power of RTSAs 
can also be used to generate triggers for 
measurement or signal capture. By using limit 
masks enhanced with logical tests (such as 
when a signal leaves a mask and re-enters) the 
RTSA can constantly monitor a selected band 
for specifi c signals or signal behavior. In the 
example (Figure 2), a measurement is triggered 
only by a specifi c Bluetooth hop, ignoring WLAN 
signals and other Bluetooth hops.

Instead of waiting for a Bluetooth burst at a 
specifi c frequency, the mask and logic of an FMT 
could be confi gured to focus on troublesome 
signal behavior such as frequency or amplitude 
instability or improper channel assignments. 
All these FMT approaches are part of a signal-
discovery process that typically leads to vector 
signal analysis as a troubleshooting tool.

VSAs for in-depth analysis, capture 
and troubleshooting
VSAs are the most powerful tool for wireless 
analysis and troubleshooting, and their 
combination of demodulation, signal capture, 
and fl exible post-processing is ideal for tracking 
down problems with complex and agile signals. 
Adding the FMT capability of an RTSA to a VSA 
provides a uniquely effective way to capture and 
analyze any desired signal or spectral event.

VSAs can record signals both before and after 
the trigger event, yielding critical insights 
about cause and effect in wireless systems. 
Agilent 89600 VSA software also has the 
ability to change signal center frequency and 
span after signal capture. This fi ltering and 
re-sampling removes other signals from the 
analysis process and allows the engineer to 
perform vector analysis or demodulation on 
any signal within the captured span.

Combining RTSA and VSA tools with 
swept analysis on a single platform
Wireless engineers face challenges and trade-offs 
in multiple domains at once, and no single RF 
tool can meet every need. Agilent’s upgradeable 
PXA and MXA X-Series signal analyzers provide 
a combination of swept, real-time and vector 
signal analysis that is the fastest, most certain 
path to answers for wireless engineers. 

Request copies of two recent 

application notes:

• Real-Time Analysis Techniques for 
Wireless Measurements

• Measuring Agile Signals and Dynamic 
Signal Environments

at www.agilent.com/fi nd/real-time4wireless

Figure 2. This frequency mask trigger is confi gured to capture a particular 
Bluetooth hop and to ignore the WLAN signals and other Bluetooth hops.

Putting RTSA to work 
with the N9020A MXA

The Agilent MXA X-Series signal analyzer is 
designed to accelerate the development of 
new wireless devices for quicker delivery to 
manufacturing and the marketplace. It has 
the versatility to easily adapt to evolving test 
requirements by addressing multiple formats, 
generations and devices.

Real-time spectrum analyzer capability can be 
added as an upgrade to new and existing MXAs. 
Coupled with 160 MHz of analysis bandwidth, the 
MXA enables accurate characterization of next-
generation signals in wireless communications 
and connectivity.

The Agilent X-Series signal analyzers are an 
evolutionary approach to signal analysis that spans 
instrumentation, measurements and software. 
This provides the fl exibility to satisfy business and 
technical requirements across multiple products 
and programs – now and in the future.

http://www.agilent.com/find/real-time4wireless
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IEEE GLOBECOM 2013 TO EXPLORE THE “POWER OF GLOBAL COMMUNICATIONS”
56TH ANNUAL EVENT TO BE HELD DECEMBER 9–13 IN ATLANTA, GEORGIA

Devoted to driving innova-
tions and technological break-
throughs in nearly every
telecommunications field, IEEE
GLOBECOM 2013 will hold its
56th annual event from Decem-
ber 9–13, 2013 at the Down-
town Atlanta Hilton and
Towers in Atlanta, Georgia. Themed
the “Power of Global Communica-
tions,” the five-day international con-
ference will host thousands of industry
experts and more than 1,500 presenta-
tions exploring next generation
advancements in broadband, wireless,
multimedia, Internet, image and voice
communications against a modern
southern backdrop that uniquely
blends charm and hospitality with
world-class sophistication.

Known for its fine dining, shopping
and rich history, Atlanta is not only one
of the nation’s most popular tourist
locations, it is also one of the most liv-
able cities in the United States due to
its multicultural dynamics and layered
cultural fabric. Throughout IEEE
GLOBECOM 2013, attendees will have
the opportunity to share ideas and
visions with the world’s leading authori-
ties in communications and then experi-
ence Atlanta’s numerous attractions in
the evening. Located just minutes from
Hartsfield-Jackson International Air-
port, the Downtown Atlanta Hilton and
Towers offers the ideal venue for ven-
turing into Downtown Atlanta and
exploring sites such as the Atlanta
Botanical Garden, Atlanta Cyclorama
& Civil War Museum, Carter Presiden-
tial Library and Museum, Fernbank
Museum of Natural History, Georgia
World Congress Center, World of
Coca-Cola Museum, CNN Center, Mar-
tin Luther King Center, High Museum
of Art and Centennial Park, the home
of the 1996 Summer Olympics. 

“IEEE GLOBECOM is one of the
most significant scientific events of the
networking and communications commu-
nity and a must-attend for industry lead-
ers representing the entire spectrum of
broadband, wireless, multimedia, Inter-
net, image and voice communications
research,” says Branko Bjelajac, IEEE
GLOBECOM 2013 General Chair and
Executive Vice President and Chief Tech-
nology Officer for Landis+Gyr. “Each
year, our organizers work tirelessly to
ensure our world-class agenda is filled
with the presentations of global experts,
C-level corporate executives and interna-

tional government officials sharing their
visions for a better future and their efforts
to introduce the next wave of technologi-
cal accomplishments to billions of people
and businesses worldwide.

“With nearly two months to go
before the event, we are already
extremely proud of our stellar roster of
international speakers and presenta-
tions. Nearly every area of global com-
munications is represented. This is the
premier international vehicle for learn-
ing more about the technologies that
are continually shaping and re-shaping

the world as well as forming bonds with
the field’s very best minds through our
ongoing series of networking events.
Plus, the City of Atlanta offers a spec-
tacular stage for learning more about
American history and participating in
an exciting array of entertainment
opportunities. Our organizing team has
also ensured that attendees will have a
premier banquet experience at the
world-famous Georgia Aquarium, one
of the area’s greatest scenic delights.”

IEEE GLOBECOM 2013 will be
highlighted by 22 centerpiece tutorials
on emerging topics, 15 cutting-edge
workshops, over 800 technical symposia
papers, keynote speeches, industrial
fora led by some of the world’s most
influential experts in communications,
the exhibitions of global technological
corporations and numerous business
and industrial forums focused on the
“new world” of IPv6, smart grid, cloud
computing and network infrastructure
advancements. Already included within
this comprehensive agenda are the
keynotes of: 

•Lew Tucker, Vice President
and Chief Technology Officer of
Cloud Computing at Cisco, who
will discuss “Cloud Computing
and the Promise of Networking-
as a-Service.” During this
address, Dr. Tucker will detail
the emergence of cloud comput-

ing platforms and their promise for
transforming the deployment of net-
work services. A special emphasis will
be placed on OpenStack and the devel-
opment of network-centric platforms
enhancing the delivery of elastic, soft-
ware-based network services

•Branko Bjelajac, who will speak on
“ICT – A Key Enabler of Smart Grid
Innovation” and its role in transforming
and modernizing the sustainability, pro-
duction, distribution and consumption
of electricity on a global scale. Dr. Bje-
lajac will present a number of innova-
tive Smart Grid applications enabled by
ICT, review the current state-of-the-art
of Smart Grid standardization, architec-
ture and technology, and give some
conjectures on the requirements for
future Smart Grid applications

Scheduled to begin Monday, Decem-
ber 9, IEEE GLOBECOM 2013 will
open with a full day of workshops and
tutorials detailing the newest accom-
plishments, applications and research.
Specific sessions will focus on the areas
of “Broadband Wireless Access,”
“Device-to-Device (D2D) Communica-
tion With and Without Infrastructure,”
“Fundamentals of Nanoscale Commu-
nications and Nano Networks,” “Cloud
Computing Systems, Networks & Appli-
cations,” “Wireless Networking and
Control for Unmanned Autonomous
Vehicles,” “Optical Wireless Communi-
cations,” “Autonomous Underwater
Sensor Networks,” “Vehicular Net-
working: Standards, Protocols, Applica-
tions, and Deployment Plans” and
“Cognitive Radio, Software-Defined
Radio and the Adaptation of Wireless
Mobile Radio Systems.” 

The conference’s technical and exec-
utive program will then officially com-
mence on Tuesday, December 10 with
the first of three days of wide-ranging
presentations entailing the latest origi-
nal findings in e-Health, Internet of
Things (IoT), game theory, power-line,
satellite, space, green and social net-
working communications, among the
many other topics. Key to these pro-
ceedings will be the presentation of

Leading international conference
to host thousands of industry
experts attending more than

1,500 presentations dedicated to
the latest advancements in 

broadband, wireless, 
multimedia, Internet, image and

voice communications

(Continued on page 20)
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12 Technical Symposia organized into
163 lecture-style and interactive ses-
sions. Among the many topics covered
will be “Topology Management,” “Link
Layer Protocols,” “Multimedia Com-
puting,” “Topics in Communication
Theory,” “Green Data Centers & Cloud
Computing,” “Topics in Power Line
Communications,” “Satellite Communi-
cations,” “Satellite Communications &
Navigation,” “Mobility Models & Han-
dling,” “LTE Networks,” “Mobile Plat-
form Security,” “Game Theoretical
Models for Communications Networks”
and “Relay Technologies: Amplify &
Forward.” 

Other significant events will include
the Industry Forum & Exhibition
(IF&E) Program covering nearly 30 dif-
ferent key communications topics from
Monday, December 9 through Thurs-
day, December 12. This will include
four days of Network Functions Virtu-
alization (NFV) research demonstra-
tions highlighting the latest novel
approaches for overcoming the inflexi-
bility, high power consumption, opera-
tional complexity and hardware
obsolescence issues found in today’s
network infrastructures. Featured
among these practical demonstrations
from the research community will be
the newest NFV techniques for consoli-
dating network equipment types onto
industry standard high-volume servers,
switches and storage devices found in
datacenters, network nodes and other
end-user premises. In addition to exist-
ing problems, NFV is also gaining
momentum for opening new possibili-
ties for network and service innovations
by leveraging software solutions uncon-
strained by fixed hardware topologies. 

Throughout this time, hundreds of
researchers, scientists and industry
experts from around the world will also
examine subjects like “Current Chal-
lenges with Cyber Security in Software
Defined Networks,” “Engineering the
Multi-service Architecture Evolution,”
“Millimeter Wave Wireless Communi-
cations: The Ultrawideband Frontier,”
“Network Function Virtualization,”
“Communications Policy in 2014 and
Beyond: How Will Federal Policy
Impact the US Telecom Sector’s Place
as a Technology Leader,” “Next Mile in
Wireless Communications” and “LTE-
A Radio Network Planning Challenges
& Opportunities.” For instance:

•“What is TV White Space and how
can it be used?” will highlight the out-
look for TV white space in various parts
of the world. A team of international

panelists will also analyze how recent
regulatory decisions (e.g.FCC in US
and OFCOM in the UK) and new mar-
ket opportunities will impact the com-
mercial realization of white space
systems

•Representatives of ZigBee, Home-
Plug, WiFi and IPSO Alliances will dis-
cuss “Smart Grid Standardization,”
communications technology and the
role of standards within Smart Grid
energy infrastructures

•“Next Generation 4G/5G Cellular
Networking” will act as a world plat-
form for industry professionals, aca-
demics, and individuals from govern-
ment agencies looking to explore the
key technological developments defin-
ing the current practices and near-term
future of wireless technologies. Focused
on current services as well as the evolu-
tion of future generations, this panel
will provide details on new delivering
services; killer LTE, LTE-A and 4G/5G
applications; the driving forces behind
mobile telephony and wireless access;
and the industry’s perspective towards
global connectivity

•Experts from Landis+Gyr and the
Telecommunications Research Labora-
tory at Toshiba Research Europe Ltd.
will comment extensively on “Smart
Metering: Enabling Communications
and Associated Security and Privacy
Challenges.” This includes reviewing
AMI challenges, different candidate
solutions, the privacy of appliance load
data and utility efficiencies

•“Next Mile in Wireless Communi-
cations” will discuss potential research
areas in wireless communications such
as LTE-A, LTE-A Multistream Carrier
Aggregation, M2M, D2D, Massive
MIMO, FD-MIMO, HETNETS, Small
Cells, TeraHertz band versus 60Ghz
issues, TV White Spaces, the technolo-
gy transfer for Cognitive Radio net-
works and the pros and cons of
Software Defined Networking

•“Mobile Communication Beyond
2020: What Is 5G?” will offer the expert
opinions of representatives from
Tohoku University, Ericsson Research,
the China Mobile Research Institute,
Norwegian Defense Research, Universi-
ty of Oslo, Huawei on beyond 4G
mobile communication paradigms.
Their perspectives will cover the latest
5G system challenges ranging from
energy efficiency, diverse network
topologies and multi-mode communica-
tion to ubiquitous computing, integrat-
ed Internet and mobile communication
service issues

•“The Internet of Humans and
Machines” will examine the rapidly

increasing number of machines con-
nected to the internet and their ability
for advanced sensing and processing
environmental information. This will
also take into account our “Networked
Life” and the basis for new discoveries
that can improve services and become
even more effective and useful in col-
laborative decision making environ-
ments utilizing Machine to Human to
Machine applications 

•“Programmable Cloud Network-
ing” will focus on the IEEE Cloud
Computing Initiative (CCI) and its
effort to accelerate the development
and use of cloud computing technolo-
gies through the coordination of IEEE
conferences, publications, standards,
education and regional activities.
Addressed will be the various applica-
tion and service requirements con-
fronting present and future Cloud
Computing environments as well as
related reliability, architecture, stan-
dardization and economic challenges 

Furthermore, the Industry Forum &
Exhibition (IF&E) was also specifically
designed to showcase the latest techno-
logical introductions and innovations of
world-class corporations. This year’s
exhibitors already include the presenta-
tions of industry leaders like CIENA,
CISCO, BEEcube, Landis+Gyr, Nation-
al Instruments, NTT DOCOMO, Cam-
bridge University Press and the Broad-
band Forum. 

IEEE GLOBECOM 2013 will then
close its comprehensive agenda of tech-
nology, industry and business presenta-
tions on Friday, December 13 with
another day of workshops and tutorials.
Among the many sessions scheduled
are “Wireless Device-to-Device Com-
munications and Networks,” “Wireless
Network Economics and Games,”
“Machine-to-Machine Technologies &
Markets,” “Online Learning,” “Energy
Harvesting Wireless Communications,”
“Emerging Technologies for LTE-
Advanced and Beyond 4G,” “Cloud-
Processing in Heterogeneous Mobile
Communication Networks,” and “Vehic-
ular Network Evolution.” 

For more information on IEEE
GLOBECOM 2013 including registra-
tion details and conference updates,
please visit 

www.ieee-globecom.org/2013
or contact Heather Ann Sweeney of the
IEEE Communications Society at 
+1 212-705-8938 and/or h.sweeney@
comsoc.org. The conference’s Face-
book, LinkedIn and Twitter links are
also available on the website for sharing
thoughts and comments with peers
based worldwide.

CONFERENCE PREVIEW

(Continued from page 18)
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SINGLE-BOX RF TEST CAPABILITY

Anritsu Company

Anritsu Company announces the
availability of LTE Advanced Carrier
Aggregation (CA) Measurement Soft-
ware for its MT8820C RF Tester,
enabling analysis of leading-edge mobile
devices incorporating the new ultra-fast
technology evolution. The new option
leverages the ParallelPhone Mode
(PPMTM) dual-RF capability of the
MT8820C to simulate inter-band and
intra-band downlink Frequency Domain
Duplex (FDD) CA with call processing.
With the software installed, the
MT8820C becomes the first single-box
tester with the capability to conduct
three critical CA receiver measure-
ments, providing LTE device designers
and manufacturers with a cost- and
space-efficient solution.

The MT8820C RF Tester is a multi-
format 2G, 3G, and 4G/LTE tester with
capability for wireless device calibra-
tion, RF parametric testing, and func-
tional testing, including call processing
or no-call based testing. The MT8820C
currently supports LTE (FDD and
TDD), W-CDMA/HSPA to DC-
HSDPA, CDMA2K to single and multi-
carrier 1xEV-DO rel. A, GSM/(E)-
GPRS, and TD-SCDMA/ HSPA.
Through Anritsu’s unique PPM tech-
nology, combinations of these technolo-
gies may also be supported, including
SV-LTE, SVDO, CSFB, and redirec-
tion.  PPM also enables other technolo-
gies that require two simultaneous RFs,
including DC-HSDPA, LTE 2x2
MIMO, and now FDD downlink CA, to
be tested more effectively.

www.anritsu.com

COPPER MOUNTAIN TECHNOLOGIES
ADDS 4.8 GHZ MODELS TO
COMPACT VNA LINE

Copper Mountain Technologies

Copper Mountain releases the new
5048 vector network analyzer, adding to
its compact VNA line. CMT makes high
performance VNAs at an affordable
price point without sacrificing metro-
logical quality.

Our popular compact series com-
bines a maximum standard feature set
with a compact size suitable for many
applications. We are proud to announce
the latest addition to this series: the
new TR5048 (two port, one path) and
S5048 (two port, two path) VNAs.
These instruments are a great value
solution for magnitude and phase mea-
surements from 20 kHz to 4.8 GHz.
Like other CMT models, these new
instruments also include time domain

with gating, fixture simulation, and fre-
quency offset mode, all within an intu-
itive user interface. Each instrument is
fully programmable using COM/DCOM
SCPI automation. With a weight of just
2.9 lbs., 5048 provides highly accurate
measurements and a variety of analysis
capabilities in the frequency and time
domains.

5048 characterizes S-parameters in a
wide variety of presentation formats. In
addition to the traditional frequency
domain measurements of S-parameters,
5048 also has an extensive standard fea-
ture set that includes time domain with
gating, embedding and de-embedding,
and frequency offset mode for
mixer/converter testing.

Operated by an external PC, 5048
has 16 logical channels with up to 16
traces each. Any test results can be
saved in a variety of formats for post-
processing. If post-processing of the
results is required, the user can save the
data on the same PC and carry it over
into any further software application
without multiple points of data transfer.
The storage of VNA data on an exter-
nal PC makes the device useful for shar-
ing between multiple users, or even to
deploy in a security-heightened area. 

www.coppermountaintech.com

DIFFERENTIAL ATTENUATOR FOR
CELLULAR INFRASTRUCTURE,
VHF/UHF MILITARY AND PUBLIC
SAFETY RADIOS

Skyworks Solutions, Inc.

Skyworks Solutions has unveiled a
new device for cellular infrastructure,
VHF/UHF military and public safety
radios. The SKY12408-321LF is a 50-
600 MHz, 6 dB differential attenuator
that is pin-for-pin compatible with its
12 dB SKY12407-321LF attenuator,
but ideal for IF radio applications
requiring lower overall attenuation and
gain control. The new solution also
offers a novel differential I/O design
and fast settling time for applications
that down convert to a low Intermedi-
ate frequency.

www.skyworksinc.com

GL ANNOUNCES ENHANCED VOICE
QUALITY TESTING SOLUTIONS

GL Communications Inc.

GL Communications has announced
its enhanced Voice Quality Testing Soft-
ware with Perceptual Objective Listen-
ing Quality Analysis (POLQA) standard
for Narrowband (NB), Wideband (WB),
and SuperWideband (SWB) signals.

GL’s enhanced VQuad™ and stand-
alone Voice Quality Testing (VQT)

software, both support the next-genera-
tion voice quality testing standard for
fixed, mobile and IP-based networks
using POLQA (ITU-T P.863).

POLQA, Perceptual Objective Lis-
tening Quality Analysis, based on ITU
standard, ITU-T P.863, is the successor
of PESQ (ITU-T P.862) analysis.
POLQA supports the latest HD-quality
speech coding and network transport
technology with higher accuracy for 3G,
4G/LTE and VoIP networks. 

The VQT software also supports other
international standard voice quality test
methods including PESQ (ITU-T P.862),
PESQ LQ / LQO (P.862.1), PESQ WB
(P.862.2), PAMS (ITU-T P.800), and
PSQM/PSQM+ (ITU-T P.861).

Using the GL's VQuad™ application
along with the Dual UTA, T1/E1 Probe,
or SIP options, the user can configure
manual and automated tests between
practically any interfaces to conduct
voice and data quality testing over any
network. 

The VQT software can be config-
ured to automatically analyze the voice
files collected by VQuad™ probes, and
send the results (POLQA, PESQ,
PAMS, PSQM) to the central database.

www.gl.com

AGILENT TECHNOLOGIES ACCELERATES
SMARTPHONE, DEFENSE SIMULATIONS
BY A FACTOR OF 64
Agilent Technologies Inc.

Agilent Technologies has announced
that SystemVue, its premier platform for
communications and aerospace/ defense
systems design, supports high-perfor-
mance distributed computing. System
architects of wireless, 4G smartphone
and radar applications can now verify
next-generation system performance up
to 64 times faster using Linux-based grid
computing managers such as the IBM
Platform Load Sharing Facility.

SystemVue 2013.08 introduces the
W1712 Distributed Computing Eight-
Pack, which integrates with enterprise
grid managers, provides concurrent
licensing for up to eight dataflow simu-
lations (and necessary add-on libraries).
It also allows users to control simula-
tion jobs directly from the SystemVue
interface.

The W1712 is stackable in steps of
eight, making accelerated validation of
user algorithms in MATLAB, C++,
and native SystemVue dataflow formats
scalable across large server farms.
Because the software collates simula-
tion data into a single result, users can
easily automate regression suites for
faster sign-off on design requirements.

www.agilent.com
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Small cell networks have recently emerged as a key cost-effective solution for enhancing the Small cell networks have recently emerged as a key cost-effective solution for enhancing the
capacity, coverage, and performance of wireless cellular systems. This tutorial, provides a acity, coverage, and performance of wireless cellular systems. This tutorial, provides a
comprehensive overview on Small Cell Networks(SCNs) while highlighting key challenges and omprehensive overview on Small Cell Networks(SCNs) while highlighting key challenges an
associated solutions, beginning with an overview on advanced analytical techniques, such asassociated solutions, beginning with an overview on advanced analytical techniques, such as 

chastic geometry, suitable for modeling and analyzing SCNs.stochastic geometry, suitable for modeling and analyzing SCNs.

Details of advanced interference management techniques tailored for the unique features of Details of advanced interference management techniques tailored for the unique featu
SCNs are examined, introducing key concepts such as cell range expansion, cell selection and are examined, introducing key concepts such as cell range expansion, cell selecti
adaptive resource partitioning that lie at the heart of next-generation LTE-Advanced systems. ptive resource partitioning that lie at the heart of next-generation LTE-Advanced system
Self-organizing networks (SONs) as applied to small cell deployment is covered.  This tutorial elf-organizing networks (SONs) as applied to small cell deployment is covered.  This tutor
concludes with an in-depth overview on the current and future challenges facing the concludes with an in-depth overview on the current and future challenges facing the

scale deployment of wireless SCNs. large-scale deployment of wireless S

SCN
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WCET PARTNERSHIPS
BY ROLF FRANTZ

As the WCET program has grown
over the years, we have established
several partnerships that are provid-
ing mutual benefits to ComSoc and
to our partner organizations.

Mobile Computing Promotion
Consortium

The Mobile Computing Promotion
Consortium (MCPC, www.mcpc-
jp.org[/english]) is an organization in
Japan whose purpose, as its name
suggests, is to promote technologies,
standards, and best practices for the
development of efficient mobile com-
puting equipment and operations.
MCPC offers a certification program
in Japanese that covers four levels,
from basic mobile technologies to a
senior-level consultant. These certifi-
cates complement, rather than com-
pete with, the WCET certification.
Both MCPC and ComSoc have rec-
ognized this and have worked to
establish an agreement that enables
MCPC to uniquely position and pro-
mote WCET certification in Japan.

MCPC acts as an agent for WCET
in Japan, marketing the program and
co-branding web pages, the Candi-
date’s Handbook, and other resources.

MCPC shares in the revenue from
the sale of practice exams and seats
in specific ComSoc training courses,
and from exam application fees. Com-
Soc benefits from MCPC’s position as
a leader in the wireless industry in
Japan, including an ability to build on
the awareness that already exists
regarding MCPC’s complementary
certifications. Also, MCPC has placed
a member on the WCET Industry
Advisory Board (IAB), whose insights
have been beneficial to the program
in understanding the needs of the
domestic Japanese wireless industry.

This partnership has proven benefi-
cial to both MCPC and ComSoc, and in
August, Messrs. Masahiro Hataguchi,
Norikazu Yamasaki, and Satoshi
Nagano from MCPC visited ComSoc’s
office in New York to renew the agree-
ment. This meeting allowed members

of the WCET Core Team to discuss
with our Japanese counterparts several
matters relating to the certification pro-
gram and especially activities that could
attract more applicants from Japan.

National Taiwan University of 
Science and Technology

ComSoc and the National Taiwan
University of Science and Technology
(NTUST, www.ntust.edu.tw) have sim-
ilarly instituted a partnership covering
the promotion of WCET certification
in Taiwan. Much like the agreement
with MCPC, this agreement establish-
es NTUST as an agent for WCET and
allows the creation of co-branded
materials such as web pages and the
Candidate’s Handbook as well as offer-
ing  ComSoc training courses. There is
a sharing of revenue, and an NTUST
representative has joined the WCET
Industry Advisory Board.

Again, the WCET program is ben-
efiting from targeted promotion of
the certification program in Taiwan,
from insights shared by the NTUST
IAB member, and from the co-brand-
ing, which has made information
about the certification more readily
accessible to wireless professionals in
Taiwan. We look forward to continu-
ing this relationship as well, and to
many years of mutual benefits from
the partnership.

Additional Partnerships
Organizations that would be inter-

ested in discussing the possibility of
establishing a similar partnership with
the WCET program are invited to
explore with the WCET program
leadership the benefits and responsi-
bilities that such a relationship would
entail. Please contact us via email at
cert@comsoc.org, and please use the
Subject line “Partnership Interest.”
We look forward to hearing from you.

Masahiro Hataguchi (left), MCPC Secretary General, and Communications Society
Executive Director Jack Howell after signing the renewal of the partnership agreement
for WCET certification.
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This tutorial covers the most recent progress in Inter-Vehicular Communications (IVC), 
beginning with requirements ranging from traffic information systems to safety applications 
with real-time communication constraints. The main focus will be on recently developed 
beaconing approaches that can easily be built upon the IEEE 802.11p protocol standard.   ing app
Typical IVC approaches are introduced including fully distributed as well as infrastructure-al IVC approache
based, and centralized 3G/4G solutions. Emphasis is laid on the most recent standardization based, and centralized 3

WAVE context. Next, relevant protocols and communication activities in the DSRC/WAties 
principles are examined.nciples a

The se ocus on Secure IVC and Vulnerabilities of IVC sart of the tutorial will foc IVC solutions cond part of the tutorial will
age authentication/protection/nagement messa cation/proteincluding identity management, message a

cle sececurity.consistency, privacy protection and in-vehicle sec

INTER-VEHICULAR          COMMUNICATIONS
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The New Scientific Activities of IEEE ComSoc Iraq Chapter in 2013
By Sattar B. Sakhan, Chair of the IEEE Section and IEEE ComSoc Chapter, Iraq

IEEE ComSoc Iraq Chapter scientifically sponsored the
International scientific Conference : ”2013 International Con-
ference on Advanced Research in Engineering and Technology
(ICARET 2013)”.  The conference aimed at bringing together
the researchers, scientists, engineers, and scholar students in all
areas of Engineering and Technology, and provided an interna-
tional forum for the dissemination of original research results,
new ideas and practical development experiences which con-
centrated on both theory and practices. The conference focused
on the frontier topics in the Electronics Engineering, Computer
Science and Electrical Engineering subjects. ICARET 2013
hold during Feb. 7th to 8th, 2013 in K. L. University, Vijayawa-
da, India. Chairman of IEEE ComSoc Iraq Chapter, Prof. Dr.
Eng. Sattar B. Sadkhan was nominated from the IEEE Organi-
zation as a keynote speaker for the conference. His talk was :
“Multidisciplinary in Information Security”.

With the Diyala University – Science College, the IEEE
ComSoc hold a scientific workshop on ”The Effect of the elec-
tromagnetic wave radiation of the Mobile Basestations on the
Human Health”. This workshop considered as the 5th. Work-
shop hold by the IEEE ComSoc Iraq chapter within the last 2
years in different Iraqi Universities. 4 speakers were participat-
ed on this worksho: The chairman of ComSoc chapter, and the
Secretary of the Chapter (Eng. Hussain Ali) and Eng.
Mohammed Adel (MIEEE) from the Ministry of Science and
Technology, the fourth speakers was from the  Diyala Univer-
sity. The workshop hold at 10 April 2013.

In 29-30 April the IEE Comsoc Iraq chapter sponsored sci-
entifically the National Conference on: “ Developments in
Communication and Information Technologies” of the “Uni-
versal Al-Najef Islamic Colege” in the period (29-30) April.
The Chairman of ComSoc Iraq Chapter has keynote speak
about the : “Status of Scientific Activitiesof IEEE Iraq Com-
Soc Chapter inside and outside Iraq”. The Conference has cer-
emony for the “Final Year Projects of the College students”.

More than 40 Final Year Projects were celibrated within this
cermony in special sesssion within the conference.

Recent studies showed that the companies focus on soft
skills when recruiting employees more than focusing on the
technical knowledge. In this context, IEEE ComSoc Iraq
Chapter planned a strategy to train the engineering students
about the basic essential soft skills in different Iraq universi-
ties, which will increase their opportunity in having better
career after graduation. 

Inspired by the IEEE training course “Stuff You Didn’t
Learn in Engineering School”, IEEE ComSoc Iraq Chapter
team prepared a training course of 4 days (12-15 May 2013)
for the engineering students in Technical College of Kirkuk
(TCoK) to be the start of the plan. Four topics have been
delivered to the audience in the four days of the training
course: Essential Skills, Communication Skills, Management
Skills, and People Skills. The lecturer was IEEE ComSoc
member engineer Hussein Ali Albayati, while logistics prepara-
tions were taken care of by engineers Ahmed Al-Ayady,
Ibrahim Khalid, and Saad Jasim. The crucial support from Iraq
Section Chairman (Dr. Sattar Sadkhan) was the key for the
training course success. The training course was held inside the
campus of the TCoK, where several professors from (Electron-
ic & Control) and (Software Engineering) departments coop-
erated with IEEE team to make the course happen.  The
reaction was very positive from the students as they expressed
in a survey conducted to evaluate the course performance. As
a result of positive reaction, 32 of the participants have joined
the IEEE as student members, which will encourage the IEEE
Iraq section team to go ahead with their plan in other universi-
ties.

IEEE ComSoc Iraq Chapter Chairman Prof. Dr. Eng. Sattar B.
Sadkhan with the K. L.University Students participated in the
ICARET 2013

The researchers participated in the first National Scintific Confer-
ence hold in Universal Al-Najef Islamic College in cooperation
with IEEE ComSoc Iraq.
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After the huge success of two International Multi-topic ICT
conferences (IMTIC’08 and IMTIC’12), the 1st International
Conference on Wireless Sensor Networks for Developing
Countries (WSN4DC’13) was organized by  Mehran University
of Engineering & Technology (MUET) in Jamshoro, Pakistan
with collaboration of IEEE Communications Society - Karachi
Chapter (ComSoc-Khi), Erasmus Mundus Strong-Ties pro-
gram and International Islamic University Malaysia (IIUM),
between 24-26 April 2013 at its Jamshoro campus. The confer-
ence was sponsored by Higher Education Commission, ICT
R&D and Pakistan Science Foundation. 

Prof. Dr. M. A. Uqaili, Conference General Chair and
Pro Vice Chancellor in his welcome address informed that
this conference is the first of its kind which is being orga-
nized by MUET. He said that such an occasion brings
together a wide spectrum of international experts to facili-
tate a creative environment for the promotion of collabo-
ration and knowledge transfer.

Prof. Dr. Manzoor H. Soomro, Chairman Pakistan Sci-
ence Foundation (PSF) and Chairman Economic Coopera-
tion Organization Science Foundation (ECO-SF)
congratulated the conference team for organizing  such a
mega event in the emerging area of Information and Com-
munication Technologies. He said that with the emergence
of electronics and nanotechnology the pervasive and ubiq-
uitous environments are becoming reality where the key
enabler technology is Wireless Sensor Networks (WSNs). 

Prof. Dr. B. S. Chowdhry, Dean Faculty of Electrical,
Electronics and Computer Engineering (FEECE), the
Chief Organizer of the event and Chair ComSoc-Khi stat-
ed that WSN4DC’13 received over 100 submissions – con-
firming a trend of increasing interest in WSN4DC –
coming from 30 different countries. He said that after

going through review process by experts, only 23 papers
were selected for conference which gives about 23% accep-
tance rate. The conference will, therefore, efficiently dis-
seminate original research results in printed and electronic
form globally. He further said that ComSoc-Khi has sup-
ported events such as WSN4DC’13 in the past and will
continue to do so in its region. 

Dr. Faisal Karim Shaikh, Technical Program Commit-
tee Chair along with other experts and conference dele-
gates announced the launching of “Global Society for
WSN4DC”, a society dedicated on developing WSN based
solutions for developing countries.

Prof. Javier Poncela from University of Malaga, Spain
gave a key note presentation on Wireless Underwater Acous-
tic Communication Systems, which he said has become one of
the most promising technologies for the development and

deployment of underwater sensor
networks with applications in oil
prospecting, aquaculture, pollu-
tion control, prediction of natural
disturbances etc.

At the concluding ceremony
of the event the chief guest Dr.
Shafqat Abbasi who is the advi-
sor of the Government of
Sindh on Energy, Science and
Technology addressed the
gathering. He said that it was
heartening for him to know
that this conference is first of a
kind on the emerging technol-
ogy targeting developing coun-
tries. He continued that this
made him proud and that he
felt satisfied that institutions
such as MUET ensured that
Pakistan does not lag behind in
the area of science and tech-
nology.

1st International Conference on Wireless Sensor Networks for 
Developing Countries (WSN4DC’13), Jamshoro, Pakistan 

“Wireless Sensor Networks will Instrument the Whole World”
By B. S. Chowdhry, Chair of the IEEE ComSoc Karachi Chapter, Pakistan

Some of the speakers / presenters at the event.

Organizers and delegates at the inauguration ceremony of
WSN4DC’13
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The IEEE Communications Society Harbin Chapter was
founded on 24th, February, 2012. It has already been a year
since approval. During this year, we have held many activi-
ties to make our community life much more colorful and
acquire something that cannot be learned outside the activi-
ties at the same time. The activities are presented as follows.

We hold a great variety of seminars to promote the aca-
demic exchanges among scholars from both domestic and
overseas as well as provide an interactive platform of aca-
demic exchanges to boost new ideas. Our teachers and stu-
dents participate in these activities actively and many of
them are inspired by the scholars we invited.

The first lecture is given by Prof. Cheng Li from Memo-
rial University of Canada on series of “Opportunistic and
Cooperative Forwarding in Mobile Ad-hoc Network” from
July 1st to 9th, 2012. Dr. Cheng Li explained the oppor-
tunistic data forwarding through node cooperation for the
multi-hop wireless network. He also systematically present-
ed the features and design requirements of underwater
sensor network. In addition, Dr. Li also attended the semi-
nar of Prof. Weixiao Meng’s group (Monday Seminar). Dr.
Li gave directions to students in their research domain
patiently, and discussed with students and other teachers,
which brought us new ideas about our research work.

The second lecture is from Prof. Nei Kato from Tohoku
University, Japan from July 3rd to 9th, 2012. The topic is
concerning his study field in Communication Research
Center. Prof. Nei Kato currently serves as the Chair of
IEEE Satellite and Space Communications Technical
Committee, the Vice Chair of IEEE Ad Hoc & Sensor
Networks Technical Committee, the IEICE Satellite Com-
munications Technical Committee and editor of several
SCI journals. He has made great contribution in the area
of wireless communication. Moreover, Prof. Nei Kato also
talked about the research activities on wireless networks in
Tohoku University, providing valuable information for our
teachers and students.

The third lecture is given by Prof. Vijay Bhargava from
University of British Columbia of Canada concerning
“Research Issues for Energy Efficient Cellular Networks”
from August 18th to 23th, 2012. Professor Vijay Bhargava
has made outstanding contributions in the field of wireless
communications. He owns a high academic status and

international influence, especially in the cognitive radio
and cooperative communications research and applica-
tions. He put a special emphasis on cognitive and coopera-
tive techniques in order to realize energy efficient cellular
systems.

The forth lecture is given by Prof. Ian F. Akyildiz from
Georgia Institute of Technology of USA on “Wireless
Underwater Sensor Network: Research Challenges” from
November 29th to 31th, 2012. Professor Ian F. Akyildiz
has made outstanding contributions in the field of mobility
and resource management for wireless communication net-
works. Professor Ian F. Akyildiz also emphatically
explained the frontier problem in communication field —
Nano communication network theory and technology and
explained the Nano communication network by using the
molecular communication devices example.

In a summary, we have gained a lot from our activities
during the last year and we really appreciate the fulfilling
life in IEEE Communications Society Harbin Chapter.
And at the same time, we will look into the future and be
confident of having many other wonderful moments in our
community! Both teachers and students benefit a lot from
these lectures and seminars and have a deep impression of
their rigorous research style and nice personality.

Activities of IEEE ComSoc Harbin Chapter in 2012
By Weixiao Meng, Chair of the Harbin Chapter, China

Dr. Cheng Li presenting a lecture.

Prof. Nei Kato presenting a lecture.

Teachers and students are taking a photo with Prof. Vijay 
Bhargava.
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submissions from 10 different countries, and 44 TPC mem-
bers selected 12 papers for oral presentation along 4 tech-
nical sessions. The topics of accepted work included
applications, services selection, middleware platforms,
testbeds, among others. In addition, 2 keynotes, 2 panels,
and 2 lab tools sessions were presented. The success of the
LatinCloud 2012, as the first incarnation of this conference,
was only possible because of the key work of all authors
who submitted their papers, as well as the careful work
done by TPC members and reviewers in the review process.

Establishing a new series of conferences is an effort that
depends on critical support and help of interested and
excited people. LatinCloud is a reality because of these
people. As such, we we thank Nim Cheung, from the
IEEE Cloud Computing Initiative and former ComSoc
President for his support in the creation of LatinCloud, as
well as Abbas Jamalipour, ComSoc Vice President Confer-
ences. Organizing a conference like LatinCloud was only
possible because of the support of sponsors and the volun-
teer work of general and local organizing committees.
Because they made the first LatinCloud edition possible,
we would like to thank CAPES, CGI.br, and EMC for
their financial support. We want to thank the invaluable
contribution of the organizing committee members, profes-
sor Thais Batista for taking care of our two keynotes
speeches by Brian Cooper and Patricia Florissi, professor
Antonio Tadeu for organizing our two panels, and profes-
sor Carlos Kamienski who accepted the challenge of creat-
ing two tools lab sessions with concrete, hands-on
demonstrations of industry and academic solutions on
cloud computing communications.

Finally, because we believe the success of the first edi-
tion of LatinCloud paved the way for the next editions to
come, we also need to thank the Federal University of Rio
Grande do Sul (UFRGS), the University of Campinas
(UNICAMP), and the Brazilian Computer Society (SBC)
for their invaluable support. Last, but certainly not least,
we want to thank the great team of students from the
Computer Networks Group of UFRGS who formed the
local organizing committee; without their unconditional
dedication the realization of LatinCloud would have not
been possible. 

For further information about LatinCloud, please visit
the conference portal at http://www.ieee-latincloud.org.

The Cloud Computing and Communications paradigm
has defined unprecedented business models, promoting
on-demand computing, resource allocation, elastic scaling,
and the elimination of up-front costs. Such new paradigm
has already changed the way we compute and communi-
cate. To cope with technology challenges for the support
of diverse services and applications, the IEEE Communi-
cations Society (ComSoc), Latin America Region, with the
support of the IEEE Cloud Computing Initiative, con-
ceived the IEEE Latin America Conference on Cloud
Computing and Communications (LatinCloud). The con-
ference has the goal of establishing a scientific forum for
the discussion on the rather relevant topic of cloud com-
puting and its critically associated aspects of communica-
tions in the Latin American context.

The first edition of LatinCloud was held in Porto Ale-
gre, Brazil, in 26-27 November 2012 at the Sheraton Hotel
Porto Alegre. In such first edition, LatinCloud received 25

LATINCLOUD: The IEEE Latin America Conference on 
Cloud Computing and Communications

By Lisandro Zambenedetti Granville, Cristiano Bonato Both, Edmundo Madeira, Nelson Fonseca, Brasil

Lab tools session at LATINCLOUD 2012.

Technical session at LATINCLOUD 2012.
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Environmental concerns and various benefits of small on site generation have resulted in system 
demands for a much more intelligent grid structure (Smart-grid) and results in various operational 
problems like balancing, stability and reliability problems in the network together with power quality.
 
Topics covered in this tutorial include: Power supply and energy, The nature of the dispersed generation 
(Wind, Photovoltaic, others), Basic operation and protection of the grid (classical, dispersed), Power 
quality issues, Grid reconnection requirements, Synchronization and island detection, Control and 
operation of dispersed generation grid connected and islanded scenario, Communication demands 
now and in the future.

for Communications Engineers
POWER NETWORKS
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he five papers in this year’s feature topic on military
communications are about tactical radios and network-
ing. To obtain the necessary quality when using com-

mercial products in a tactical environment while obtaining
speed during limited connectivity in critical maneuvers is chal-
lenging. In tactical networks, one of the challenges is to pro-
vide all soldiers with a common operational picture (COP)
which provides information about where your friends and
your enemies are, how to request assistance, and how to avoid
a surprise attack. This COP is distributed to everybody.

Focusing on the information rather than on the endpoints
is called “Information-centric networking” and makes it possi-
ble to pick up the COP from your neighbor rather than from
headquarters, which results in transmission savings. In the
article by Skjegstad et al., this concept is explained and exam-
ples are given for MANETs and for delay-tolerant services
suitable for NATO’s Core Enterprise Services.

The COP can also be distributed by the Tactical Ground
Reporting System (TIGR) presented in the article by Evans et al.
TIGR is actively used at hundreds of sites by thousands of
deployed U.S. Army and British Army soldiers in parts of
Afghanistan and throughout the world, as well as the continental
U.S. The TIGR model is web-based, using Web Services Descrip-
tion Language (WSDL) interfaces. It uses standard open tech-
nologies and a cloud-like data provider, and as in the previous
article, has put effort into an efficient traffic flow. It easily sup-
ports new requirements across multiple computing environments
to include mounted, handheld, sensor, and command post. 

Tactical radios have been used for more than one hundred
years. The article by Elmasry focuses on the post-Vietnam War
radios and uses examples from the U.S. Department of
Defense major acquisition programs. The Software Defined
Radios initiative brought about the ability to develop different
“application-waveforms,” entirely in software in the absence of
a defined hardware platform. This turned out to be trickier
than planned since it is expensive to make programmable radio
components while keeping the boot time and power consump-
tion low. For the civilian market a similar, but less ambitious
similar trend, was the development of apps using location-
aware services and flexible directory services etc., for smart
phones as foreseen by Mitola and Maguire already in 1999.

The IP packet header is not tailored to minimize the band-
width required for radio transmission where the bandwidth is
dear. Therefore, in mobile networks the IP network layer
header is compressed before the packet is sent to the link
layer. The best type of IP header compression is dependent
on several factors including encryption, the IP type, the rout-
ing topology and service, etc., and there are naturally types of
compression best suited for the tactical edge. The article by
Cheng et al. provides a nice overview of the different IP head-
er compression options.

Tortonesi et al. present an experimental system called 
NetProxy in their article titled “Enabling the Deployment of
COTS Applications in Tactical Edge Networks.” Their solu-
tion features a transparent proxy that captures data transmit-
ted by applications, manipulates the data to reduce its
footprint, and then re-maps it over transport solutions such as
Mockets and DisService that can cope with the challenges of
tactical edge networks. The proxy-based approach represents
a very effective solution to supporting the deployment of
COTS and legacy applications in such environments. The
approach is consistent with recent findings and recommenda-
tions from NATO research. See, for example, the final report
of NATO RTO/IST-090, “SOA Challenges in Real-Time and
Disadvantaged Grids,” where proxy servers are identified as
an important success factor for bringing COTS Web services
to the tactical edge.

For the next feature topic on military communications, to
be published one year from now, we encourage papers in the
field of military communication to be submitted before 
1 April 2014.
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challenges and prototype descriptions within the air domain. 
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INTRODUCTION

In the NATO Network Enabled Capability
(NNEC) feasibility study [3], the service-oriented
architecture (SOA) principle has been identified
as a way to implement the information infra-
structure using web services as the key enabling
technology for NNEC. Web services are founded
on standards, meaning that employing the tech-
nology eases interoperability between different
NATO nations. 

The NATO Core Enterprise Services Work-
ing Group (CESWG) has defined a set of core
enterprise services (CES) that should be avail-
able to all coalition forces in order to ensure
interoperable information exchange. The com-
mon ground in NNEC is that the underlying
principle used is service orientation, meaning
that a NATO coalition should implement a
SOA. 

On the Internet and in other IP-based net-
works we are used to communicating using end-
to-end connections. In order to receive
information, we enter the name of a server in a
program, such as a web browser, and the content

is automatically retrieved through a route of
intermediate hosts. However, the server we are
talking to is rarely important to us — we only
care about the information the server can pro-
vide. In an information-centric network, data are
categorized by the information they carry, not
where they are located. This means that instead
of entering the name of a server, the user would
enter the type of information he or she is inter-
ested in receiving. In addition to being potential-
ly more user friendly, information-centric
networking may help solve several problems
related to large IP-based networks, as described
by Van Jacobson et al. in [1]. As a result, consid-
erable efforts are being made to bring the
paradigm to the Internet. We argue that going
from an end-to-end oriented approach to an
information-centric approach also has advan-
tages when implementing support for NATO
CES in mobile ad hoc networks (MANETs) and
tactical environments. 

In ad hoc networks in general, end-to-end
connections are demanding. The lack of fixed
infrastructure makes finding a route of interme-
diate hosts difficult. Information about the cur-
rent state of the network must be gathered
before a connection can be established and com-
munication take place. If the network frequently
changes, as in mobile networks, this information
must be constantly updated. These updates take
time and network resources. By categorizing
messages based on the information they carry
instead of where they are produced, nodes no
longer need to establish continuous routes to
communicate. It is sufficient that nodes along
the way have been in contact with each other
and exchanged information. This lowers the
requirements for successful delivery significantly.
As a consequence, content distribution in net-
works with changing topology becomes more
efficient. 

Information-centric protocols encourage local
caching as the information may be useful to oth-
ers in the future. Local caching can be leveraged
to support delay tolerance. In MANETs, this
delay tolerance allows nodes to store and carry
information as they move between network par-
titions, effectively turning mobility to an advan-
tage. In tactical networks, a side effect of local
caching is that it increases robustness by allow-
ing the content to be available even when links
to centralized servers are unavailable. In addi-

ABSTRACT

Information-centric networking is a commu-
nication paradigm where there is no focus on
endpoint addressing; rather, it is an attempt to
achieve efficient information dissemination by
focusing on the content that is distributed. In
this article we describe how information-centric
networking can be leveraged in order to extend
NATO core enterprise services (CES) into the
tactical domain. The paradigm can be imple-
mented using decentralized publish/subscribe
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information-centric middleware, Mist, and per-
form a comparative evaluation with an existing
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igate challenges encountered in mobile ad hoc
networks. As a proof of concept, we implement
a gateway between Mist and WS-Notification,
which is the standard used in the Publish/Sub-
scribe CES. This shows that with little effort it is
possible to create gateways from networks using
Mist to Web services-enabled infrastructure net-
works, ensuring compatibility and interoperabili-
ty with higher levels in the chain of command,
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tion, as information can be shared locally with
neighbors in the network, bandwidth consump-
tion on reach-back links can be reduced. 

Publish/subscribe is a paradigm that is com-
monly used to implement information-centric
services. Instead of contacting a specific server
to receive information, nodes subscribe to the
information in which they are interested. Sub-
scriptions can be formed by subscribing either to
all information belonging to a certain topic or to
a search term describing the content in more
detail. This enables a decoupling of the informa-
tion consumer and provider, which has been
shown to be beneficial in dynamic environments
(e.g., in [2]). Publish/subscribe can be imple-
mented as a service provided by a centralized
server, but in tactical networks a decentralized
protocol is preferred for robustness. 

In this article we describe how CES can be
realized using information-centric protocols in
military MANETs while retaining interoperabili-
ty with standard SOA solutions through the use
of gateways. Furthermore, we present two decen-
tralized publish/subscribe middleware1 solutions
for information-centric networking in ad hoc
networks, our own Mist [11] and the freely avail-
able Haggle [6]. Finally, we perform a compara-
tive evaluation of their suitability for use in
tactical networks. 

EXTENDING CES TO THE
TACTICAL DOMAIN

NATO CESWG has identified a set of 14 ser-
vices: 12 CES plus management and security,
and a service catalog that has been coordinated
with the emerging NATO overarching architec-
ture and the information and integration services
reference architecture [8]. These CES are found-
ed on industry standards, and form the founda-
tion for the coalition information infrastructure.
Figure 1 gives an overview of these services. 

The core services are easily deployed in net-
works with infrastructure. However, the informa-
tion the services provide should also be available
in tactical networks. In tactical networks such as
disadvantaged grids,2 standardized web services
solutions have too much overhead to be used
without modifications [4, 5]. 

Of the 12 CES in Fig. 1, support for no less
than seven (marked with an x) can be extended
to the tactical domain using information-centric
networking: service discovery, information dis-
covery, enterprise directory, metadata registry,
composition, collaboration, and publish/sub-
scribe. A common feature of these services is
that they rely on the ability to disseminate knowl-
edge to a group of nodes. By categorizing the
knowledge in topics, all these services can be
implemented using a decentralized publish/sub-
scribe mechanism. 

Previously, we have used information-centric
networking (i.e., our Mist middleware) to extend
support for such core services as service discov-
ery and collaboration (i.e., instant messaging)
into the tactical domain [11, references therein].
Aspects of the composition service have also
been implemented in Mist, as shown in a proof-
of-concept implementation by [10]. The compo-

sition service provides web services composition,
that is, how multiple separate web services can
be combined into a new service with a new ser-
vice interface. 

Information discovery can be implemented in
a similar manner as service discovery. Instead of
web services interfaces, a more general payload
is disseminated. Here, the ability to spread infor-
mation locally is an advantage, as nodes may get
more current information as they move geo-
graphically closer to the source. 

To ensure compatibility with servers running
standardized protocols in the infrastructure net-
work, we placed gateways by reach-back links in
our experiments with collaboration and service
discovery. Along the same lines we can envision
implementing other services using information-
centric networking, and using custom gateways
to ensure compatibility with the corresponding
services in the infrastructure. Compatibility with
applications developed for infrastructure net-
works was also ensured by running such gate-
ways locally on each node, thus effectively hiding
the underlying information-centric networking
implementation. 

The enterprise directory and metadata reg-
istry should be implemented using established
standards identified by CESWG. As registry
solutions have liveness and availability issues in
tactical networks [9], we suggest the use of infor-
mation-centric networking in the tactical net-
work with a gateway to the respective registries. 

In the remainder of this article we focus on
information-centric networking as the tactical
extension of the publish/subscribe CES. We per-
form a comparative evaluation, and implement a
gateway solving compatibility between WS-
Notification, the publish/subscribe CES standard,
and the information-centric networking frame-
work we consider is most suitable for use in tac-
tical networks. 

MIST
Mist middleware is a software solution designed
and implemented to provide an information-cen-
tric networking framework for resource con-
strained networks such as radio networks. Our
protocol implements an efficient and decentral-
ized publish/subscribe framework that leverages
the underlying broadcast medium and node
mobility to its advantage. 

Mist is two-tiered middleware: it consists of
an application programming interface that pro-

1 Middleware is an
abstraction layer that can
conceal the heterogeneity
of applications, operating
systems, communication
systems, and hardware in
a distributed system by
providing a common
interface to applications.

2 The networks that are
available at the tactical
level (i.e., operations “in
the field”) are called dis-
advantaged because of
their limitations: limited
and intermittent availabil-
ity (line-of-sight connec-
tions), low bandwidth,
hostile disruptions, and so
on [4].

Figure 1. The NNEC CES according to the NATO Core Enterprise Services
Framework (adapted from [8]).
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vides a publish/subscribe interface, and an under-
lying protocol for efficiently exchanging informa-
tion in radio-based networks. Our middleware
implements topic-based notifications, which
means that our mechanism is compatible with
the idea behind publish/subscribe standards such
as WS-Notification and WS-Eventing. This
means that with little effort it is possible to cre-
ate gateways from networks using Mist to web-
services-enabled infrastructure networks. This
ensures compatibility and interoperability with
higher levels in the chain of command and with
other nations. Below we give an overview of the
protocol and the mechanisms that give the mid-
dleware its distinctive features. 

Information in Mist is stored as data ele-
ments. A data element can be seen as a self-con-
tained data object associated with metadata,
much like a file in a file system. The metadata
contains one or more topics, which are used to
categorize and forward the data elements to
other interested nodes. The metadata also con-
tain a lifetime for the data element. The lifetime
determines how long the data element should be
allowed to be forwarded in the network. It is
thus up to the publisher to determine how long
the published information is relevant. The life-
time can be unlimited, in which case it is up to
each node to determine when the information is
no longer relevant and can be deleted. The life-
time mechanism in Mist does not require clock
synchronization between the nodes, as it is mea-
sured in relative time since the information was
first published. 

As the middleware caches data elements until
their lifetime expires, the requirements for stor-
age are higher than in a packet-based protocol.
It is, however, up to each node to determine
when a data element should be deleted from
local storage. Nodes will not receive the same
data element again after it has been deleted.
This allows each node to maintain a cache of
data elements of a size suitable to the resources
it has available. For a complete description of
the middleware, see [11]. 

PROTOCOL OVERVIEW
Communication in Mist is based on each node
periodically broadcasting a single message that
contains information about which data elements
the node is storing, as well as a list of topics in

which the node is interested. When the message
is received by other nodes, they use this informa-
tion to determine if they can provide new con-
tent. Any new data elements are then
transmitted back to the sending node, along with
information from the receiver. This enables the
first node to respond, and the process is repeat-
ed until both nodes have shared all data ele-
ments in which they are interested. 

As messages are sent using broadcast, other
nodes within radio range are able to receive
information without having initiated communica-
tion themselves, so-called opportunistic listening.
As content is associated with one or more topics,
an eavesdropping node is able to determine
whether the information is relevant or not. This
is particularly useful in areas with many nodes,
where the total number of transmissions can be
reduced. 

Figure 2 illustrates the process when five
nodes exchange information. The communica-
tion is initiated by node A, which broadcasts its
interests and information about what it has
received (step 1). The message is heard by nodes
B, C, and D, which are all within radio range.
These nodes respond by broadcasting content in
which A is interested, as well as their own inter-
ests. To avoid colliding transmissions, each node
waits for a short random interval before trans-
mitting (step 2). The reply broadcast from B is
overheard by node E, which proceeds to broad-
cast new content relevant to the interests of B
(step 3). This process continues until all nodes
determine that their neighbors have received the
content in which they are interested. 

Set Reconciliation — In order to enable Mist
nodes to decide whether they have received a
data element or not, each node maintains a local
list of the elements in their data set. If two nodes
have the same interests, they must determine the
differences between each other’s sets before they
can share information efficiently. This process is
called set reconciliation. A naive approach to set
reconciliation is just to exchange the lists of data
elements. That is not desirable in resource con-
strained networks because of the severe over-
head penalties associated with exchanging large
lists. To perform the set reconciliation more effi-
ciently we use a mechanism we call minimal
Bloom filters. A minimal Bloom filter can be
seen as a Bloom filter [12] optimized for set rec-
onciliation in radio networks. 

A Bloom filter is an array of bits, which ini-
tially are set to 0. To insert a data element, one
or more numerical values representing the con-
tent is first calculated using hash functions.3 The
values are then reduced to positions in the
Bloom filter array by dividing the hash value by
the length of the Bloom filter. The remainder
specifies the position in the Bloom filter, and the
bit in this position is set to 1. 

Figure 3a shows how three data elements, X,
Y, and Z, are inserted into a Bloom filter using
three hash functions on each element. The posi-
tions referred to by the hash functions are set to
1. To verify that an element has been inserted,
the three hash functions are used to see if all the
positions are set to 1. If one of them contains a
0, the element cannot have been inserted. 

3 A hash function is a
cryptographic function
that can map any data
element (e.g., a string) to
a fixed number of bits;,
this result is called the
hash value. A given data
element will always yield
the same hash value, and
the function is not
reversible.

Figure 2. Five nodes exchanging information.

E

B

A

C

D

1.
2.

1.
2.

1.
2. 2.

3.

SKJEGSTAD_LAYOUT_Layout 1  9/27/13  10:30 AM  Page 36



IEEE Communications Magazine • October 2013 37

There is a chance that two data elements set
the same bit to 1. This means that even if it has
all its bits set to 1, we cannot be absolutely cer-
tain that a data element has been inserted. It
can be only determined with a certain probabili-
ty. This probability can be determined analytical-
ly and is called the false positive probability of
the Bloom filter. One can optimize the parame-
ters of the Bloom filter to achieve a desired false
positive probability, but it never becomes 0. 

Minimal Bloom filters are Bloom filters opti-
mized for a single hash function. This leads to a
high false positive probability, but when multiple
minimal Bloom filters are combined, the false
positive probability is reduced. In fact, for each
new minimal Bloom filter we include, the false
positive probability is cut in half. 

When a minimal Bloom filter is broadcast by
Mist and received by neighboring nodes, they go
through their data elements and check if the cor-
responding bit is set in the Bloom filter. If it is
not, the neighbor node can be absolutely certain
that the data element is missing from the other
node and sends it. By continously exchanging
minimal Bloom filters and reducing the false
positive probability, Mist nodes are eventually
able to recover all missing data elements. To
reduce the number of transmissions, Mist often
sends multiple minimal Bloom filters in the same
broadcast. 

In order to reduce the computational over-
head, we change the length of the array of bits
each time a new minimal Bloom filter is generat-
ed. This means that when the results of the hash
functions are divided by the length of the array
of bits, the colliding remainders are different.
Thus, a single hash result per data element can
be reused in multiple minimal Bloom filters,
keeping the computational overhead to a mini-
mum. 

Figure 3b shows three minimal Bloom filters
generated for data elements X, Y, and Z. In
each minimal Bloom filter, the colliding bits are
different as the length is increased by one bit. 

We have chosen this set reconciliation
method as it enables Mist nodes to efficiently
and continously reconcile sets with multiple
nodes at the same time. For further details about
minimal Bloom filters, see [7]. 

HAGGLE
Haggle is a publish/subscribe middleware for
mobile devices leveraging opportunistic commu-
nication. Like Mist, it can be used to implement
information-centric networking. When two Hag-
gle nodes meet, a ranking function is used to dis-
tribute content that has the best match first. The

nodes offer new data objects to each other,
which they may accept or reject. If a node
accepts, the data object is transferred. Other-
wise, another object is offered or the connection
is closed. 

Haggle has similar features to Mist, but is
designed to locate and retrieve the most inter-
esting content when mobile users meet. The con-
tent distribution mechanism is designed to
leverage user mobility and limit resource con-
sumption at the cost of speed. To increase the
dissemination speed one can optionally enable
additional content distribution at regular inter-
vals. When this feature is enabled, Haggle nodes
continue to distribute content periodically, not
only when they meet new neighbors. 

Haggle distributes Bloom filters with the con-
tent each node has received. This is a regular
Bloom filter with a fixed false positive probabili-
ty, not a minimal Bloom filter as used in Mist.
The Bloom filter is used to avoid distributing the
same content to the same node twice. Optional-
ly, a timestamp can be added to the Bloom filter
to enable it to be redistributed when new con-
tent has arrived. 

In a wireless network Haggle broadcasts
packets periodically to discover new neighbors.
To deliver data, Haggle opens an end-to-end
connection directly to the other node. As con-
nections are only made to nodes within radio
range, Haggle does not require an end-to-end
routing protocol. Haggle also supports other net-
work media, such as Bluetooth. 

It should be noted that we only focus on the
content synchronization mechanism in Haggle as
used in small tactical networks in this article. We
do not evaluate other features, such as proba-
bilistic routing in larger topologies, security, and
energy efficiency. Haggle has successfully been
used in several earlier works, and the compari-
son performed here is only indicative of its per-
formance in a tactical environment. 

PERFORMANCE IN
TACTICAL ENVIRONMENTS

We have evaluated the performance of Mist and
Haggle in three experiments. 

The first experiment is a static topology where
16 nodes are placed in a mesh or grid pattern
with four nodes in each row. By varying the dis-
tance between the nodes, we can evaluate how
well each protocol is able to distribute informa-
tion in a static network environment and how
network density affects bandwidth use. 

The second experiment is a dynamic topology
with 16 nodes following a random movement

Figure 3. a) Bloom; b) minimal Bloom.
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pattern within an area of 375 × 375 m. Each
node chooses a direction at random, and travels
for 100 m or until it reaches an area boundary
before it chooses a new direction. This is often
called random walk, a common movement pat-
tern used to evaluate protocols in MANETs. By
varying the movement speed, we can evaluate
how the protocols adapt to mobility. In a tactical
network, random walk can be seen as a worst
case movement pattern. 

In the final experiment we evaluate how well
the protocols work when the network is parti-
tioned in two groups of six nodes. Between the
groups we use a fast moving mobile node to pick
up and carry messages. The mobile node could,
for instance, be an unmanned air system (UAS)
or a vehicle. The groups are never in direct con-
tact with each other, and the mobile node is not
in contact with both groups at the same time.
This experiment demonstrates how mobility can
be used to help distribute information in parti-
tioned networks. Internally, the groups move
randomly at 1 m/s, or approximately walking
speed within an area of 150 × 150 m. 

The evaluation is performed using the ns-3
(v. 12.1) network simulator and Linux contain-
ers. Linux containers can be seen as lightweight
virtual machines that provide process and net-
work separation to each process, enabling us to
run full software implementations of Mist and
Haggle on each node. We use the ns-3 real-time
network emulation mode to emulate the net-
work topology. For further details about using
ns-3 in this manner, see [13]. We use a 25 ms
hard limit on clock drift in the simulator after
the nodes have been initialized. To further
make sure that the clock drift is kept low, we
sample the time every second while the experi-
ments are running. The sampled clock drift
never exceeds 5 ms during the experiments pre-
sented here.

We use Haggle v. 0.4 in the evaluation. We
have enabled Bloom filter timestamps and peri-
odic content distribution as described earlier. To
minimize overhead, we choose the lowest securi-
ty setting. The distributed messages are sent as
files or data objects in Haggle terminology. Each

data object is assigned an attribute based on
where the data object originated (e.g., “ori-
gin=1”). All nodes are then set to be interested
in all origins. Mist uses a dedicated topic to
receive messages. 

In all three experiments messages from 1000
to 50000 bytes are produced randomly by each
node at a rate of 0.05 messages/s. The mesh
experiment is repeated with only 1-kbyte, 10-
kbyte, 25-kbyte, and 50-kbyte messages, respec-
tively, to measure network overhead. We allow
10 s for startup and initialization of the Linux
containers before the experiments start. After
running the experiment for 600 s the nodes stop
producing messages, and the network is given
another 600 s to stabilize. The experiments are
repeated 20 times, and the average with stan-
dard deviation is presented.

The experiments reflect networking condi-
tions in military scenarios. We evaluate general-
ized topologies representing challenges when
implementing a SOA in military MANETs. For
more details about scenarios and using SOA in
tactical networks, see [4]. The experiments pre-
sented here are based on extended results from
simulations previously published in [11, refer-
ences therein]. 

DELIVERY SUCCESS RATE
The results in Fig. 4a show how many of the
produced messages were delivered to each node
during the experiment. As we can see, in the
static mesh topology Mist is always able to deliv-
er all messages, while Haggle also has a delivery
rate close to 100 percent. When the movement
speed increases to 1 m/s, or 3.6 km/h, we can see
that both protocols struggle to deliver all the
messages. This is because the increase in mobili-
ty leads to partitions in the topology. The mobil-
ity makes it difficult to maintain connections to
other nodes over time, thus decreasing the deliv-
ery rate of Haggle even further. As the mobility
speed increases, we can see that Haggle’s deliv-
ery rate steadily decreases. Mist is able to take
advantage of the mobility and is able to deliver
close to 100 percent of the messages at 4–6 m/s,
or 14.4–21.6 km/h. 

Figure 4. Average delivery success rate and delay in mesh and random walk topologies: a) delivery success rate; b) delivery delay.
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DELIVERY DELAYS

Figure 4b shows the average delivery delays for
the messages that were delivered. Mist has a few
seconds delivery time delay on average in the
mesh topology. Haggle has a slower delivery
mechanism, resulting in delivery time delays of
271 s on average. As mobility increases, Haggle’s
delivery times increase and then goes slightly
down at 4–6 m/s. In Mist, the delivery delay
increases at first, but starts to decrease at higher
speeds. This is again caused by nodes carrying
messages between network partitions. As the
Mist nodes are able to begin exchanging content
after receiving only a single packet, the protocol
is able to achieve lower delivery delays than
Haggle at higher speeds. 

BANDWIDTH OVERHEAD
The overhead in Fig. 5a is measured as the
amount of additional bandwidth needed by the
protocol and the network layer to transfer a data
element, where 1 is no additional bandwidth. We
have measured the overhead in the mesh topolo-
gy by selecting different neighbor distances with
different message sizes. When the nodes are 100
m apart, a transmission will only reach immedi-
ate neighbors. As the neighbor distance decreas-
es, the transmission reaches more neighbors. At
25 m each transmission can be heard by most of
the nodes in the network. Haggle does not use
opportunistic listening, and only the results for
100 m are shown. 

In the sparse topology at 100 m distance to
neighboring nodes, Haggle is the most effective
protocol for the largest messages with only 9.6
percent overhead. With 10-kbyte messages, the
overhead increases to 23 percent and with 1-
kbyte messages, the overhead is 297 percent.
This is because the overhead caused by Haggle’s
distribution mechanism is mostly independent of
the size of the data element. As the size of the
data element increases, the relative overhead
decreases. A similar result can be seen for Mist,
where 1-kbyte messages have high overhead and
the overhead decreases at 10 kbytes. In Mist,
however, the overhead starts to increase again

for the 25-kbyte and 50-kbyte messages. This is
caused by the fragmentation mechanism in Mist,
which splits data elements into fragments of the
same size as the maximum transmission unit
(MTU) on the network layer. MTU-sized frag-
ments are distributed as separate data elements
until they are assembled in the receiver nodes, at
which point they are replaced by a single entry
in the Bloom filter. The result is that if messages
are published faster than Mist is able to dis-
tribute all fragments, the size of the regularly
published Bloom filter temporarily increases,
resulting in higher overhead. 

As the distance between the nodes is reduced,
the overhead in Mist is lowered due to oppor-
tunistic listening. At 25 m, the amount of trans-
mitted data in the network is lower than the data
received by the applications in total. 

Figure 5b shows the overhead measured in
number of IP packets. As Mist is designed to fill
each packet up to the MTU, the protocol has a
lower overhead in terms of IP packets. Mist
relies on broadcast instead of unicast, which
means that depending on the underlying layer 2
protocol, Mist may require fewer retransmissions
on the MAC layer. 

UAS 
In this experiment, we evaluate how informa-
tion-centric protocols enable messages to be
physically carried between completely separate
groups of nodes. The node carrying the mes-
sages could, for instance, be a fast-moving UAS,
which circles a larger area and gathers informa-
tion. As the UAS does not need to be in contact
with both groups at the same time, the coverage
area of the UAS is increased. Thus, it is func-
tionally different from a so-called airborne relay
as described by Winkler et al. [14], which
requires a simultaneous connection between the
end nodes and the UAS. The need for long-
range radio links is also reduced, which can be
beneficial in some scenarios. In fact, using infor-
mation-centric networking, information could be
automatically distributed from the air in areas
where ground nodes are unable to respond due
to radio silence. Finally, this topology could arise
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Figure 5. Bandwidth overhead in mesh topology: a) normalized overhead; b) IP packets.
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if a UAS or ground vehicle was used to gather
information from sensors placed in the environ-
ment. 

We have evaluated the protocols using a
node moving between the groups at speeds 10,
25, and 50 m/s. This corresponds to 36, 90, and
180 km/h, respectively. At 50 m/s the contact
time with each group is approximately 10 s. All
nodes run the same client, but we have
configured the UAS node to discover ground
nodes every 5 s. This is more frequent than the
default 15 s used by Mist. Haggle discovers new
nodes every 5 s by default. 

Figure 6b shows the average delivery success
rate for the experiments. As we can see, Haggle
has a gradual decrease in the delivery rate as the
speed increases, while Mist is able to deliver 100
percent of the messages at 25 m/s and 50 m/s, and
97 percent on average at 10 m/s. This is because
in Mist, the UAS node is able to start receiving
content from the nodes in the group after sending
a single message. When the message is received
by the nodes in the group, they reply with the
content the UAS node is missing. The content is
sent in randomized order. As a result, the UAS is
able to combine the replies and complete its set
of missing data elements faster.

SUMMARY
Our evaluation shows that Mist is especially use-
ful in dense networks and those with high mobil-
ity. Mist has a very high delivery success rate in
mobile environments, and the protocol is able to
reduce bandwidth use when multiple nodes are
within the same radio area by using opportunis-
tic listening. In sparse static networks, however,
the bandwidth overhead is higher for Mist than
Haggle. This is mainly because the TCP connec-
tions used by Haggle are more effective in these
scenarios. Although Mist has a higher bandwidth
overhead, it is still able to achieve a very low
delivery delay and reliable message delivery. 

Based on Mist’s favorable evaluation results,
we have developed a Mist/WS-Notification gate-
way. The gateway ensures that Mist can be com-
bined with the publish/subscribe CES and that

we retain compatibility with other NATO
nations. 

CONCLUSION
In this article we have described how NATO
CES may be implemented using information-
centric networking. We have also shown how
two existing information-centric frameworks for
mobile environments, Haggle and Mist, behave
in emulated tactical environments. The findings
from our experiments are that Mist is able to
distribute content at very high speeds and reduce
bandwidth requirements in dense networks using
opportunistic listening. The inherent delay-toler-
ant properties and robustness of information-
centric protocols provide an interesting basis for
future research in tactical networks. Important
areas such as interoperability with SOA and
security should be further examined. 
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INTRODUCTION

The Tactical Ground Reporting System (TIGR)
[1] was designed by the Defense Advanced
Research Projects Agency (DARPA) for use by
patrol soldiers at the company echelon and
below. These soldiers have adopted the system
as their primary tool for capturing and sharing
combat patrol information, and there are now
more than 95,000 users of the system. At the
time of writing, TIGR is actively used at hun-
dreds of sites by thousands of deployed U.S.
Army and British Army soldiers in Afghanistan
and throughout the world, as well as all conti-

nental U.S. (CONUS) Army units undergoing
pre-deployment training.

TIGR addresses a series of challenging
requirements: the need to efficiently search large
amounts of tactical data and the need to support
rich multimedia attachments, using bandwidth-
efficient thumbnails and compressed versions of
the multimedia. TIGR was developed as a sys-
tem tailored to the distribution and searching of
rich media, and fills a gap between operations
and intelligence by providing theater-wide distri-
bution of patrol reports, significant actions, and
other tactical information. 

This article examines key design aspects of the
system that are responsible for its widespread
adoption: a web browser client that is intuitive,
lightweight, and scalable, and a cloud-based archi-
tecture that makes extensive use of caching and
compression to minimize network utilization and
optimize the user experience over tactical net-
works with frequent outages. The article also pro-
vides a description of the user base and use cases
of TIGR that drive the utilization of the system.

TIGR USERS
TIGR was designed originally for patrol leaders
and other operational users at the company ech-
elon and below, and focused on post-patrol
debriefs and pre-patrol mission planning. Rather
than solely relying on higher echelon intelligence
staff for relevant information, a platoon leader
or company commander could search TIGR for
all information on the area of interest, and also
directly enter reports and pictures into TIGR
after a mission. TIGR breaks from the tradition-
al hierarchical, bottom-up filtered information
flow of reporting, and instead builds on the suc-
cesses of direct peer-to-peer collaboration that
originated in efforts such as CompanyCommand
[2] and CAVNET [3].

Since its initial fielding, TIGR has not only
strengthened information sharing among patrol
leaders but has allowed the common operational
picture to be shared among disparate groups on
the ground. For example, TIGR allows “land-
owning” units to collaborate with other units
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that work in or travel through their area of
responsibility (AOR) such as the Military Police
(MP), Combat Service Support (CSS) and logis-
tics units, and Human Terrain Team (HTT)
members. All these groups can share and utilize
the information they are collecting and tracking.
Also, notably, TIGR facilitates information push
downward to the “tip of the spear” so that patrol
leaders now have access to detailed improvised
explosive device (IED) threat analysis and ultra-
high-resolution map imagery previously only
available at the higher echelons. Patrol leaders
can view geographically specific warnings posted
by the intelligence teams of impending attacks as
well as possible IED plantings along their patrol
route. Traditionally, information was vetted and
filtered as it went up the chain of command;
TIGR promotes peer-to-peer information shar-
ing at every echelon. TIGR was originally
focused on planning and debriefing activities,
but has been extended to provide real-time situ-
ational awareness information such as displaying
position location information. Beginning in 2012,
TIGR systems began being deployed as part of
the Joint Capabilities Release (JCR) software
update [4] in some vehicles, and in 2013 TIGR
systems are deployed in Warfighter Information
Network — Tactical (WIN-T) [5] commanders’
vehicles allowing for use on the move, and dur-
ing the execution phase of missions.

TIGR INFORMATION MODEL
One requirement of designing an intuitive user
interface is the need for an information model
that is both simple and general. Traditionally,

military reporting consists of filling out forms
with many obligatory fields that reflect the infor-
mation needs of higher echelons. The structured
fields often become irrelevant or obsolete as the
fight evolves. The TIGR data model comprises
just five types of data objects — Events, Places,
Reports, Tasks, and Collections — and their
content is unobtrusively structured. The number
of mandatory fields is kept to the minimum. 

Events are represented as icons on the map
and can describe non-kinetic activities (e.g.,
meeting a local leader) as well as enemy activity
(e.g., small arms attack). TIGR Events are creat-
ed by selecting the Event Category from a drop-
down menu and dragging the icons onto the
map. An Event’s key fields are the time of occur-
rence and location. Additional structured data
can include its title, creator name, creator unit,
drawings on the map, narrative summary, and
any relevant media. Media commonly consist of
photos, but may also include video, audio,
Microsoft® Office documents and other files.

Places are similar to Events but only have a
location, not a time of occurrence. Places are
things such as a power plant, a mosque, or other
infrastructure.

Reports are summaries that pull together
Events and Places with additional narrative con-
text that may describe an overall mission and
include the route or track taken if appropriate.
Reports are created when a soldier returns from
a patrol and describes the details of his/her mis-
sion, including the Places visited and the Events
that occurred while on patrol.

Tasks are used for mission planning and exe-
cution purposes. Using Tasks, a user can place a

Figure 1. Example task window, and the corresponding icons and operational graphics on the map.
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Task on the map, assign a unit to perform the
desired task, assign a date/time, attach relevant
media such as orders, and create and associate
sub-tasks (i.e., for platoon- or squadron-level sub
tasks).

Collections are a user-defined group of
Events, Places, Tasks, and Reports. It is similar
to a folder; examples include all detainees for
the month of April, high value target reporting
for a particular area of operations, or a group of
all reconstruction projects in a particular AOR.

TIGR CLIENT
The TIGR client is browser-based, and has a
simple interface that supports the full range of
operations for a lower echelon unit. TIGR was
designed using the look and feel of popular
social media websites, making its usage very
intuitive for younger generations of soldiers.
There are specially optimized interfaces avail-
able for smaller screened laptops, as well as
touch screen panels found in vehicle installa-
tions. The client has a presentation based on
maps, and makes use of menus and tabs. There
are five main tabs: Search, Create, Forums, T-
Mail, and Profile. The Search for content is
done with the map interface. The Create tab
allows content such as Events and drawings to
be added to the map. The Forums tab provides
access to a forum where users in the TIGR com-
munity exchange information of tactical rele-
vance as well as postings related to desired
feature enhancements in TIGR or technical
problems encountered. The T-Mail tab accesses
the TIGR internal messaging capability. The
Profile tab accesses the user profile including the
contact information for a user, which is especial-
ly valuable for users to collaborate outside of
TIGR. TIGR makes it easy to find and contact

the soldier on the ground with direct knowledge
of the people, places, and events of interest. This
direct tie between the data in TIGR and real
people provides a level of trust and believability
that is unique in tactical systems.

Information is presented in a spatial context,
using icons or drawings as appropriate. The data
in TIGR is searchable by keyword, date time
group range, category, and unit. Most important,
data is searchable using the map — a soldier can
draw a box, polygon or route on the map and
constrain the search to the designated area.
Searches can be modified, for example, by resiz-
ing the geospatial search or changing the hostile
event categories of interest. When search criteria
are updated, the results automatically appear
both geospatially on the map as well as in a list
view. 

The map icons are active elements: a mouse
rollover of an icon will show thumbnails of
attached pictures, and a mouse click will bring up
a window with detailed information about the
icon. For example, a click on an Event icon will
reveal the detailed narrative of the event that
occurred, and all of the attached media and photo
thumbnails. A mouse click on one of the thumb-
nails will bring up a larger view of the photo. 

The amount of content in each Report, Event,
and Place varies greatly in terms of textual detail
and the number of media added. A user in
Afghanistan, for example, combined the use of
TIGR with a GPS-enabled camera to capture a
significant number of photos during a fight. The
resulting report, with over 100 Mbytes of photos,
would have been impossibly hard to share using
traditional means, but TIGR makes widespread
dissemination possible and information discovery
easy as each photo is represented on the TIGR
map with an icon, rather than being just a file
attachment in a large assortment of files. 

Figure 2. High-resolution aerial imagery with ground-level view perspective.
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High-quality terrain imagery is of key impor-
tance to tactical users who rely on maps for mis-
sion planning and analysis. TIGR currently
provides the best tactical map imagery to users
by tapping into a variety of different sources.
Commercial geospatial imagery from a variety of
sources as well as the National Geospatial-Intel-
ligence Agency (NGA) provides 0.6 to 1 m per
pixel resolution imagery covering hot spots such
as Afghanistan and the Horn of Africa. TIGR
utilizes a forward deployed team to process and
distribute the very latest aerial imagery collected
in theater (e.g., Buckeye [6] and PeARL™ [7])
to provide even higher-resolution views. TIGR
utilizes elevation data from satellite and Light
Detection and Ranging (LIDAR) to provide ter-
rain information to enhance mission planning
using the built-in line of sight and intervisibility
tools. All of this imagery is provided by an
OpenGIS standards compliant Web Map Service
(WMS) [8] server, which allows other systems to
leverage the local imagery repositories. Imagery
is stored locally on servers throughout the cloud
to reduce WAN bandwidth requirements. Due
to constraints imposed by available storage
space, a typical server is configured with a base
set of NGA imagery for the whole country,
enhanced with a higher-resolution imagery set
that covers the particular region the server is
supporting.

TIGR defaults to automatically selecting the
best imagery as a user pans or zooms the map
using an algorithm that takes into account the
resolution and collection date of the imagery.
The user can also choose among all available
imagery choices for a particular area so that they
can see a topological map, an older map show-
ing a region prior to a reconstruction project,
and so on. In addition to elevation, satellite,
aerial, and topological map imagery, TIGR
offers a 360° ground-level view of approximately
9000 street miles in Iraq and 1000 street miles in
Afghanistan. This data was originally collected
as part of the Rapid Equipping Force [9] spon-
sored TOURIST project, but PM JBC-P has
begun integrating ground-level perspective
imagery from other sources, and this is expected
to increase significantly as the typical vehicle
sensor packages expand. 

TIGR SERVERS
TIGR is a distributed cloud-based system
designed to operate on disadvantaged networks.
TIGR uses persistent TCP connections over
existing network assets — tactical network
assets under unit control and the strategic net-
work — as available. The TIGR cloud consists
of servers located at large forward operating
bases (FOBs), as well as remote outposts such
as joint security stations (JSSs) and coalition
outposts (COPs).

Server hardware varies from multi-CPU rack-
mounted servers with uninterruptible power sup-
plies to laptop computers. The laptop servers are
deployed in large numbers at smaller outposts.
A snapshot of the Iraq server topology when at
its most distributed level is depicted in Fig. 3.

The server distribution is critical to provid-
ing reliable functionality on tactical networks.

Tactical networks are unreliable for many rea-
sons; for example, power disruptions or diffi-
cult terrain can cause outages. Hence, link
outages and disruptions are the norm rather
than the exception. Multiple primary replica-
tion connections are utilized at key servers, as
well as secondary connections configured to be
utilized as alternate server options, particularly
for mobile servers. By placing servers close to
the users at the edge, we can ensure that sol-
diers can continue to exercise TIGR function-
ality locally even when all of these network and
server redundancy mechanisms are insuffi-
cient.. Once the WAN connectivity is restored,
TIGR’s synchronization mechanism will auto-
matically exchange the data generated during
an outage. 

The TIGR architecture [10] consists of
clients, mobile servers, edge servers, and core
servers. Functionally, the difference between
core servers and the smaller edge and mobile
servers is simply the amount and type of infor-
mation that is synchronized with its peers. When
deployed to the battlefield, servers are config-
ured based on their role and where they are
located in terms of geography, network connec-
tivity, and military organization.

All servers in a TIGR network store the
metadata for all TIGR content in a local search
index. This helps ensure that when a soldier per-
forms a search within TIGR, they will not be
missing critical high-level information, even
when WAN connectivity is unavailable. When a
search is performed, the metadata in the local
database is used to retrieve the items best match-
ing that query.

The retrieved items can then be opened in
the user interface to study text and multimedia
content. When viewing a report, a media item
would typically be viewed at reduced resolution.
If there is a need for a higher-resolution item, it
might already be in the local repository, or it
might be elsewhere in the network. If it is
remote, it can be retrieved through a targeted
on-demand replication capability. Any media not
in the local repository will be unavailable if
WAN connectivity is down, and the soldier is
notified to try again when connectivity is
restored.

An example TIGR logical network is shown
in Fig. 4, illustrating the data flows and policies
between clients and servers of different types:
• Core servers: These are typically located

in stable locations — large bases with reli-
able facilities including good network con-
nectivity.  These servers provide
comprehensive repositories of content in
addition to serving as key participants in
the distribution topology. They are home
to search information (metadata), thumb-
nails, pictures, and media files (Power-
Point®, videos,  etc.) for all  content
created in a theater of operation. They
also have a copy of all map imagery for
the entire theater. 

• Edge servers: These are typically located in
smaller forward operating bases and com-
bat outposts, which are relatively fixed but
not as richly equipped in terms of network
connectivity and other amenities. These

TIGR is a distributed

cloud-based system

designed to operate

on disadvantaged

networks. TIGR uses

persistent TCP 

connections over

existing network

assets — tactical 

network assets under

unit control and the

strategic network —

as available.
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servers provide local content and also serve
as a conduit through which content is
obtained from the other servers in the net-
work. Edge servers have detailed map
imagery for the area of operations of the
unit in which they reside, plus any other
imagery deemed useful. They contain search
information, thumbnails, and compressed
versions of pictures for all content created in
a theater of operations, plus full media for
the AOR served by the edge server. If a user
accesses media that is not local to the edge,
a directed media request is sent to the edge
server’s peers to retrieve the data, and it is
then cached locally for future reuse.

• Mobile servers: The touchscreen optimized
TIGR servers may operate disconnected on
low-bandwidth vehicles such as JCR sys-
tems, or connected as mobile edge servers

in vehicles with higher bandwidths such as
commanders’ vehicles in units with WIN-T
Increment 2 [5]. 

• Clients: Clients can be either web browsers
on the same computer on which the TIGR
server is installed or a web browser on other
computers on the same LAN as one of the
servers.
The typical TIGR data policy is to have all

data created on the TIGR network sent from the
edges to the core servers to preserve data integri-
ty and reliability (backups of all TIGR data can
be performed at any single geographically dis-
persed core server location). The core servers
will propagate back down to the edge servers
only the metadata, thumbnails, and compressed
versions of media to reduce bandwidth used
while allowing for a complete local search repos-
itory.

Figure 3. TIGR cloud topology in Iraq at its largest.
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TIGR INTEROPERABILITY

Interoperability and data exchange is an impor-
tant element for any tactical system. There are
other databases that hold data of interest to
TIGR users, and users of other systems that are
interested in analyzing TIGR data. TIGR is
capable of doing data exchange manually by
exporting and importing data in formats used by
Microsoft Office, FalconView™, Google Earth™,
and ESRI ArcGIS®. TIGR has used manual
imports to bring legacy repositories such as large
spreadsheets of places into TIGR. TIGR users
have manually exported TIGR data for visualiza-
tion in tools such as Analyst’s Notebook®, Axis-
Pro®, and Google Earth.

TIGR provides a SOAP-based web service to
allow external systems to access and manipulate
TIGR data in an automated fashion. This capa-
bility is used to pull TIGR data into other
databases including Combined Information Data
Network Exchange (CIDNE®), Command Post
of the Future (CPOF), Palantir, and Distributed
Common Ground Station — Army (DCGS-A).
TIGR automatically imports significant activities
(SIGACTs) and a number of other reports from
CIDNE, CPOF, and MarineLink, among others.

SERVER MANAGEMENT
Because deployed TIGR systems are composed
of servers utilizing disadvantaged tactical com-
munications networks, a unique management
system is required to overcome connectivity,
delay, and bandwidth issues. The TIGR monitor
provides four capabilities: overall TIGR network
situational awareness, detailed interserver traffic
monitoring, information on server configuration
and software status, and remote patching. The
management system utilizes monitoring process-
es that run on each TIGR server. These moni-
toring processes collect information from the
various TIGR processes as well as the host oper-
ating system, and then summarize this informa-
tion for periodic updates to a centralized
management server. The central management
server provides web-based graphical visualization
of the cloud status, including server status and
connectivity, synchronization policy settings, and
server software revision level (the topology dia-
gram in Fig. 3 is taken directly from this graphi-
cal interface). The central monitor allows for
remote network monitoring, the collection of
soldier usage statistics, and configuration
updates. The central management server also
has the ability to reach out to remote servers to
selectively update portions of the TIGR software
in a bandwidth-efficient yet persistent manner.

NETWORK UTILIZATION
The tactical networks deployed in theaters like
Iraq and Afghanistan are often taxed, and the
network utilization of an application is a critical
parameter in successfully coexisting with the
other applications on the tactical WAN. 

A representative flow for a newly authored
report starts with a user creating the report and
attaching media. Thumbnails and compressed
versions of the media are created and stored in

the local repository. The metadata is indexed
into the local search index. Next, a priority queu-
ing system first sends the metadata toward the
core of the network. Thumbnails are the next
queue transmitted, then the compressed versions,
and finally, the full size media is sent to the core.
On average, in Afghanistan we see edge servers
transmit approximately 2 Mbytes/day [10] up
toward their closest core server.

As the data flows to the core servers, the sub-
scriptions for what should be sent out to the
other edge servers come into play. In this case
content coming into the core from a particular
edge server will then be selectively sent out to all
of the other edge servers. The metadata will be
sent first, and then thumbnails of attached
media. Typically, a subscription is utilized that
also sends compressed media out to all edges,
but this is optional based on network bandwidth
availability. Usually, in Afghanistan a core server
will transmit 15 Mbytes/day of data down to
each edge server [10].

The general characteristics of TIGR data
flows is such that the core to edge traffic is the
aggregation of content at all servers in the net-
work, whereas the edge to core traffic is only the
content created at that particular edge server
and subject to more variability due to the chang-
ing nature (in particular, media attachments) of
any given day’s reporting requirements. The core
to edge traffic is less variable than the edge to
core traffic because it is an aggregation of
sources.

Traffic collected from Afghanistan provides
an opportunity to explore these traffic character-
istics in more depth. Figure 5 plots the daily
bytes sent from an edge to the core for 100
servers for seven days each. The resulting his-
togram has a Poisson distribution that is charac-
teristic of networking systems describing the

Figure 4. Sample TIGR logical network.
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traffic being offered into the system. The sam-
ples in the tail of the distribution are typically
either a large media attachment that dominates
a particular sample or the result of a long outage
at the tactical edge if WAN connectivity is lost
for multiple days; when the edge server comes
online, it has a larger than normal daily trans-
mission as it must send multiple days worth of
reporting to the core.

Figure 6 shows the distribution of daily bytes
sent from the core servers back out to the edge.
This is the histogram of received bytes for 100
servers, one sample for each of seven days.
Here the traffic distribution is Gaussian, as
might be expected by the central limit theorem,
because this traffic is the aggregate of a large
number of independent data sources. This data
shows the effect of multiple-day outages on data
sent from the core to the edge. The average
number of bytes sent was approximately 15
Mbytes/day, but also discernible in the tail of
the distribution are harmonics at the two-day
outage and three-day outage values of 30 and 45
Mbytes/day. 

This data illustrates that TIGR traffic is well
behaved and does not stress the WAN links

interconnecting outposts and larger bases, and
that the system has flexibility in what is sent
and at what rates [11, 12]. This provides the
ability to control data flows and network uti-
lization to support a wide variety of network
deployments.

TIGR DATA
TIGR has become a very rich historical data
repository filled with multimedia information.
There is over 170 Gbytes of data in the Iraq
repository, and the biggest single weekly growth
was over 2 Gbytes in the week of December 21,
2008. The combined repositories in Afghanistan
contain almost 300 Gbytes of soldier-generated
reports and media. The single biggest week of
data being added in Afghanistan was the week
of June 12, 2011, when over 3.7 Gbytes of data
was added, including more than 5000 pho-
tographs.

The consolidated TIGR repositories as of
January 2013 have more than 618,000 Events,
343,000 Places, 172,000 Reports, 29,000 Collec-
tions, and 293,000 photographs along with anoth-
er 281,000 media files (PowerPoint presentations,
Word documents, etc.).

In 2012, in Afghanistan alone, 9000 Power-
Point attachments taking up 24.5 Gbytes of disk
space were added, along with 20,750 pho-
tographs taking up 55.7 Gbytes of disk space. All
of this data is completely searchable using key-
words, units, categories, geographic regions, and
time. In 2012 soldiers performed almost 3 mil-
lion searches in Afghanistan. In a typical week in
Afghanistan during 2012, 3000 soldiers logged
into TIGR more than 9000 times to perform
56,000 searches, and create 3600 Events, 600
Places, and 900 multimedia documents adding 2
Gbytes of data to the repository, all while oper-
ating in a low-bandwidth network environment
with high latency, power outages, and difficult
environmental conditions.

CONCLUSIONS
As the Army moves toward its Common Operat-
ing Environment, the TIGR model (web-based,
WSDL interfaces, use of standard open tech-
nologies, cloud-like data provider and synching
mechanism) easily supports the new require-
ments across multiple computing environments
to include mounted, handheld, sensor, and com-
mand post. TIGR is unique because of its com-
bination of collaborative, intuitive products that
have enabled soldiers to find emergent usages
for the product itself, ranging from using TIGR
as a “yellow pages” and a logistics tracking tool,
for security surveillance, and more. 
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INTRODUCTION

Before automobiles were in use, military radios,
which were very large in size, were carried by
mules and wagons. Hardware was based on
micrometer spark gap, followed by various mag-
netic, electrolytic, and crystal detectors, then
vacuum tubes, then solid-state, leading to the
Vietnam War era of radios which used:
• VHF band divided to: Armour/Infantry/

Artillery
• HF for long distance (over the horizon)
• UHF for air-to-air and air-to-ground com-

munications
The drive for technological advancement

during the Cold War furthered the development
of many critical defense technologies. The suc-
cess of Soviet jammers has pushed the U.S.
Department of Defense (DoD) to fund the
development of a new generation of radios that
can resist jamming. The U.S. defense industry

introduced direct-sequence spread-spectrum
(DSSS) in a mix with time-division multiple
access (TDMA) and frequency hopping in a
generation of radios that can be considered
ahead of its time. DSSS modulation enabled
these radios to resist jammers and detect signals
at low signal-to-noise ratio (SNR). This article
presents the Link-16 radio, using the Joint Tac-
tical Information Distribution System (JTIDS)
for network communications, as an example of
legacy systems that have anti-jamming capabili-
ties, mobility at high speed, and long ranges
between nodes. 

The Link-16 generation of radios started
as  non-IP radios  and rel ied on the use of
static resource allocations (i.e., a radio termi-
nal is assigned its frequency hopping pattern
and TDMA slot al location through a con-
troller). They support a predetermined num-
ber of users per subnet, and they cannot be
upgraded without hardware upgrades. The
software defined radio (SDR)-based pro-
grams adapted by the U.S.  DoD used the
software communications architecture (SCA)
as the core of their design. These radios can
be considered conventional radios with added
software architecture, reconfigurability, easy-
to-upgrade design, and so on. One can con-
sider cognitive radios (which are still evolving
today) as SDRs with intelligence, awareness,
learning and observations. Figure 1 demon-
strates this progression concept. 

Reference [1] provides more details about
each of these three technological leaps of tacti-
cal radios. This article highlights the main fea-
tures of each type using a benchmark system/
waveform to demonstrate the technological
advances associated with each radio type. I
present the Links-16/JTIDS system as the
benchmark of legacy radios. This article dedi-
cates a section to the Wideband Networking
Waveform (WNW) as an example of software
waveforms that can be downloaded into differ-
ent SDR platforms. WNW was developed as
an IP-based waveform with mobile ad hoc net-
working (MANET) capabilities. This article
gives a brief description of cognitive radios as
the generation of radios that is still evolving
and presents some known characteristics of
the wireless network after next (WNAN) radio
as an example of cognitive tactical radios.
Finally, the article gives a summary of this
tutorial. 

ABSTRACT

This article gives a tutorial about some criti-
cal milestones regarding the journey of tactical
radios from legacy systems to cognitive radios.
Although tactical radios have been in use for
over 100 years, this tutorial focuses on the post-
Vietnam War radios and uses examples from the
U.S. Department of Defense major acquisition
programs. The article considers legacy radios to
be the generation of radios that was initiated by
the U.S. Department of Defense in the 1970s
that had spread-spectrum and frequency-hop-
ping capabilities to resist jamming. The Link-16
system is covered in this article as a benchmark
for legacy radios. Two major technological leaps
came after these legacy radios. First was the
software defined radios initiative, which brought
about the ability to develop waveforms entirely
in software in the absence of a defined hardware
platform. As a result, different waveforms can be
ported into the same hardware platform. This
article presents the Wideband Networking Wave-
form, which is a complex waveform developed
under a U.S. Department of Defense program,
as a software-based waveform that can be down-
loaded into different hardware platforms. The
next technological leap came with cognitive
radios, which have the ability to sense their envi-
ronments and adapt intelligently to the dynamics
of the war theatre.

MILITARY COMMUNICATIONS

George F. Elmasry, DSCI

The Progress of Tactical Radios from
Legacy Systems to Cognitive Radios
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LINK-16/JTIDS: A LEGACY SYSTEM

Link-16 is a sophisticated wireless tactical data
system that supports time-critical robust radio
communications and is integrated into many
platforms, including fast movers. Link-16 sup-
ports voice, free text, and variable format mes-
sages. It is a complex system that deploys
TDMA, DSSS, and frequency-division multiple
access (FDMA) with frequency hopping
schemes.

Link-16 was conceived before the standard-
ization of the protocol stack layers and the cre-
ation of the Internet Protocol (IP). The core
network radio functionalities of this system (we
are focused on the JTIDS system in this article)
are in the physical and data link layers. It is
important to note that Link-16/JTIDS’s equiva-
lent of the medium access control (MAC) layer
(where the apportionment of physical layer
resources is handled) is done in the planning
phase. That is, the air interface resources are
statically allocated. Each Link-16 terminal is
assigned a set of time blocks. Instead of MAC
frames and IP packets, a block of 75 bits (known
as J-words) is used for transmitting and receiving
data over the Link-16 net. 

Link-16 uses wide spectrum in the UHF Lx
band, between 960 and 1215 MHz. Dividing this
spectrum band, Link-16/JTIDS implementation
uses 51 frequencies between 969 and 1206 MHz
in order to create frequency hopping capabili-
ties. Figure 2 details the slot structure of Link-
16/JTIDS. The left side of the figure illustrates
the 127 different possible nets in Link-16 (hori-
zontal rings numbered 0–126, with net 127 rep-
resenting a stacked net), with the vertical axis
representing the FDMA dimension of the slot
structure (each of these nets has its own fre-
quency hopping pattern). The top right of the
figure demonstrates how a single ring (net)
employs TDMA, creating 98,304 time slots dur-
ing a period of 768 s. The bottom right part of
the figure shows how separate nets can work
simultaneously, while a unique hopping pattern
is assigned to each terminal in the net. These
figures are taken from [2].

The slot structure shown in Fig. 2 creates a
combination FDMA and TDMA time slot struc-
ture. The structure is split into 12.8 min (768 s)
epochs. Each epoch contains three sets of time
slots (i.e., sets A, B, and C) numbered from 0 to
32,767. A, B, and C are used as a numbering

scheme such that time slots can be numbered
A0, B0, C0, A1, B1, C1, .. A32,767, B32,767,
C32,767. Each time slot is 7.8125 ms and consists
of a train of pulses each of 6.4 ms duration sepa-
rated by an interval of 6.6 ms.

The use of frequency hopping creates
resilience against jamming. In addition, the use
of DSSS modulation makes it possible to detect
a signal at low SNR. Jammers that work on a
specific frequency can be mitigated by frequency
hopping, and jammers that spread their spec-
trum will be combated by DSSS modulation and
error correction. In Link-16/JTIDS, hopping
occurs within the same time slot, approximately
600 times per time slot. Tactical radios starting
from this legacy generation rely on fast hopping
as a core part of their design. 

The use of two types of encryption security,
transmission security (TSEC) and message secu-
rity (MSEC), provide excellent multilayered
defense.1 An enemy attempting to listen to a
Link-16 signal has to zero in on the hopping pat-
tern, decode the TSEC, and decipher the MSEC
code (among other evasive techniques) in order
to get useful information. 

Link-16/JTIDS used an elaborate error detec-
tion and error correction technique considering
that its design was done in the 1970s (see [2, 3]
for more details). Link-16/JTIDS was the first
implementation outside of the space program that
used concatenated coding and Reed-Solomon
(RS) coding with interleaving. The later versions
of Link-16/JTIDS introduced soft decision
demodulation and used RS codes with erasure,
increasing the error resilience of the waveform.
Orthogonal 32-chip cyclic code shift keying
(CCSK) was also adapted in later versions [3]. 

One should appreciate the extent of the tech-
nological advancement made with the develop-
ment of this radio system, which started in the
1970s. Other than the U.S. National Aeronautics
and Space Administration (NASA) space pro-
gram, Link-16 was the first project to use con-
catenated codes. The combination of FDMA,
TDMA, DSSS, and different modes of interac-
tion created such exceptional communication
capabilities for fast movers (e.g., fighter jets)
that it remains unmatched. The Link-16/JTIDS
system guaranteed communication between
fighter jets, traveling at speeds up to Mach three
and at distances up to 500 km in the presence of
jamming. This was truly an astounding accom-
plishment. 

1 Link-16 references use
the terms TSEC and
MSEC. The more widely
used terms in military
communications refer-
ences are TRANSEC and
COMSEC for transmis-
sion security and commu-
nications security.

Figure 1. The evolution of tactical radios as three generations.
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Link-16 is not the only successful non-IP sys-
tem, although it is the best of its generation. The
U.S. Army maintains widespread usage of the
Enhanced Position Location Reporting System
(EPLRS), which has excellent anti-jamming
capabilities. The newer generation of EPLRS is
IP-capable through a gateway with a fully capa-
ble IP router that can represent each node in the
non-IP net with an IP address to the IP core net-
work. The U.S. Army also utilizes the Single
Channel Ground and Airborne Radio System
(SINCGARS) [1]. 

WIDEBAND NETWORKING
WAVEFORM: A SOFTWARE-BASED

WAVEFORM

The WNW protocol stack is introduced in Fig. 3.
The plain text IP layer gives the radio user access
to an IP port into which applications can be
plugged. One can also form an entire plain text
IP LAN utilizing this IP port. The High Assur-
ance Internet Protocol Encryption (HAIPE) [4]
encryption layer uses an embedded processor for
encryption that can adhere to multiple versions
of HAIPE standards.2 A WNW node can sup-
port multiple security enclaves (multiple plain

text subnets), where the HAIPE embedded pro-
cessor handles more than one parallel imple-
mentation of HAIPE in order to support these
multiple security enclaves that are entirely sepa-
rated (implemented over separate hardware
components). Each security enclave maintains a
plain text IP layer and an application IP port.
This is necessary for some platforms that require
classified and unclassified applications that must
remain separate. Cross-layer signaling (CLS) is a
vital aspect of the WNW design. The mobile
Internet (MI), mobile data link (MDL), and sig-
nal-in-space (SiS) layers have an excellent CLS
design, as detailed below [5]. 

The U.S. DoD sponsored the development of
different software-based waveforms with IP-
based capabilities in conjunction with the WNW,
such as the soldier radio waveform (SRW). Also,
the U.S. DoD adapted another class of IP-based
waveforms with dynamic resource allocation that
are designed for the long-haul connectivity
between gateway routers of reach-back network
nodes. Two known waveforms from this class are
the high-band networking waveform (HNW)3

and the network-centric waveform (NCW) [6],
which is a satellite communications on-the-move
waveform. The WNW is considered the most
complex software-based waveform sponsored by
the U.S. DoD. 

Figure 2. Link-16 static resource allocation and the creation of nets [2].
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2 HAIPE standards are
decided by the U.S.
National Security Agency
(NSA).

3 Most of the details of this
waveform are owned by the
Harris Corporation.

4 With high mobility, link
states change very frequent-
ly. Standard OSPF could
consume all available
bandwidth as the number
of nodes in a subnet
increases.

5 The GIG is a U.S. gov-
ernment IP-based network
of networks that can carry
different classifications of
data for tactical and
strategic purposes. (You
can conceptualize it as the
U.S. government version
of the Internet)
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CIPHER TEXT IP LLAYER

The WNW cipher text IP layer maintains excep-
tional implementation of CLS with the mobile
Internet (MI) layer below. With this CLS, link
state updates (LSUs) are not discovered by the
cipher text IP layer; rather, the Open Shortest
Path First (OSPF) protocol is altered, creating a
protocol called Radio OSPF (ROSPF). ROSPF
then allows for an increase in the number of
nodes in a single subnet and prevents the over-
flooding of the limited physical layer resources
with LSUs.4 The cipher text IP layer has an Eth-
ernet IP port (marked GIG port in Fig. 3), which
allows the WNW subnet to communicate seam-
lessly with other networks of the global informa-
tion grid (GIG)5 at the cipher text side (to create
seamless encrypted core IP flow). The cipher
text IP layer is capable of running OSPF over
the GIG port and running ROSPF over the
radio stack layer. It can also build route tables
for internal routing in the WNW subnet and
external routing over the GIG port. 

THE MI LAYER
The WNW MI layer is responsible for the
MANET networking (connectivity at the IP
layer). It maintains a multi-level link state rout-
ing topology of the WNW subnet. The MI
ensures that the waveform maintains a connect-
ed topology that can be dynamically mapped to
the routing table for IP delivery. IP gateway
selection is also managed by the MI layer. In
addition, the MI layer controls data flow, pre-
vents buffer overflow at the lower layers and
implements multilevel queuing to ensure the
waveform meets tactical quality of service (QoS)
requirements.

THE MDL LAYER ARCHITECTURE
The WNW MDL layer implements Unifying Slot
Assignment Protocol (USAP), which supports
multihop broadcast of packets and controls the
subnet topology. Conflict resolution of TDMA
slot assignment and reconfiguring slot assignment
(per traffic demand of each node) become a
challenging problem. USAP heuristically assigns
the optimum number of TDMA slots to each
neighboring node and coordinates the activation
of these slots to prevent collision. USAP is tied
to the heuristics of the higher layers of the proto-
col stack.6 CLS between the MI, MDL, and SiS
layers considers traffic demand (from the upper
layers), and the link condition (from the lower
layers) to influence slot allocation. The manner
by which USAP functions at each node affects
the heuristics of the upper stack layers. This is
referred to as convergence of the stack layers.

The MDL layer plays a major role in flow
control, topology control, creating fault-tolerant
topology, and minimizing the number of hops
between communicating nodes. Topology con-
trol, and its relation to TDMA slot allocation, is
detailed in [1]. Channel resources (TDMA slots)
are reused spatially and concentrated in the
nodes that are best positioned to relieve conges-
tion. The MDL layer provides unicast and broad-
cast coverage through the allocation of TDMA
slots.7 The MDL layer also allows selected nodes
to bridge between channels. 

CLS allows each node to respond to the
changes provided by the SiS layer; these changes
refer to volatility in measurements, and reflect
signal strength and symbol error rate. The MDL
layer uses this information to continuously opti-
mize the use of the physical layer resources. 

COGNITIVE RADIOS AND THE
WNAN WAVEFORM

There are plenty of references on cognitive
radios since it is a research area shared by the
commercial and tactical wireless communications
research communities. The commercial side of
this research area has made strides in oppor-
tunistic spectrum utilization and creating cogni-
tive radio architecture [7]. The defense industry
side of this research area is concerned about
policies, since operationally one cannot leave a
cognitive radio subnet to make decisions that are
not aligned with the entire war theatre plan.

The field of producing hardware for cognitive
radios is still evolving. There are some available
hardware and software platforms such as the
GNU8 radio, which is a free software signal pro-
cessing toolkit. GNU is rich with capabilities that
allow its users to experiment with manipulating
and using the electromagnetic spectrum. One of
the basic design concepts of GNU is to allow its
users to use a single generic radio hardware unit.
This hardware can be used to feed complex cog-
nitive radio formations into the powerful GNU
signal processing software. The GNU radio

6 The term unifying was
selected because the pro-
tocol is tied to the upper
stack layers. It also refers
to the protocol’s flexibility
in serving many different
heuristics, with a common
lower level mechanism.

7 Some MANET MAC
layers can allocate some
slots to be shared between
network nodes in a carrier
sense multiple access
(CSMA)-like protocol
(contention slots). How-
ever, the WNW waveform
implementation of USAP
does not use contention
slots.

8 GNU started as project at
MIT for free software
which initiated an operat-
ing system called GNU
(“GNU” is a recursive
acronym which stands for
“GNU's Not Unix”). GNU
radio is a toolkit of GNU.

Figure 3. The WNW waveform protocol stack layers.
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toolkit also utilizes the universal software radio
peripheral (USRP), which is a computer-based
transceiver with powerful analog-to-digital and
digital-to-analog converters with circuitry to
interface with a host computer. The USRP inter-
faces with several transmitters and receivers cov-
ering frequency bands from 0 to 5.9 GHz. 

CONCEPTUALIZING COGNITIVE RADIOS
I have reviewed CLS with the WNW radio. You
can see how the channel parameters play a major
role in ensuring that the higher-layer protocols
adapt to the changes in the physical layer param-
eters. Let us compare CLS to the simplest con-
cept of cognitive radio settings (CRSs).

Cognitive radios have CLS, as shown in Fig.
4. In addition to CLS from the physical layer to
the cognitive engine, the radio metrics are also
sent to the cognitive engine (e.g., spectrum sens-
ing metrics). The cognitive engine generates
optimum parameters for the radio, which include
changing the actual software modules (e.g.,
change the modulation type) and possibly creat-
ing new software components based on knowl-
edge of the surrounding environments. Please be
aware that some cognitive radio references use
the term radio loosely. The physical layer is
sometimes referred to as the radio. References
that focus on cognitive algorithms conceptualize
a cognitive radio as having three main compo-
nents: a radio or physical layer, a MAC layer
with a cognitive engine as its focus, and operat-
ing environments (OEs), as indicated on the
right of Fig. 4.

COGNITIVE RADIO SETTING PARAMETERS
With CLS, one can see a myriad of parameters
being used by the radio to adapt to the dynamic
environment. With CRSs, the cognitive engine
deals with even more parameters from the physi-
cal layer, MAC layer, and radio OEs to include: 
• From the physical layer, the radio metrics

can include received signal parameters such
as power, angle of arrival, delay spreading,
Doppler spreading, and fading patterns.
The radio metrics can also include noise
parameters and interference power. Note

that with waveforms such as WNW, the
physical layer can communicate parameters
such as power, Doppler spreading, and
some noise parameters; with CRSs, a larger
set of parameters is communicated from
the physical layer to the cognitive engine.

• From the MAC layer, the cognitive engine
deals with issues such as frame error rate,
transmission data rate, multiple access
options, and channel slot allocation. The
cognitive engine addresses how the MAC
layer selects frame types, changes frame
size, and implements compression and
encryption. It also influences how the MAC
layer performs error control coding and
interleaving.

• From the radio operating environment, the
cognitive engine may deal with its own node
transmitting power, power consumption
rate, spreading type, spreading code, and
modulation type (including symbol rate,
carrier frequency, antenna diversity, dynam-
ic range, etc.) in order to adapt the node to
the changes in its surroundings. The cogni-
tive engine also considers its own node
computational power, battery life, and CPU
allocation for ensuring proper use of the
node’s internal resources.

THE COGNITIVE ENGINE
This is the most challenging part of cognitive
radio. The challenge becomes how to architect
true cognitive radios with cognitive engines or
intelligent agents that perform cognition tasks.
These agents must be intelligent, in the sense
that they can make accurate and consistent deci-
sions. The agents must be able to collect infor-
mation from surrounding environments and
process this information with low overhead com-
putation and without excessive battery consump-
tion. These cognitive engines need to be
adaptable to the dynamic environment and capa-
ble of making the optimal decisions to meet the
applications’ needs, given the available spectrum
resources. 

There have been initiatives to base the cogni-
tive engine design on approaches that range
from machine learning, such as neural networks,
to generic statistical-based algorithms. The use
of game theory for interactive decision making
between the different cognitive engines in a net-
work has been studied extensively in the litera-
ture. The concept of using some form of
centralized control in a cognitive network, where
nodal interest can be overridden by the network
interest, is more applicable to the tactical use of
cognitive radios. The use of policy-based net-
work management (PBNM) or a policy engine to
control the behavior of a cognitive network is
also of great interest to the tactical applications
of cognitive radios. Please refer to [1, Ch. 7 and
references therein] for more details regarding
cognitive radio.

Virginia Tech proposed the software architec-
ture demonstrated in Fig. 5, showing the cogni-
tive engine with different modules and different
interfaces to other radio components. In Fig. 5,
note the four main components: radio, radio
interface, user interface, and a cognitive system
module or cognitive engine. Notice the impor-

Figure 4. Cross-layer signaling and cognitive radio settings.
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tance of the policy and security models with the
cognitive engine interface design, which is rele-
vant to the use of cognitive radios in tactical
environments. 

With this architecture, the cognitive engine
has the following main components:
• Resource monitor component: Continuously

feeds the radio metrics through the cogni-
tive engine-radio interface application pro-
gramming interface (API).

• Wireless system genetic algorithm (WSGA)
component: Implements the approach used
to adapt the radio to the changing environ-
ment. 

• Evolver component: Enables the cognitive
engine to control the search space by limit-
ing the number of generations, crossover
rates, mutation rates, fitness evaluations,
and so on. Especially with tactical environ-
ments, the cognitive engine cannot be left
to evolve without boundary. In commercial
applications, the evolution process is con-
trolled to ensure legal and regulatory com-
pliance. In tactical applications, the
evolution process must be contained by
operational needs and policies.

• Decision maker component: Feeds the
WSGA with initial settings, WSGA param-
eters, objectives and weights. The settings

are referred to by genetic algorithm devel-
opers as the initial chromosomes, where
every radio parameter is represented by a
gene.

• Knowledge base component: Contains capa-
bilities such as short term memory, long
term memory, WSGA parameter set, and
regulatory information.

THE WNAN RADIO
The commercial world has created cognitive-
radio-based standardizations such as IEEE
802.11K, in which the access point regulates
channel access based on intelligent spectrum
sensing. Also, IEEE 802.22 has excellent details
on opportunistic spectrum based on fast sensing
of TV channels spectrum to create the wireless
regional area network (WRAN). In the tactical
world, the WNAN radio can be considered a
tactical cognitive radio that was sponsored by
the U.S. Defense Advanced Research Projects
Agency (DARPA)9 strategic technology office.
The WNAN waveform implementation has the
following characteristics:
• It implements dynamic spectrum access with

strict policies to meet tactical needs. Note
that spectrum sensing and dynamic spec-
trum access are the most mature aspects of
cognitive radios today.

9 The Internet started as a
DARPA project.

Figure 5. Software architecture of a cognitive radio showing 1) cognitive engine focus; 2) policies and security interfaces relevant to tac-
tical radios. 
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• It forms a network with densely deployed
low-cost wireless nodes, and adaptive net-
work layers that mitigate the shortcomings
of any individual nodes by leveraging their
rich interconnection.

• A WNAN node can be built at low cost and
has multichannel, spectrum-agile, multiple-
input multiple-output (MIMO)-capable
wireless access. It is built with inexpensive
radio frequency (RF) circuit technology. 

• The WNAN waveform is considered disrup-
tion-tolerant networking since it is designed
such that nodes store packets temporarily
during link outages. 

• The WNAN waveform stack can sit under
the IP layer, allowing the use of standard IP
applications.

• The waveform has cloud computing con-
cepts such as content-based access — that is,
users query the network to find information
— situational awareness (SA) information
can be automatically pre-placed around the
network.

• The waveform implements multicast voice
with QoS. That is, bandwidth can be
reserved for a voice call group.

• The waveform design considers energy sav-
ing portability. That is, protocols are
designed such that when the waveform is
ported into a small hardware platform, the
waveform can optimize for energy conser-
vation. This feature is essential for sensors
that are required to operate for long times
without replacement of the sensors or their
batteries.

THE FUTURE OF COGNITIVE TACTICAL RADIOS
It is hard to predict the impact cognitive radios
will have on tactical communications. The U.S.
Department of Defense realizes the drawback of
SDR. It also realizes the time and fiscal invest-
ment it took to realize SDR. Cognitive radios
still need significant research before they can be
widely used in tactical environments; we are not
even at the point where we can accurately model
the decision processes, the learning processes,
and so on. Moreover, we have yet to know what
hardware support cognitive radios require. While
the U.S. Federal Communications Commission
(FCC) and the equivalent agencies around the
world can regulate dynamic spectrum access for
the commercial application of cognitive radio [8-
9], in tactical applications, we have regulatory
concerns: we are not dealing with just the FCC.
In war time, there is no guarantee that regula-
tors will agree. Also, military-operations-focused
stakeholders are concerned about the loss of
control over a deployed tactical cognitive radio
subnet: a deployed group of radios may have
undesirable adaptations. 

SUMMARY
This article reviews three major developmental
milestones of tactical radios within the last four
decades, showing benchmark technological
advances with legacy radios, SDRs, and cognitive
radios. We review legacy radios, showing how
they had breakthroughs in combating jamming

and eavesdropping, but were static in nature,
and their early designs were before the IP proto-
col stack was known. We also review SDRs,
which made it possible to develop software-
based platform-independent waveforms that can
be downloaded to different hardware platforms.
The U.S. DoD sponsored the development of
software waveforms for SDRs that are IP-based
with excellent MANET capabilities, dynamic
resource allocation, and outstanding CLS for
optimizing the use of the scarce air interface
resources in highly mobile and dynamic environ-
ments. This article presents the WNW as an
example of the software-based waveforms that
were sponsored by the U.S. DoD. We cover cog-
nitive radios, which are starting to emerge with
intelligent capabilities, allowing the radio termi-
nal and the subnet to morph itself and adapt to
tactical theatre dynamics. Cognitive radio use in
the tactical theatre comes with great concerns
regarding the level of autonomy with which they
can be allowed to operate and emphasizes the
importance of policies to ensure cognitive radios
operate as intended. The future battle space will
be crowded with unmanned aerial, ground, and
space vehicles that will necessitate the extensive
use of cognitive radios and drive great advances
in cognitive radios.
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INTRODUCTION

In recent years, radio frequency (RF) spectrum
allocated to Department of Defense (DoD)
communication systems have become increasing-
ly constrained due to higher demand on data
rates and government spectrum re-allocation.
Coupled with the desire for the DoD to move to
an IPv6 (or dual stack IPv4/IPv6) network archi-
tecture where the IP header sizes increase dra-
matically, it becomes increasingly important to
reduce IP header overhead sent over the air.
The Internet Engineering Task Force (IETF)
has explored IP header compression (IPHC) and
produced several options, including RObust
Header Compression (ROHC, RFC 5225 [1]),
header compression over low-power IEEE
802.15.4 networks (RFC 4944 [2]), and others.
While many of the techniques have been vetted

through commercial vendors in industry, the tac-
tical edge poses some unique challenges due to
its disconnected, intermittent, and low-band-
width (DIL) nature.

Figure 1 illustrates the issues associated with
compressing IP headers at the tactical edge.
These issues can be summarized in the following
observations:

Multi-IP-hop nature: Traditionally, IP header
compression protocols were designed for one-
hop cellular networks. Tactical edge radio net-
works use mobile ad hoc network (MANET)
routing protocols to route packets over multiple
IP and RF hops in highly dynamic networks.
When a next hop changes, traditional IP header
compression protocols require additional mes-
sage exchange to share context information for
compression per flow per IP hop. It is unclear
whether traditional IP header compression pro-
tocols can handle the amount of network churn.

HAIPE encryption: Tactical radios typically
employ encryption using high assurance IP
encryptors (HAIPEs) or other communications
security (COMSEC) devices. This requires plain-
text (PT) header compression in addition to
ciphertext (CT) header compression, leading to
additional IP header compression context setup.
This effect is most pronounced on small packets
such as TCP acknowledgments.

Disconnected, intermittent links: Tactical
radios often experience highly variable link qual-
ity. IP header compression protocols that require
synchronization of header information could
potentially fail in environments where links are
not stable and experience high loss.

Multicast (one-to-many) traffic: Tactical edge
networks typically operate in a one-to-many
paradigm. This is evident by almost all Link 16
and other waveform message-sets being broad-
cast in nature. As tactical edge communications
moves to IP, broadcast and multicast will need
to be supported. Traditional stateful IPHC
schemes like ROHC and RFC 2507 were
designed primarily for unicast point-to-point
links.

Although there are several challenges with
performing IPHC in tactical edge networks,
which are intermittent and error prone, the
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potential gains are evident. Studies performed in
2008 by the Cooperative Association for Internet
Data Analysis (CAIDA) [3] have shown that in
core networks, 55 percent of IPv4 traffic and 90
percent of IPv6 traffic traversing the Internet are
under 200 bytes in size. Even just using these
numbers, the potential bandwidth savings per
packet for IPv4 and IPv6 UDP and TCP packets
on the core networks is 10–30 percent. While
traffic on the tactical edge is different, one can
imagine voice over IP (VoIP) and periodic situa-
tional awareness packets (both small packets)
would benefit from reduction in load for band-
width constrained environments of tactical
radios.

IP header compression protocols come in two
broad categories: stateful and shared-state (often
called stateless). Stateful protocols like ROHC
and RFC 2507 maintain a mapping of header
information to a context identifier (CID) for
every IP hop and every flow. Shared-state proto-
cols (MIPHC and IEEE 802.15.4 header com-
pression), in contrast, have preconfigured
mappings on every node, requiring little to no
coordination.

In this article, we survey two industry-backed
IP header compression schemes: ROHC version
2, (RFC 5225) and IP Header Compression
(RFC 2507) and one experimental scheme,
MANET IP header compression (MIPHC),
identifying the strengths and weaknesses of each
protocol as well as considerations for integrating
IPHC into current and emerging tactical edge
radio systems. We briefly describe each of the
three IP header compression protocols, and
compare and contrast each while we examine
implications of applying IPHC to current and
emerging DoD radio systems and potential use
cases. Finally, we conclude the article.

IP HEADER COMPRESSION
PROTOCOLS OVERVIEW

In this section, we overview the basic functionali-
ty of RFC 2507, ROHC version 2, and MIPHC.

IP HEADER COMPRESSION
IP Header Compression (RFC 2507) [4] was one
of the first IPHC schemes developed, extending
the work done in Van Jacobson TCP header
compression [5] to compress IPv4, IPv6, and
UDP in addition to TCP headers on a per link
basis. Although it is intended for use on point-
to-point links, most of the elements work the
same on a broadcast medium, and the specifica-
tion includes suggestions for how to implement
it for non-point-to-point links. The compression
operates by grouping packets into streams based
on certain key fields of the headers (source IP,
destination IP, protocol, and port numbers being
the most common). 

To initiate compression of headers for each
packet stream, full headers carrying the context
identifier (CID) are transmitted over the link.
Both the compressor and decompressor store
almost all header information and CID map-
ping in a context table. Subsequent packets use
this context table to send compressed headers,
omitting certain fields that are not expected to

change frequently. Any change in the omitted
header fields results in the compressor sending
another full header to update the context at the
decompressor. As long as the context is the
same at the compressor and decompressor,
headers can be compressed and decompressed
successfully. Because packet loss is expected in
wireless networks, compression mechanisms
need to be able to protect against packet loss.
These mechanisms differ for UDP and TCP
streams.

Packet loss in TCP streams is handled much
the same as Van Jacobson TCP Header Com-
pression. But rather than relying on TCP’s built-
in reliable packet delivery for error recovery,
RFC 2507 uses the “twice” algorithm [4]. Cer-
tain TCP fields (sequence number, TCP win-
dow) change from packet to packet in a
predictable fashion. These fields are represented
in the compressed header as deltas from the pre-
vious value. When a compressed header is
received, the decompressor will compute the
TCP checksum and compare it to what would be
expected if the compression context were up to
date. If they fail to match, it is assumed a lost
packet caused the context to not be updated.
The delta is used to recompute and repair the
context. This change from RFC 1144 makes this
method much better on medium-speed error-
prone links such as wireless.

For UDP and non-TCP streams that are not
well protected by sequence numbers and check-
sums, an identifier called a generation is added
to the full and compressed headers. This identi-
fier is incremented whenever the context associ-
ated with the CID changes. When the
decompressor receives a packet with a genera-
tion that does not match the one stored in the
context for a particular packet stream, the pack-
et must be discarded or stored until a full header
is received. To speed up decompressor context

Figure 1. Stateful IPHC schemes like ROHC and RFC 2507 set up context hop
by hop for every reroute.
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recovery from the loss of a full header, full head-
ers are sent periodically with an exponentially
increasing period after a change in context until
an upper limit. In this way, RFC 2507 ensures
that context desynchronization does not occur
for long periods of time due to packet loss.

In tactical edge networks, HAIPE devices are
typically used to provide COMSEC to radios. In
this case, RFC 2507 is not only used hop by hop,
but HAIPE to HAIPE. Figure 2 conceptually
depicts the headers compressed by RFC 2507 for
a Real-Time Transport Protocol (RTP) packet
with HAIPE devices. Because RFC 2507 does
not support RTP compression, only the original
UDP and IP headers (28 bytes if IPv4, 48 bytes
if IPv6) are compressed to approximately 4–6
bytes on the red side. On the black side, ESP
headers and IP headers are compressed. Addi-
tionally, RFC 2507 builds and maintains sepa-
rate context state on a per IP hop and HAIPE
to HAIPE basis.

RFC 2507 has been recommended by the
Third Generation Partnership Project (3GPP)
and 3GPP2 standards committees for use in
2.5G and 3G mobile phone networks. Satellite

modem manufacturers have also adopted it for
use on satellite communications (SATCOM)
links. Although there are newer protocols that
might work even better, it would be a good fit
for providing header compression of IPv6 traffic
for both SATCOM and line-of-sight (LOS) wire-
less links.

ROBUST HEADER COMPRESSION VERSION 2
Robust Header Compression — ROHC [6]
was designed to perform over high packet loss
links such as wireless links. It supports most IP
header formats including IPv4 and IPv6, UDP,
RTP, and Encapsulation Security Protocol
(ESP). ROHCv2 [1] defines a second version of
the profiles found in RFC 3095. The ROHCv2
profiles introduce a number of simplifications to
the rules and algorithms that govern the behav-
ior of the compression endpoints. It also defines
robustness mechanisms that may be used by a
compressor implementation to increase the
probability of decompression success when pack-
ets can be lost and/or reordered on the ROHC
channel. Unless otherwise noted, all references
to ROHC refer to ROHCv2.

Similar to RFC 2507, ROHC builds state
between the compressor and decompressor by
sending full and incremental headers periodical-
ly. In ROHC, both the compressor and decom-
pressor have two different operational states,and
both compressors and decompressors start in the
lowest compression state and attempt to work
toward the higher state The transitions between
states do not need to be synchronized between
the compressor and decompressor. The two
compressor states are the Initialization and
Refresh (IR), and Compressed (CO). The two
decompressor states are No Context (NC) and
Full Context (FC). Occasionally, the decompres-
sor will enter a Repair Context (RC) state if it is
unable to decode certain packets.

ROHC also has two modes of operation: uni-
directional and Bidirectional Mode. The states
described above are the same in all modes of
operation. Compression with ROHC must start
in U-mode. Transition to the Bidirectional mode
can be performed as soon as a packet has
reached the decompressor and the decompressor
has replied with a feedback packet indicating
that a mode transition is desired.

Figure 3 conceptually depicts the headers
compressed by ROHC (using the RTP/UDP/IP
profile) for a RTP packet using HAIPE devices
end-to-end. The original RTP, UDP, and IP
headers (40 bytes if IPv4, 60 bytes if IPv6) are
compressed to approximately four to six bytes
on the red side. On the black side, ESP head-
ers and IP headers are compressed. Addition-
ally, ROHC builds and maintains context state
on a per IP hop basis. Maintenance of RTP
headers can be expensive due to its highly
dynamic nature. In terms of adoption and
usage of both ROHCv1 and ROHCv2, the
3GPP and 3GPP2 standards committees have
recommended ROHC for use on High Speed
Packet Access (HSPA), Long Term Evolution
(LTE), and Evolution Data Optimized (EV-
DO) mobile phone networks. Satellite modem
manufacturers have also adopted it for use on
SATCOM links. 
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Figure 2. IPHC state maintained hop by hop.
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Figure 3. ROHC state maintained hop by hop.
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MANET IP HEADER COMPRESSION

IRFC 2507 and ROHC were designed primarily
for single wireless IP hop networks where context
setup and maintenance is fairly stable. MANET
environments potentially have multiple IP hops,
constant next-hop routing changes, and high
packet loss. Combining these factors make con-
stant context setup and maintenance difficult. To
mitigate the issue, MIPHC [7] was developed.

MIPHC is a shared-state/shared-context
header compression protocol derived from con-
cepts found in [8], stripped of 802.15.4-specific
items and generalized to support both IPv4 and
IPv6. In contrast to ROHC and RFC 2507,
MIPHC compresses layer 3 IP headers only.
And while it can be combined with stateful end-
to-end layer 4 and above header compression
protocols, MIPHC is a standalone protocol.
MIPHC was designed to remove the need to
build new compression context for every IP hop
within a MANET. Although it does not achieve
the same compression ratio as stateful compres-
sion methods such as ROHC, it achieves gains
due to not needing to build compression context
on a hop-by-hop basis.

In MIPHC operation, a shared context table
that maps a CID to the first three octets of IPv4
addresses and the network portion (first 64 bits)
of IPv6 addresses are preconfigured at each
router running MIPHC, much as routing proto-
col timers are configured. Figure 4 illustrates the
compression ratio of the IPv4 and IPv6 headers
through MIPHC. Since pure MIPHC only com-
presses IP headers and does not exchange
state/context information, the gains are not as
great as with ROHC (20-byte IPv4 and 40-byte
IPv6 headers to 8- and 22-byte MIPHC headers).

MIPHC compresses IP headers at each wire-
less IP hop, leaving end-to-end compression for
layer 4+ headers to other protocols like ROHC.
When MIPHC is coupled with ROHC end to
end (MIPHC/ROHC), only one context is set up
end to end, and ROHC compression takes place
going from an uncompressed interface to a wire-
less MIPHC compressed interface. Additionally,
ROHC decompression and context state is main-
tained when a packet is moving from a wireless
interface to an uncompressed interface.

It is expected that when MIPHC is coupled
with ROHC (MIPHC/ROHC), ROHC will han-
dle compressing layer 4+ headers. ROHC is
normally used on two ends of a single link; how-
ever, when integrated with MIPHC, it is used
only on the initiating and terminating routers.
Any MANET router may be an initiating, inter-
mediate, or terminating Router for a given IP
subnet based on whether the subnet is reached
by that router through a compressed or an
uncompressed interface.

Figure 5 conceptually depicts the headers
compressed by MIPHC/ROHC (using the
RTP/UDP/IP profile) for an RTP packet using
HAIPE devices end to end. The original RTP,
UDP headers (20 bytes) are compressed to
approximately 4–6 bytes using ROHC, while IP
headers are compressed to 8 and 22 bytes for
IPv4 and IPv6, respectively. On the black side,
ESP headers are compressed using ROHC and
IP headers compressed using MIPHC.

SUMMARY

Table 1 compares the characteristics of the three
protocols and current implementations. In com-
paring the protocols, there are several key dis-
tinctions:
• ROHC yields the highest compression ratio

followed by RFC 2507, but both require
state maintenance hop by hop.

• MIPHC by itself produces the lowest com-
pression gains, but is the simplest protocol
and requires no state/context exchange.

• Although ROHC can be used for multicast,
the RFC is not clear on how it would be
implemented. RFC 2507 describes potential
usage with multicast traffic. MIPHC is
inherently designed to support MANET
environments and supports multicast.

• ROHC and RFC 2507 were not designed for
multihop environments like the tactical edge.

Figure 4. MIPHC uses shared state hop by hop.
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Figure 5. MIPHC/ROHC uses shared state hop by hop and maintains context
end to end.
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• MIPHC hop by hop with ROHC end to end
can potentially yield gains, but the trade-off
is complexity.
Although each protocol has its trade-offs,

understanding the operating conditions and
underlying link characteristics are important in
choosing the one with the best fit.

IPHC CONSIDERATIONS AT THE
TACTICAL EDGE

Although utilizing IP header compression can
reduce load and potentially provide greater deliv-
ery success in tactical networks, and previous

work [9] has examined its usability in the global
information grid (GIG), there are several special
considerations when dealing with DoD tactical
edge networks. In the following subsections, we
attempt to highlight some of the implications of
applying IP header compression on current and
emerging DoD tactical edge systems.

SINGLE-HOP VS. MULTIHOP NETWORKS
Most header compression protocols in use com-
mercially were designed primarily for one-IP-
hop networks. Context mappings are built
dynamically for every IP hop per IP flow. In
dynamic tactical edge networks that use MANET
routing protocols, every next hop change (assum-

Table 1. IP header compression protocol comparison.

IPHC (RFC 2507) ROHC (RFC 5225) MIPHC
(experimental) MIPHC/ROHC (experimental)

RFC type Standards track Standards track N/A N/A

RFC status RFC 2507 RFC 5225 N/A N/A

Authors’
organization(s)

LUT/SICS, Telia
Research Ericsson MITLL MITLL

Compression type Stateful/replace Stateful/replace Shared state/elision MIPHC: shared state/elision
ROHC: stateful/replace

Layers compressed Layer 3+ Layer 3+ Layer 3 (IP) MIPHC: Layer 3 (IP)
ROHC: Layer 4+

Profiles available UDP/IP, IP, ESP/IP RTP/UDP/IP, UDP/IP,
IP, ESP/IP IP MIPHC: IP

ROHC: RTP/UDP, UDP, ESP

IP version support IPv4, IPv6 IPv4, IPv6 IPv4, IPv6 IPv4, IPv6 

Designed for multihop No No Yes Yes 

Compression range Hop-by-Hop Hop-by-Hop Hop by hop MIPHC: hop by hop
ROHC: end to end

Multicast support Yes Yes Yes Yes 

Minimum compressed
header

UDP/IPv4: 75%
ESP/IPv4: 82%
IPv4: 75%

UDP/IPv6: 79%
ESP/IPv6: 83%
IPv6: 93%

RTP/UDP/IPv4: 10%
UDP/IPv4: 54%
ESP/IPv4: 50%
IPv4: 45%

RTP/UDP/IPv6: 46%
UDP/IPv6: 46%
ESP/IPv6: 50%
IPv6: 73%

IPv4: 10%

IPv6: 33%

IPv4: 10% (MIPHC)
RTP/UDP/IPv4: –35% (M/ROHC)*

UDP/IPv4: –11% (M/ROHC)*

ESP/IPv4: –14% (M/ROHC)*

IPv6: 33% (MIPHC)
RTP/UDP/IPv6: 2% (M/ROHC)
UDP/IPv6: –10% (M/ROHC)*

ESP/IPv6: –6% (M/ROHC)*

Maximum compressed
header

UDP/IPv4: 82%
ESP/IPv4: 90%
IPv4: 85%

UDP/IPv6: 83%
ESP/IPv6: 87%
IPv6: 95%

RTP/UDP/IPv4: 98%
UDP/IPv4: 96%
ESP/IPv4: 96%
IPv4: 95%

RTP/UDP/IPv6: 98%
UDP/IPv6: 96%
ESP/IPv6: 96%
IPv6: 98%

IPv4: 60%

IPv6: 45%

IPv4 60%
RTP/UDP/IPv4 78%
UDP/IPv4 68%
ESP/IPv4 68%

IPv6 45%
RTP/UDP/IPv6 62%
UDP/IPv6 50%
ESP/IPv6 50%

Implemented in 3G/4G 4G Experimental Experimental

* Negative compression ratios are a net increase in header size
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ing the MANET routing protocol uses IP)
requires a new context to be set up. Recent work
[10] has shown in simulation that ROHC and
RFC 2507 perform sufficiently in dynamic envi-
ronments of constantly changing links, but suffer
from medium access issues like 802.11 backoff
timers. Additional work is needed to understand
whether a protocol like MIPHC is needed
instead of using traditional ROHC and RFC
2507.

FIXED-LENGTH FRAMES
Implementation of IP header compression with
link layers that use a fixed frame size (also some-
times referred to as a cell) has some special con-
siderations. Such link layers may either fill
frames with multiple packets or packet frag-
ments, or use padding bits to fill out the fixed
size in cases where packets or fragments do not
fill the frame. Even if the link layer puts multi-
ple packets or fragments in a single frame, this
may depend on the rate of packets being sent as
typically there is a timeout value, at which point
a frame will be padded and sent as opposed to
waiting for more data. In such cases, reducing
the packet size using header compression may
not reduce the actual bandwidth used since
padding bits may be added as needed to form
the fixed frame size.

UNICAST VS. MULTICAST OPERATION
IP header compression mechanisms and consid-
erations differ depending on whether the traffic
is unicast or multicast, and most standards and
implementations focus on unicast traffic. In envi-
ronments where a significant percentage of traf-
fic is expected to be multicast, including
multicast-based routing protocols, consideration
needs to be given to an implementation’s ability
to handle multicast efficiently. 

Multicast requires unidirectional header com-
pression operation. As such, the RFC 2507 full
header timer and ROHC IR timers configuration
is important, since these timers determine how
often full header data is sent and therefore avail-
able to MANET nodes that have not previously
received it. A balance must be found between
setting these timers too short, resulting in using
bandwidth for full headers or IR more than nec-
essary and for too long, resulting in new MANET
nodes (or corrupted contexts) going longer before
receiving a full header or IR and therefore being
able to decompress multicast traffic.

MULTI-ACCESS NETWORKS
Conceptually, point-to-point links are fairly sim-
ple when it comes to CID space/ROHC channel
in that a single point-to-point link forms a single
CID space/ROHC channel. It is important to
note that the CID is selected by the compressor,
so the issue for multi-access networks is identi-
fied in RFC 2507, which states:

The major difficulty with multi-access links is
that several compressors share the CID space of a
decompressor. CIDs can no longer be selected inde-
pendently by the compressors as collisions may
occur. This problem may be resolved by letting the
decompressors have a separate CID space for each
compressor. Having separate CID spaces requires

that decompressors can identify which compressor
sent the compressed packet, perhaps by utilizing link-
layer information as to who sent the link-layer frame.

This is not stated in ROHC RFCs, but the
issue is the same. Essentially the “CID space,”
for ROHC is the ROHC channel. Thus, the end
result is that for multi-access networks, the ideal
implementation is to establish a unique RFC
2507 CID space or ROHC channel based on the
source link layer address (i.e., Ethernet medium
access control, MAC).

This concept provides some additional poten-
tial benefits with regard to ROHC in that one
ROHC parameter that is established on a per-
channel basis is whether or not small CIDs or
large CIDs will be used in a given channel. If
each MAC address pair is a separate ROHC
channel, there is more potential to be able to
use either small CIDs or a range of large CIDs
that only use one byte. If we extend this concept
to a multicast-based routing protocol such that
each source MAC sending to a routing proto-
col’s well-known multicast address is a separate
channel, this channel could use small CID zero
resulting in no CID byte at all in the ROHC
header. This would be especially beneficial since
such routing protocol traffic is continuous.

Wired multi-access networks provide a more
predictable environment with respect to the
number of expected CIDs than wireless multi-
access networks do because wired networks have
a fixed broadcast domain. Wireless multi-access
networks, however, operate such that broadcast
domains are dynamically created and broken as
devices move in and out of range of each other. 

MEDIUM ACCESS CONSTRAINTS
Although header compression can reduce net-
work load significantly in networks, medium
access constraints can reduce its effectiveness. In
the case of 802.11, when collisions are detected,
the protocol initiates a backoff procedure that
waits a certain amount of time before initiating a
random backoff. The total wait time per attempt
is not dependent on packet size and is on the
order of a few hundred to a few thousand
microseconds depending on network congestion.
This wait time is significantly greater than the
compressed header transmit time, and as a
result, roughly the same number of packets are
delivered with and without compression. Because
more compressed packets fit in the fixed size
802.11 queue, the result is higher delay to send
out larger numbers of packets. With many mili-
tary radio systems, medium access constraints
have the potential to negate many affects of
header compression. 

HEADER COMPRESSION ON
ROUTING PROTOCOLS

Different routing protocols use broadcast, mul-
ticast, or unicast traffic, or a combination of
these. Some use their own protocol encapsulat-
ed in IP, while others use UDP/IP. With
UDP/IP and IP-only profiles enabled, multicast
and unicast traffic from routing protocols should
operate properly with IP header compression.
Unless IP header compression context setup
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and so on negatively impacts a routing proto-
col’s formation of neighbor relationships and/or
exchanging of routes in a timely manner, no
specific exclusion of routing protocol traffic
should be required. 

HARDWARE-BASED CHECKSUM OFFLOADING
Since IP header compression manipulates the IP
headers, potentially including checksums, sys-
tems that provide hardware checksum offload
may not work as expected. Such offload may
simply be ineffective and/or may actually inter-
rupt communication if the hardware offload
mechanism is not “ROHC aware.” Configuring
such systems to disable the use of checksum
offload may be required.

QOS FUNCTIONS
Quality of service classifies/marks IP packets and
manages transmission queues based on priority
and/or bandwidth allocation and so on. When
and how each QoS function acts on a packet
within a system’s protocol stack/buffers in rela-
tion to when and where IP header compression
occurs can impact QoS operation. This may also
be true of other functions that act on packets as
they are transmitted and received. The interac-
tion with and/or impact on such functions needs
to be considered.

Because header information is stripped by
IPHC protocols prior to being put onto the
device (IPHC is between the network and link
layers), and because queues are often configured
and maintained on devices (Ethernet, etc.) or
implemented internally on DoD tactical radios,
QoS information such as type of service (TOS)
and source/dest IP address must be preserved
for applying queue discipline. Two methods for
achieving this include:
• A new method to parse compressed packets

at the link layer for TOS and remap con-
texts to IP addresses

• A “side-channel,” to pass per packet infor-
mation down to the link layer with uncom-
pressed information
The second method is preferred since the

first method requires all ROHC/RFC 2507 func-
tions to be replicated. If IPHC is used in a sub-
net routing environment (i.e., radio net layer 2
routing) where QoS is used to prioritize for-
warding, mechanisms are needed at layer 2 to
read QoS during context initialization or from
compressed headers. Another alternative is that
the layer 2 frame needs its own “priority” field
whose values can be mapped to IP QoS values
prior to or during header compression. Other-
wise, all compressed headers will be treated as
the same priority — care is needed that once
header information is lost, QoS can potentially
be nullified. If the IP router implementing
IPHC is physically separated from the layer 2
radio (e.g., with Ethernet as with HNW or
NCW), the issue described above regarding
mapping QoS in some way to layer 2 also
includes a need to propagate QoS markings
over this link. In the case of Ethernet, this could
include the use of 802.1P class of service (CoS)
marking in an 802.1Q virtual LAN (VLAN)
header but would require the radio to support
802.1Q/P.

FRAGMENTED IP PACKETS

IP packets are fragmented when they are too
large to fit within one maximum transmission
unit (MTU) for a given link layer. One key factor
with IP fragments is that higher-layer headers
and/or extension headers are all in the first frag-
ment, while additional fragments contain only
data payload after the fragment header. As a
result, higher-layer and/or extension header data
in other than the first fragment cannot be exam-
ined to determine the proper packet stream for
the fragments. Furthermore, fragments may be
out of order at the compression point or take dif-
ferent routes through a network such that a com-
pressor cannot rely on seeing the first fragment
before other fragments. Consequently, RFC 2507
and ROHC do not compress IP fragments, not
even with an IP-only profile. The end result with
ROHC is that IP fragments may be sent with the
ROHC uncompressed profile, which actually
adds at least a one-byte ROHC header to each
fragment. Applications, systems, and networks
should therefore be configured to avoid fragmen-
tation whenever possible when IPHC is used.

RADIO-TO-ROUTER SEPARATION AND
HEADER COMPRESSION

There has been a big push in recent years to
physically separate the radio (one RF hop) func-
tionality from the router (multiple RF hops)
functionality. Because DoD tactical radios typi-
cally rely on IP headers to perform prioritiza-
tion, flow control, and so on, care should be
taken to either implement IPHC schemes on the
radio after these functions are performed, or
provide a mechanism to pass metadata with full
header information between the radio and the
router on a per packet basis.

HAIPE/IPSEC TUNNEL MODE AND
TRANSPORT MODE

RFC 2507 and ROHC both address the com-
pression of ESP/IP headers that represent the
ciphertext (CT), a.k.a. “black side,” of the
HAIPE or other IPSec device. The compression
of plaintext (PT), a.k.a. “red side,” IP headers
(including RTP, UDP, etc.) before HAIPE/IPSec
encapsulation in ESP is addressed specifically
for ROHC in RFCs 5856, 5857, and 5858. Future
HAIPE devices will highly likely support some of
the common header compression schemes. It is
important to note that because HAIPE also uses
padding to conceal the true length of the unen-
crypted payload to protect against traffic flow
analysis, the percentage traffic reduction
achieved by header compression is typically
lower than those not protected by HAIPE.

IANA has assigned the protocol number 142
to ROHC, so the “next-level” protocol field of
the ESP header would use 142 to indicate that
the next header is ROHC, as opposed to 4 if it
were tunneled IPv4 or 41 if it were tunneled
IPv6. Both RFC 5858 and the HAIPE IS 4.1.0
specification reference the use of protocol num-
ber 142 in the ESP header. There do not appear
to be any standards or other ongoing work relat-
ed to supporting IPHC other than ROHC over
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IPSec. Based on this, red-side header compres-
sion appears to be limited to ROHC and
requires compliant hardware/software.

PACKET SEGMENTATION
The segmentation protocol defined in ROHC
(RFCs 3095 and 4995) is inefficient and requires
in-order delivery of ROHC packets; ROHCv2
supports out-of-order delivery. ROHC segmenta-
tion is not intended to replace link layer segmen-
tation, which should be used when available and
needed. ROHC segmentation should only be
used for occasional packets with sizes larger than
the link layer can handle, assuming the link layer
will not segment the packets. This can occur with
some ROHC and ROHCv2 IR headers when
both ROHC-specific and most original IP header
info is sent. Ideally, applications would send
packet sizes that allow for worst-case ROHC
headers within the link layer’s MTU, or the link
layer would perform its own segmentation.

PROTOCOL VULNERABILITY
Stateful protocols that establish context map-
pings are potentially open to attacks. While the
ROHC specification [1] identifies potential
attacks, it explicitly mentions that an intruder
having the ability to inject arbitrary packets at
the link layer raises additional security issues
that dwarf header compression issues. Because
tactical edge networks often carry time-sensitive
information, attack mitigation techniques are
needed. Reference [11] quantifies the effects of
several potential ROHC attacks and suggests
several simple strategies such as adding authenti-
cation to critical headers (IR, FEEDBACK) to
protect context setup and maintenance.

CONCLUSION
Military networks connected to the GIG at the tac-
tical edge are increasingly constrained in available
bandwidth. The desire to move to an all-IPv6 infra-
structure exacerbates this issue. IP header compres-
sion is one method that can potentially increase
bandwidth efficiency at the tactical edge. Tradition-
al approaches in industry have focused on single-
hop networks, and build and maintain state/context
over the link. While effective for cellular networks,
tactical edge networks operate in a disconnected,
intermittent, low-bandwidth, and multihop environ-
ment. As a result, several special considerations
must be explored. In this article, we survey two
industry-backed IP header compression schemes:
Robust Header Compression (RFC 5225) and IP
Header Compression (RFC 2507`); and one exper-
imental scheme, MANET IP header compression
(MIPHC), identifying the strengths and weaknesses
of each protocol. Additionally, a review of several
potential issues and areas to address in integrating
IP header compression into existing DoD tactical
edge waveforms is given. Overall, IP header com-
pression techniques show promise in the overall
goal of reducing bandwidth consumption at the tac-
tical edge, but work is still needed to implement
and evaluate these on existing radio systems.
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INTRODUCTION

There is a growing interest in adopting commer-
cial off-the-shelf (COTS) hardware and software
technologies in military application environ-
ments, such as tactical edge networks (TENs)
[1]. In fact, the adoption of COTS technologies
enables reaping the benefits of economies of
scale, and facilitates and hastens the develop-
ment and deployment of complex distributed
applications by leveraging robust and widely
adopted standards and software components.

Legacy and COTS applications were (and
sometimes continue to be) developed using stan-
dards devised for wired Internet environments or
corporate networks, such as service oriented archi-
tectures (SOAs) and other web-inspired technolo-
gies, and TCP and UDP. When these applications
are deployed on TENs, their performance is sig-
nificantly degraded. In fact, the reliance on web
protocols results in excessive bandwidth utilization
in an environment where bandwidth is already
scarce. Reliance on TCP results in decreased
throughput, decreased bandwidth, and other fail-
ures such as connection resets.

In order to support the deployment and reuse
of COTS and legacy applications in tactical envi-
ronments, there is a need to develop solutions
that mediate between the communication seman-
tics required by the applications and those that
can be reasonably supported by TENs. More
specifically, the tactical scenario demands an
intelligent substrate that transparently captures
the data transmitted by the applications, manip-
ulates it to reduce its footprint, and remaps it
over TEN-specific communication solutions.

This article presents an analysis of the chal-
lenges in deploying COTS applications in TENs,
which motivated us to develop NetProxy, a state-
of-the-art solution explicitly designed to address
those issues. NetProxy was originally introduced
in [2], which focuses on technical aspects of the
tool such as its architecture and implementation,
and was later extended for the present work.
NetProxy is a component of the Agile Comput-
ing Middleware, a comprehensive communica-
tions solution we designed to support the
development of distributed applications for
TENs [3].

We note that while the performance and reli-
ability of COTS applications is also a relevant
issue with wireless and mobile ad hoc network
environments, its importance in TENs is much
more significant. As a result, we believe that this
is an interesting research area that could lead to
results with impact outside the military applica-
tion environment. We hope that this article will
attract the interest of researchers working in
wireless communications and stimulate them to
develop methodologies and solutions that push
forward the state of the art.

COTS APPLICATIONS AND SOAS IN
TACTICAL NETWORKS

The deployment of COTS and legacy applica-
tions in TENs presents many significant chal-
lenges related to the use of software
architectures and communication protocols that
are not suited for highly dynamic and unreliable
networking environments. More specifically, the
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most significant problems exhibited by COTS
applications originate from their reliance on
SOAs and TCP.

SOA-based applications typically adopt client-
server architectures with long-lived and (semi-) -
static bindings between software components. In
fact, while the fundamental building block of
SOAs is represented by short-lived operations,
that is, synchronous remote procedure calls
(RPCs), usually SOA-based clients exploit infor-
mation about server locations (e.g., obtained
from Web Services Description Language
[WSDL] documents) for several subsequent
requests, thus leading to a relatively tight and
brittle coupling between software components.
This model is perfectly appropriate for LANs or
wired Internet environments but that does not
match the resilience and adaptivity requirements
of TENs. In fact, applications running in TENs
must deal with frequent disconnections for mul-
tiple reasons (nodes might move and fall out of
communications range, networks may become
partitioned, client devices might need to be tem-
porarily shut down or stop network activity). In
addition, TEN applications often need to switch
to different service providers, exploiting new
resources (e.g., unmanned aerial vehicles,
UAVs) as they come in topological proximity
and, when possible, leveraging peer-to-peer
(P2P) architectures and/or local replicas of data
and services [3].

The coupling between components in SOA-
based applications can be loosened via the adop-
tion of enterprise message buses (EMBs) that
also reduce the risk of building stove-piped sys-
tems. However, the reliance on COTS messaging
systems and protocols results in applications that
fall short of matching the needs of TENs. In
fact, COTS solutions such as JGroups
(http://www.jgroups.org/) and Advanced Message
Queuing Protocol (AMQP)-based middleware
being proposed and adopted in TENs were not
designed to withstand temporary network dis-
connections between components without dis-
rupting service sessions or to support the
opportunistic exploitation of resources.

In addition, SOA-based technologies adopt
application protocols (e.g., HTTP) and middle-
ware that hinder the adoption of performance
optimizations such as request aggregation and/or
pipelining and reuse of trasport-layer connec-
tions. SOA-based applications also make heavy
use of verbose and bandwidth-expensive XML-
based data representation protocols that are an
excessive burden for TENs. 

The Marine Corps Systems Command’s
Marine Air Ground Task Force (MAGTF) Com-
mand & Control (C2) Systems & Applications
(SA) Service-Oriented Infrastructure (SOI) rep-
resents an illustrative example of how difficult it
is to run SOA-based applications in TENs. SOI
relies on the JBoss middleware and various
enterprise message buses. Applications typically
integrate with SOI using Apache Qpid, a cross-
platform Advanced Message Queuing Protocol
(AMQP)-based messaging middleware, convey-
ing all the messages over TCP. Therefore, when
running on a TEN, those applications will either
not function or provide poor performance when
communicating with SOI.

These considerations led to the development
of SOA-specific solutions, such as DSProxy [4],
that facilitate the deployment of SOA-based
COTS applications in TENs by operating as
adapters between the applications and military
grade store-and-forward communication solu-
tions, such as the X400-based STANAG 4406
messaging system, and techniques, e.g., request
optimization and distributed caching, that
improve the applications’ fault-tolerance and
performance.

However, while proxy-based adaptation has
proved to be a very effective technique for
enabling the deployment of SOA-based COTS
application in military environments, SOA-spe-
cific approaches present several significant draw-
backs. More specifically, SOA-specific adapters
such as DSProxy do not consider non-SOA-
based COTS and legacy applications and only
focus on the optimization of application-level
protocols. 

Instead, there is the opportunity to improve
the performance of COTS applications by apply-
ing communication optimization techniques that
operate contextually at both the application and
transport levels. This is particulary important in
COTS applications that perform long service
sessions and adopt transport-level communica-
tion semantics based on the reliable stream
model provided by TCP.

The reliable stream model is not compatible
with the “always exploit the best connection”
operational mode, which is a fundamental
requirement for TENs. In fact, nodes in a TEN
often have more than one communication link;
for example, a slow but reliable third generation
(3G) connection, a SATCOM connection that
may not work in bad weather, and/or a faster
local connection (e.g., to an airborne relay
node), which is not always available. To achieve
the best performance, applications (and the mid-
dleware) need to dynamically switch between the
available links to exploit the best connectivity.
However, TCP-based applications are not capa-
ble of dynamically switching service sessions
between different network interfaces, thus forc-
ing users to manually shut down service sessions
and restart them in order to take advantage of
faster (and cheaper) links when available. Note
that while similar issues are also actively studied
in Third Generation Project Partnership (3GPP)
networks [5], the need to always exploit the best
connection in TENs is an even more important
and complex issue due to the wide heterogeneity
of link types. 

In fact, the mismatch between the semantics
of transport-layer protocols on which COTS
applications are built and those that could be
reasonably provided over TENs also represents a
major issue. At the transport protocol level,
COTS applications leverage the semantics pro-
posed by commonly used protocols, such as TCP
and UDP, which provide reliable and sequenced
delivery of a stream of data and unreliable unse-
quenced delivery of messages, respectively.

TCP and similar protocols are also very inef-
ficient in highly dynamic environments such as
TENs. In fact, TCP implements a single first-in
first-out (FIFO) transmission queue and does
not enable applications to liberate the queue
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from stale data waiting for (re)transmission (an
operation that the stream-oriented nature of
TCP, which does not preserve the boundaries
between messages, would also make rather diffi-
cult to implement). In cases where the informa-
tion generation rate outpaces the network
capability, this limitation forces the transmission
of obsolete messages, significantly reducing the
applications’ goodput. The negative impact of
the TCP queuing model on latency is also well
recognized in wired Internet environments [6].
However, these issues are further exacerbated in
TEN applications by the time-sensitive and mul-
tiple-priority nature of traffic, and by the adop-
tion of peculiar and high-latency communication
solutions, such as tactical radio links with
DAMA modulation that implement two-party
communications over unidirectional links.

In addition, in wireless environments, TCP
implementations often misinterpret packet losses
(caused by higher channel error rate, medium
contention/collision, and/or node mobility) as
congestion symptoms and consequently trigger
congestion control mechanisms that significantly
reduce the transmission rate. This approach
leaves the wireless channel underutilized and
generates traffic flows with lower throughput
and higher latency than the network is actually
capable of delivering.

At the other end of the spectrum, UDP does
not provide reliability levels or flexible mecha-
nisms for group communications suited for TEN
communications. In fact, the best-effort delivery
semantics implemented by UDP places the bur-
den of ensuring the delivery of important mes-
sages on the applications, for instance by
implementing ad hoc retransmission schemes.
UDP broadcast communications are also inade-
quate as a basic mechanism for group communi-
cation in TENs, which instead call for
disruption-tolerant communication schemes.

The limitations of TCP and UDP have a
major impact on COTS and legacy tactical appli-
cations that typically leverage TCP for reliable
end-to-end communication and UDP for best
effort broadcast/multicast communications. An
example of these legacy applications is GeoChat,
a multi-user chat application that is part of the
Air Force Special Operations Command’s Bat-
tlefield Air Operations (BAO) Kit. GeoChat
uses TCP for file exchange, incurring relatively
frequent failures and low performance, and
UDP multicast for chat messages, incurring fre-
quent loss of messages.

Instead, TEN applications are better served
by communication solutions that provide a wider
range of delivery semantics, thus enabling the
differentiation of delivery mechanisms according
to the importance of the messages being trans-
mitted. In particular, reliable and sequenced
delivery (as provided by TCP) is very expensive
and should be used only when absolutely neces-
sary. The importance of providing customizable
delivery mechanisms in wireless environments is
widely recognized, as demonstrated by recent
research efforts on SCTP, which supports multi-
ple streams, multiple associations, and partial
reliability mechanisms [7]. In fact, state-of-the-
art TEN-specific communication solutions recog-
nize the need for smart buffer management and

go beyond the features provided by SCTP by
also enabling fine-grained control of message
delivery semantics and mobile service sessions
[1].

Finally, the limited bandwidth available for
communications in the tactical environment
requires applications to adopt communication
schemes that are as efficient as possible. Howev-
er, COTS applications were typically designed
for wired Internet environments with the
assumptions of having frequent and evenly dis-
tributed transmission opportunities and low
round-trip times. As a result, they often imple-
ment rather simple communications schemes
that do not adopt any optimization, for example,
by aggregating or parallelizing requests or
reusing already established connections for fol-
lowing requests [8]. These assumptions do not
hold in TENs, thus leading to very poor perfor-
mance results.

BRIDGING THE
IMPEDANCE MISMATCH

Running COTS applications on top of communi-
cation solutions specifically designed for TENs is
often impossible or impractical, as it requires
modifications to the applications’ source code.
Clearly, this approach cannot be applied to third
party or legacy software, because either the
applications’ source code is not available or the
required modifications would be too expensive.

Instead, an interesting approach relies on the
development of specific adaptation components
or middleware to enable the deployment of
COTS and legacy applications over TEN-specific
communication solutions. This approach follows
a school of research, dating as far back as 1995,
with proposals such as I-TCP [9], Mobile-TCP
[10], and the Remote Sockets Architecture [11],
which investigates proxy-based architectures to
address both the performance and mobility
issues TCP exhibits in wireless networks. More
recent proposals, such as A3 [12], suggest the
adoption of transparent proxies and sophisticat-
ed buffer and message management solutions to
accelerate TCP-based applications in wireless
environments.

Despite their interesting potential, so far
proxy-based solutions have mostly focused on
the application performance improvements
instead of the adaptation between different com-
munication models and/or protocols. In addition,
those solutions have received limited interest
from researchers, who instead have preferred to
focus on the development of new protocols or
wireless-friendly TCP implementations. Howev-
er, the deployment of COTS and legacy applica-
tions on TENs calls for an intelligent substrate
that lies between COTS applications and TEN-
specific communication solutions, thus making
proxy-based solutions a key technology to bridge
the impedance mismatch between these two soft-
ware layers.

More specifically, the adaptation substrate
should use proxy components to implement the
transparent remapping of traditional TCP- (or
UDP-) based communication semantics, adopted
by COTS applications, to TEN communication
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middleware, e.g., for information dissemination
or for mobile sessions support. At the receiver
side, another proxy instance should translate the
received data back to the applications through a
TCP- (or UDP-) based interface.

The proxy-based approach has the advantage
of being application-transparent. It works with
COTS applications without requiring any modifi-
cations and without breaking the expected TCP-
or UDP-based communication semantics. It also
does not leak any abstraction or concept of
TEN-specific communication solutions to the
higher software layers. By providing adaptation
features at the proxy level, all applications can
immediately benefit from the functions provided
by communication solutions explicitly designed
for TENs without any modification.

At the same time, the proxy-based approach
enables the realization of an adaptation sub-
strate that is both application-aware and net-
work-aware, which can therefore put in place
specific solutions to optimize communications
according to the specific COTS application
requirements (or semantics) and the current
operating conditions. For instance, for some
applications, it could leverage peer-to-peer
(P2P) communications or opportunistic informa-
tion dissemination solutions. For other applica-
tions, it could tailor the communications
according to the current state of the network,
prioritizing the transmission of essential mes-
sages and discarding (or deprioritizing) messages
of secondary importance according to the avail-
able bandwidth.

Therefore, the proxy-based approach repre-
sents a very effective solution that is particularly
well suited to support the deployment of COTS
and legacy applications in TENs.

THE AGILE COMPUTING
MIDDLEWARE NETPROXY SOLUTION

Following the approach described in the previ-
ous section, we designed NetProxy, a solution
that transparently intercepts any (TCP- or UDP-
based) network traffic generated by COTS appli-
cations, analyzes it, and conveys it over
point-to-point connections and/or point-to-multi-
point information dissemination channels pro-
vided by the Mockets and DisService
communication middlewares.

The Mockets middleware is a communication
solution explicitly designed to address the issues
that the standard communication protocols, such
as TCP and UDP, exhibit on TENs. Mockets
enables the smart management of transmission
buffers, allowing applications to exploit different
delivery semantics and transmission priorities for
different classes of messages, discard obsolete
data in the transmission queue, and so on. In
addition, Mockets supports session mobility and
dynamic service rebinding, and implements
mechanisms that monitor the current network
state and export that state to the applications,
enabling them to detect connection loss, monitor
network performance, and react accordingly
(e.g., by tailoring their quality of service, QoS).
Unlike TCP, the Mockets middleware does not
assume to operate over low-error-rate channels,

but implements an adaptable congestion control
mechanism that is specifically devised for the
challenges that are characteristic of the mobile
ad hoc environment. Additional details on the
improved performance of Mockets on TENs are
described in [1]. The challenge, addressed by the
NetProxy described in this article, is enabling
COTS and legacy applications to benefit from
Mockets without having to modify them.

DisService, on the other hand, is a P2P infor-
mation dissemination solution specifically
designed to support dynamic network topologies
and highly mobile nodes such as UAVs [3, 13].
DisService enables nodes to participate in multi-
ple groups of interest, which communicate
through independent information dissemination
channels (subscriptions), thereby supporting the
multiple patterns of data dissemination required
by tactical applications. DisService enables dis-
ruption-tolerant information dissemination and
relies on store-and-forward communications,
aggressive distributed data caching, and oppor-
tunistic resource (communications, storage, and
processing capacity) management to improve the
performance of the information dissemination
process. DisService also implements an adaptive
contact prediction mechanism that detects recur-
rent mobility patterns of highly dynamic nodes,
such as UAVs loitering over the battlefield, and
uses this knowledge to optimize the information
dissemination process.

Mockets and DisService represent comple-
mentary solutions that address a large number of
the communication requirements in TEN envi-
ronments. NetProxy, whose architecture is
depicted in Fig. 1, relies on Mockets and DisSer-
vice to provide COTS applications with commu-
nication solutions well suited for TENs. Mockets,
DisService, and NetProxy are components of the
Agile Computing Middleware.

More specifically, NetProxy operates trans-
parently to COTS applications by capturing their
TCP and UDP packets, extracting their payload,
processing the data according to the application-
specific traffic management configuration, and
handing them over to Mockets or DisService for
efficient delivery to the destination. At the
receiver side, another instance of NetProxy per-
forms the inverse task. NetProxy also supports
temporary disconnection, stream compression,
and network activity logging.

While the proxy-based approach introduces
some overhead, our experience demonstrates
that the performance gains stemming from more
efficient and target-appropriate protocols signifi-
cantly outweigh the computational burden and
lead to major performance improvements over-
all. In addition, NetProxy enables devising
sophisticated application-specific optimizations
that can improve the performance of COTS
applications even further.

CONVEYING COTS APPLICATIONS’ TRAFFIC
OVER TEN-SPECIFIC COMMUNICATION

SOLUTIONS

To optimize the performance of COTS applica-
tions on TENs, NetProxy provides traffic manip-
ulation functions and enables implementation of
user-defined policies for the smart management
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of traffic. This allows addressing the many
requirements COTS applications might have.

More specifically, users can configure Net-
Proxy with policies that target specific communi-
cations (e.g., depending on the type of traffic,
the protocol being utilized, or the source/desti-
nation addresses). Policies can be dynamically
updated at runtime, without stopping and
restarting running applications. This provides a
standard and centralized configuration point for
all the functionalities provided by NetProxy,
allowing for faster and easier management of
the communication flows in the network.

NetProxy supports many different traffic
manipulation functions. For instance, NetProxy
allows the forwarding of traffic over a Mockets
service session, a DisService subscription, or
both. This might be suited for COTS applica-
tions that issue notifications to a server, as it
helps to disseminate information to other nodes
that might be interested.

In addition, by leveraging the session mobility
feature provided by Mockets, NetProxy can
transparently rebind local service session end-
points to a different network interface, taking
advantage of faster (and cheaper) links when
available. This addresses the issues of deploy-
ment scenarios, commonly found in TENs, where
nodes have several links (e.g., SATCOM, 3G,
airborne relay, and/or Wi-Fi) and need to switch
between them to exploit the best possible con-
nectivity.

NetProxy also provides application-specific
mechanisms that significantly improve the appli-
cations’ robustness and performance through
relatively straightforward reconfigurations or
modifications. In fact, while for some applica-
tions the simple adoption of generic solutions
(e.g., standard data compression mechanisms)
will deliver significant performance improve-
ments, other applications might require specific
and more sophisticated schemes. 

NetProxy enables the performance opti-
mization of important applications through
the definition and implementation of applica-
tion-specific management policies/configura-
t ions and the development of  dedicated
acceleration plugins. Plugins have to provide a
set of rules that enable NetProxy to identify

the traffic belonging to the applications for
which they are designed and to implement a
simple callback interface that enables them to
integrate with the NetProxy traffic manipula-
tion function.

A particularly interesting optimization tech-
nique involves the adoption of application-spe-
cific transcoding and compression schemes. For
instance, it is often possible to reduce the size of
request and response messages of COTS appli-
cations that rely heavily on XML by switching to
more efficient data representation and docu-
ment format, such as JavaScript Object Notation
(JSON). In addition, compression of message
content before the actual transmission is often a
very effective way to reduce bandwidth con-
sumption. However, some applications cannot
adopt generic full-payload compression schemes.
This is especially true with HTTP-based applica-
tions that often have to traverse middleboxes
such as load balancers that operate on the
assumption that HTTP headers are readable and
quickly accessible. The adoption of generic com-
pression schemes would break these distributed
application setups, which instead call for applica-
tion- (or, more precisely, protocol-) specific
compression schemes. In addition, compression
schemes need to be deployed on a case by case
basis, as sometimes they might increase latency
and, with resource constrained clients, may be
computationally too expensive.

Another very compelling application-specific
optimization involves request optimization. By
developing application-specific plugins that
leverage knowledge about the communication
semantics of COTS applications, it is possible to
optimize the applications’ performance by
automating the transmission of requests that the
COTS application is likely to perform, or imple-
menting request desequencing/parallelization
schemes.

Application-specific plugins could also be
used to enhance the applications’ resilience and
fault tolerance. For instance, applicable plugins
could act as adapters that provide a more robust
service interface in front of existing services.
This could turn stateful interactions into a series
of idempotent operations, which are widely rec-
ognized as a fundamental tool to implement
resilient services [14].

In addition, NetProxy enables sophisticated
network-aware traffic management policies that
permit enforcing different delivery mechanisms
and priorities according to the specific type of
traffic and the current network condition. For
instance, if the quality of the communication
link degrades, NetProxy can be configured to
enforce reliable delivery only for critically impor-
tant messages while transmitting all the other
messages in a best effort fashion, or discarding
them after the expiration of the lifetime or maxi-
mum retransmission count attribute associated
with the messages. When the network conditions
improve, NetProxy might resume using reliable
delivery for each message that is transmitted.

Finally, NetProxy facilitates the reuse of
existing connections for multiplexing multiple
connections at the application level. While this
might seem a rather straightforward optimiza-
tion, in our experience it often leads to signifi-

Figure 1. NetProxy architecture and interface with applications and lower-level
communication solutions.

NetProxy

Mockets DisService

Application-
specific

transcodersDecision
making

COTS application

Network
state

Configuration
files

Configuration
managerQueue manager

TORTONESI_LAYOUT_Layout 1  9/27/13  10:37 AM  Page 70



IEEE Communications Magazine • October 2013 71

cant performance optimization, as demonstrated
by the first experiment presented in the next sec-
tion.

EXPERIMENTAL RESULTS
To demonstrate the effectiveness of proxy-based
solutions to support the deployment of COTS
applications in TENs, we present the results
obtained from two different experiments. The
experiments are designed to reproduce and illus-
trate common issues that COTS applications
exhibit in TENs.

To evaluate the performance of the combined
use of the NetProxy and Mockets middleware,
and to compare this solution to TCP, we ran the
experiments in an emulated environment, which
allowed us to reproduce the characteristics of a
TEN. More specifically, we used an enhanced
version of the Mobile Ad Hoc Network Emula-
tor (MANE) [15], a tool designed to reproduce
the characteristics of unreliable environments
such as TENs, to set up the connectivity between
the nodes involved in the testing.

The nodes are part of the NOMADS testbed,
which comprises 96 servers connected through a
100 Mb/s Ethernet LAN. The hardware configu-
ration of the machines consists of HP DL140
servers (Dual Xeon dual core CPUs at 3.06
GHz, with 4 Gbytes of RAM). MANE can con-
trol bandwidth, latency, and reliability for each
link, thus allowing the evaluation of different
systems and protocols in a reproducible, labora-
tory controlled environment. The reliability
parameter is based on the packet error rate
(PER); hence, a 90 percent reliability value is
equal to a 10 percent PER value.

For the first experiment, we wrote a simple
client application that generates an HTTP SOAP
request, sends it to a web server located on
another node of the testbed, and waits for the
response. The application was also responsible
for measuring the throughput. We kept the
bandwidth of the link stable at the value of 1
Mb/s throughout the experiment, while we con-
sidered the reliability values of 87, 90, 93, and 95
percent. We configured the client application to
repeat the request 50 times with the same link
conditions before we modified the configuration
of MANE to vary the reliability of the link.

Figure 2 shows the results obtained by run-
ning the experiment described above, connecting
client and server using TCP, TCP via NetProxy,
and Mockets via NetProxy. The higher through-
put achieved by Mockets and NetProxy clearly
stands out from the graph. It is also worth not-
ing that TCP via NetProxy performs better than
plain TCP. The reasons for this behavior are
manyfold. First of all, many standard SOAP
implementations, such as Apache Axis 2
(http://axis.apache.org/axis2/java/core/), by
default send every SOAP request using a sepa-
rate TCP connection. This means that a large
portion of the traffic is sent during the TCP slow
start phase, which significantly limits bandwidth
usage. This issue does not occur with NetProxy,
which multiplexes all the traffic directed to a sin-
gle node onto the same connection, reusing it
for following requests. Furthermore, NetProxy
has a buffering mechanism that allows the gener-

ation of larger TCP segments, thereby reducing
the protocol overhead.

Figure 3 shows the results obtained running
the same experiment after enabling the compres-
sion feature in NetProxy. We used Mockets via
NetProxy to send data between the two nodes
while varying the compression algorithm. The
figure shows that with compression enabled, we
could achieve a very high gain in the measured
throughput. This is due to the verbosity of the
HTTP and SOAP protocols, which can therefore
be compressed very efficiently. Despite the bet-
ter compression ratio of LZMA compared to
Zlib, the use of Zlib resulted in higher through-
put. This is due to the higher demands on com-
putational resources required by LZMA.

For the second experiment, we used Apache
Qpid (http://qpid.apache.org/) to build a basic
publish-subscribe architecture. Figure 4 pre-
sents the configuration we used for the experi-
ment. Two instances of Qpid (Qpid A and Qpid
B) were running on two different nodes of the
testbed, and two applications, a publisher and a
subscriber, were running on a third node. (The
publisher and subscriber were located on the
same machine to enable accurate time mea-
surements.) The subscriber registered itself to
Qpid B, while the publisher published messages

Figure 2. Measured throughput running the experiment with: a) TCP; b) TCP
via NetProxy; c) Mockets via NetProxy.
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Figure 3. Measured throughput running the experiment wih Mockets via Net-
Proxy and: a) compression disabled; b) Zlib compression; c) LZMA com-
pression.
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to Qpid A. To dispatch the published messages
to the subscriber, Qpid A was connected to
Qpid B. We configured the connections
between the publisher and subscriber applica-
tions and the relative Qpid instances to use
TCP over the 100 Mb/s Ethernet LAN provided
by the NOMADS testbed, while we used
MANE to configure the link between the two
nodes running the Qpid instances. The nodes
we used in this experiment were CentOS 6.2
Linux virtual machines (VMs), each VM run-
ning on an Ubuntu 8.04 LTS server. Again, we
fixed the link bandwidth to 1 Mb/s using
MANE, and then repeated the experiment with
the values 85, 90, and 95 percent for the link
reliability parameter. To collect the results, the
publisher published 10 copies of messages of
100, 256, and 512 kbytes for each reliability set-
ting, and then measured the throughput.

Figure 5 shows the results of the second
experiment. They are divided into three charts,
based on the message size, which graph the
average measured throughput. The results
demonstrate that while the performance of
both the solutions decreases with the decrease
of the link reliability, the decreasing trend of
TCP is much steeper than with NetProxy and
Mockets. Moreover, in almost all the tests, the
standard deviation measured when relying on
Mockets and NetProxy to connect the nodes
was lower than the standard deviation mea-
sured when TCP was used. The results also
show that the transport protocol implemented
by Mockets still has room for improvements
when employed over reliable links. However,
our past experience with the use of Mockets in
real TEN scenarios has always exhibited signifi-
cant improvements in terms of goodput, laten-
cy, and temporary connection disruption
tolerance when compared to traditional TCP-
based solutions. We found that the reason lay
in the relatively high number of packet retrans-
missions occurring during the experiments,
which corresponds to an average PER level
higher than 10 percent.

CONCLUSIONS

Proxy-based technologies represent an inter-
esting and very effective approach to enable
the  deployment  of  COTS appl icat ions  in
TENs. The potential of proxies in increasing
the  appl icat ions ’  robustness  and perfor -
mance is so significant that their adoption
deserves  to  be  inves t igated  beyond TEN
environments.

The diffusion of proxy-based technologies
could open up very interesting scenarios. First, it
could lead to a world in which SOA- and TCP-
based interfaces are perceived by developers as a
commodity. Applications will be built on top of
them and engineers will use proxies to deploy
those applications anywhere.

In addition, tools like NetProxy enable the
management of the security-related configura-
tion of several applications in a single place at
the proxy level. This facilitates the deploy-
ment of not secure-by-design COTS applica-
tions in security-critical environments such as
TENs. 

Proxy-based adapters could open the way for
experimental development tools for SOA-based
applications that automate application-specific
traffic management or that support the develop-
ment of dedicated plugins for proxy-based solu-
tions. For instance, such tools could leverage
additional (semantic) information inserted in
WSDL documents via annotation schemes. This
represents a very promising research direction
that we are planning to explore within the Net-
Proxy project in the near future.

We are also planning to test the NetProxy
dynamic (re-)configuration capabilities and to
evaluate its performance with additional com-
monly used COTS applications. These results
will be reported in future publications.
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he papers selected for this Series present various
standards that assist in meeting the explosive demand

for content delivery by efficient use of network resources. 
The first article, “Efficient HDTV and 3DTV Services

over DVB-T2 using Multiple PLPs with Layered Media,”
by Hellge et al., describes how DVB-T2 can be adapted
to the high transmission rates of future High Definition
TV (HDTV) services including three dimensional digital
TV (3DTV) services. The DVB-T2 standard from the
Digital Video Broadcasting (DVB) consortium is
designed to reuse the transmission infrastructure of the
first generation digital TV but improves throughput and
allocates the bandwidth and frequency resources in a
flexible manner [1].

IEEE 802.11ac, an amendment to IEEE 802.11n, is the
subject of the second article, by Bejarano et al., “IEEE
802.11ac: From Channelization to Multi-User MIMO.”
With IEEE 802.11n, the throughput is increased with
MIMO (multiple-input and multiple-output) technology to
allow the simultaneous operation of several antennas at
both the transmitter and receiver of a single station. This
increases the total network throughput to the gigabit
range. IEEE 802.11ac is expected to be ratified in 2014.

The third article, “IEEE 802.11af: A Standard for TV
White Space Spectrum Sharing,” by Adriana et al., comple-
ments an article published in the April 2013 issue [2].
Specifically, the article describes IEEE 802.11af, a stan-
dard framework for spectrum sharing among unlicensed
devices in the TV White Space (TWS).

Content delivery services have to meet strict require-
ments with respect to reliability, service availability, and
manageability. The 2013–2016 work program of the Inter-
national Telecommunication Union-Telecommunication
Standardization Sector (ITU-T) covers efficient content
delivery based on network virtualization, software defined
networking, and autonomic management. Many proposals

are currently being discussed such as enhanced NGNs
(Next Generation Network), NICE1 or Future Networks.
The fourth and final article, by Chae Sub Lee et al., “Stan-
dardization and Challenges of Smart Ubiquitous Networks
in ITU-T,” presents a Korean view called Smart Ubiqui-
tous Networks (SUNs). According to its designers, SUNs
are intended to support context-aware services through
adaptable traffic control and resource management and
can be the building block for scalable and reliable services.
It is useful to note that they share the same acronym with
Smart Utility Networks standardized in the IEEE 802.x
committees for deployment in TV white space [3], even
though they are conceptually different.

In closing, the editors would like to express their grati-
tude to the reviewers listed below in alphabetical order, for
their assistance in making the selections and for their gen-
erous advice to the prospective authors.
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INTRODUCTION

Digital Video Broadcasting — Second Genera-
tion Terrestrial (DVB-T2) [1] is the second gen-
eration digital terrestrial television technology
that offers higher spectral efficiency, robustness,
and flexibility than any previous digital terrestri-
al television system. DVB-T2 targets fixed and
portable receivers, and DVB-T2 lite targets
mobile reception [2]. One of the main character-
istics of DVB-T2 is the utilization of physical
layer pipes (PLPs), which enable service-specific
robustness within the same DVB-T2 channel.
Multiple PLPs allow adjusting the modulation,
forward error correction (FEC) code rate, and
time interleaving of each delivered service to
meet the target reception conditions. The usage
of the PLP concept for service-specific robust-
ness of fixed and mobile services with single-
layer video coding was analyzed in [3].

The multiple PLP feature of DVB-T2 fits

very nicely with the layered media extensions of
the H.264/AVC standard, known as scalable
video coding (SVC) [4] and multiview video cod-
ing (MVC) [5], or the upcoming scalable and 3D
extensions of the H.265/HEVC format [6]. The
combination of layered media formats with mul-
tiple PLPs presents great potential to achieve an
efficient and flexible provisioning of HDTV and
3DTV services in DVB-T2 systems. By transmit-
ting the base representation using a heavily pro-
tected PLP and the enhancement representation
in PLPs with less robustness but moderate/high
spectral efficiency, it is possible to provide high-
quality services over a reduced and typically
densely populated area, and provide standard
quality services over a wider area, as illustrated
in Fig. 1. The same approach can be implement-
ed by sending multiple representations of the
same source at the same time, which is referred
to as simulcast. Note that with simulcast, the
same content is sent several times at different
quality levels. That is, in contrast to SVC, simul-
casting does not remove the redundancy between
the quality levels since both streams are encoded
independent of each other. It must also be noted
that the simulcast solution does not allow seam-
less switching between the qualities, as a receiver
has to switch between the data PLPs. This leads
to service interruptions of several seconds due to
resynchronization to the new PLP, which is espe-
cially annoying in mobile reception where fre-
quent switching can be expected. The potential
of combining layered media formats with the
multiple PLP concept of DVB-T2 has been
shown in [7] by transmitting the media represen-
tations on different data PLPs. However, DVB-
T2 receivers are only capable of decoding a
single data PLP at a time [8], which makes such
an approach incompatible with existing receivers.

On the other side, DVB-T2 receivers are
able to process in parallel the common PLP,
which is conceived to carry common signaling
information shared by all  data PLPs. This
article proposes to transmit layered media
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over DVB-T2 making use of the common PLP.
Using the common PLP allows transmitting
one representation within such a PLP, while
the other representation(s) can be allocated
into a data PLP. The proposed approach fully
relies on existing DVB-T2 mechanisms for
MPEG-2 transport stream (TS) [9] splitting
and recombining as specified in DVB-T2 for
the separation and reconstruction of data to
be carried in the common and data PLPs. In
addition, the MPEG-2 TS standard provides
all required means for signaling dependencies
between the representations and hiding the
enhancement representation from receivers
only capable of processing the base represen-
tation.

The rest of the article is organized as follows.
We give an overview of layered video coding.
We discuss the transport of SVC and MVC over
MPEG-2 TS, and we highlight the multiple-PLP
feature of DVB-T2. We describe in detail the
proposed approach for combining layered media
with multiple PLPs of DVB-T2, and discuss dif-
ferent reception use cases and their influence on
receiver behavior. Furthermore, we show analyti-
cal results in a mobile and fixed deployment sce-
nario by comparing single-layer deployment with
SVC and simulcast. 

LAYERED VIDEO CODING
Layered video codecs such as SVC or MVC, or
the upcoming scalable and 3D extensions of the
H.265/HEVC format allow for extracting differ-
ent video representations from a single bit-
stream, where the different substreams are
referred to as representations or layers. The
base representation provides the lowest level of
quality and is an H.264/AVC- or H.265/HEVC-
compliant bitstream to ensure backward compat-
ibility with receivers, which are only capable of
decoding single-layer streams. Each additional
enhancement representation improves the video
quality. For simplicity, from now on the article
will focus on the transmission of SVC. However,
it should be noted that all use case evaluations
can be performed in the same way with MVC
and future layered extensions of HEVC. SVC
allows up to three different scalability dimen-
sions: temporal, spatial, and quality scalability.
SVC utilizes different temporal and inter-repre-
sentation prediction methods for gaining coding
efficiency while introducing dependencies
between the different representations. Due to
these dependencies, parts of the bitstream are
more important than others. A differentiation in
robustness is in general beneficial for the trans-
mission of layered codecs where the more impor-
tant base representation gets stronger protection
than the enhancement representations. 

MPEG-2 TS FOR SVC
The MPEG-2 TS provides a standardized format
for the transmission and storage of multimedia
data. TS inherently provides all required signal-
ing for real-time transmission, and is therefore
perfectly suited for unidirectional video transmis-
sion. TS is specified as the transport format for
DVB-T2 and is a widely used format in real

world implementations. The transport of SVC in
TS is specified by the latest amendments [9].

The key to transporting SVC over TS is the
distribution of the representations to different
Packet Elementary Stream (PES), which are
indicated by different Packet Identifier (PID)s
within the Program Map Table (PMT). Each
PID is associated with a StreamType, which indi-
cates the contained video profile. If the video
profile is unknown to the receiver, the related
TS is ignored. This allows for backward compati-
bility to legacy H.264/AVC-capable receivers,
which would only process the base representa-
tion of SVC. For deriving the dependencies
between the media representations, the Hierar-
chy Descriptor is used to indicate the linking
between the different representations.

Broadcast systems like DVB-T2 require input
formats with constant bit rate (CBR) to allow
synchronization of transmitter and receiver. In
order to achieve the CBR, so-called NULL pack-
ets are inserted at TS multiplex generation.
DVB-T2 allows removing the NULL packets
before transmission (NULL Packet Deletion)
and reinserting them after reception to avoid
wasting valuable bandwidth while preserving
compliance with the TS specification. Further-
more, this feature allows splitting of a full TS
multiplex into so called partial TS streams, while
keeping the bit rate of each partial TS constant. 

MULTIPLE PLPS IN DVB-T2
The key features of DVB-T2 for enabling
improved spectral efficiency are thoroughly dis-
cussed by Vangelista et al. [1]. One of the main
novelties of DVB-T2 is the introduction of PLPs
to provide service-specific robustness. The DVB-
T2 specification allows the constellation and
FEC code rate, referred to as modulation and
coding (MODCOD), as well as the time inter-
leaving duration to be assigned to each single
PLP. Both the allocated capacity and the robust-
ness of each PLP can be freely adjusted, such
that it is possible to accommodate multiple use
cases in the same frequency channel.

There are three types of PLPs: common
PLPs, data PLPs of type 1, and data PLPs of
type 2. The data PLPs are intended to carry the
actual T2 services. The common PLP is intended
to carry data that is shared between several ser-
vices, such as signaling, program guides, or
shared service components. The difference
between the two types of data PLPs is the possi-
bility of performing a feature known as sub-slic-
ing, which increases the time diversity.

Figure 1. Flexible provisioning of 3D services with MVC and 2D services with
SVC.

2D 3D HD SD

3D video Scalable video coding
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Several PLPs can form a group of PLPs,
which share one common PLP. Although the
common PLP was originally conceived to trans-
port common signaling data, it can be used to
deliver any type of data as long as the receiver
buffer model described in Annex C of the DVB-
T2 specification is fulfilled [10]. Note that com-
mon and data PLPs share the same buffer, and
the constraints for the receiver buffer model also
hold for the presented approach considering
shared usage of the buffer by common and data
PLP. This property can be used to efficiently
transmit layered video services with two PLPs
with differentiated protection, by defining one
PLP group with one single data PLP.

The DVB-T2 specification [8] states that
DVB-T2 receivers are only expected to decode
one single data PLP. However, they must be
able to decode up to two PLPs simultaneously
when receiving a single service: the data PLP
and its associated common PLP.

MULTIPLE-PLP DELIVERY FOR
LAYERED MEDIA IN DVB-T2

The key proposal of this article is to carry lay-
ered media in two different PLPs: a data PLP
and the associated common PLP inside a PLP
group, with each PLP group associated with only
a single data PLP. This way, the audio (A), base
layer (BL), and signaling (SI) data can be car-
ried in one PLP, and the enhancement layer in
the other PLP. This proposal admits both possi-
bilities for the allocation of the media layers into
either common or data PLPs. Considering that
the common PLP is mapped to the frame in the
same way as a type 1 PLP, it may benefit from
less time interleaving than the data PLP if sub-
slicing is employed. Therefore, it is recommend-
ed to use the data PLP to carry the A, BL, and
SI data with robust MODCOD, whereas the
common PLP carries only the EL data with less
robust MODCOD but higher spectral efficiency.
However, it should be noted that the option of
transmitting the A, BL, and SI in the common
PLP and the EL in the data PLP is also valid,
and the transmission procedure and mechanisms
explained here also apply to this option. In
either of the two approaches, the implementa-
tion is based on existing mechanisms in DVB-
T2, MPEG-2 TS, and SVC specifications.

The DVB-T2 standard [8] defines in its
Annex D a mechanism to separate the data to
be carried in the data PLP from the data carried
in the common PLP. This procedure consists of

a splitting of the original TS multiplex, an alloca-
tion of packets to the dedicated PLPs, and a
reconstruction of the original TS multiplex at the
receiver. When a TS multiplex reaches the input
of the DVB-T2 gateway, the TS multiplex is split
into one part going into a data PLP and the
other part going into the common PLP. The par-
tial streams are named transport stream partial
stream (TSPS) and TSPS common (TSPSC).
The information that is co-timed and identical in
all of them is extracted and copied into the
TSPSC at the same position. At the same time,
the extracted packets are substituted by NULL
packets in the corresponding TSPS. TSPSs and
TSPSC are co-timed and have exactly the same
bit rate, which is achieved by placing NULL
packets in the TSPSC in a position with no com-
mon data. The TSPSs are carried in data PLPs,
and the TSPSC is carried in a common PLP over
the DVB-T2 system. At the DVB-T2 receiver,
the original TS is reconstructed by doing a
recombination of the partial streams, replacing
the NULL packets in the TSPSs by the content
of the TSPSC at the same time positions.

This mechanism can easily be extended to the
representations of a layered media codec. Taking
the above-explained procedure as a basis and
adding a simple algorithm in the DVB-T2 gate-
way that extracts the representations by their cor-
responding PIDs, base representation packets
can be allocated into the TSPSC and enhance-
ment representation packets into TSPS, or vice
versa. The procedure of the generation of com-
mon and data PLP and the recombining at the
receiver is illustrated in Fig. 2. The most impor-
tant implementation aspects of the proposal in
both the transmission side (DVB-T2 gateway)
and reception side are explained in the following.

TRANSMITTER IMPLEMENTATION ASPECTS
MPEG-2 TS Stream Generation — The media
components of the service, A, BL, and EL, are
multiplexed together in a TS multiplex. For
being transmitted over DVB-T2, this TS multi-
plex needs to have CBR, which is achieved by
the use of NULL packets. There can be multiple
programs with multiple quality layers within a
single TS multiplex. The TS signaling contains
the PMT, which carries all the components and
their related PIDs.

Stream Type Assignation — According to the
MPEG-2 TS specification [9], each stream is
given a stream type, which defines the type of
MPEG-2 stream. Amendment 3 of this standard
includes the type SVC video substream, which in

IEEE Communications Magazine • October 201378

Figure 2. DVB-T2 specified splitting and recombining of input MPEG-2 TSs into a data PLP and a common PLP of a group of PLPs.
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this case is used for the enhancement layer. The
base layer is given the AVC stream type. This
establishes the relationship between the layers
and makes the enhancement layer invisible to
DVB-T2 legacy receivers not supporting SVC. 

Hierarchy Descriptor — The linking between
the base and the related enhancement layer is
given by the Hierarchy Descriptor, which is
defined in the MPEG-2 TS [9]. The Hierarchy
Descriptor gives information to identify the pro-
gram elements that contain components of hier-
archically coded audio or video. It allows
identifying the base layer as such, and provides
the hierarchical relation of the base layer with
the corresponding enhancement layer.

PLP Grouping — DVB-T2 allows bundling a
set of data PLPs into a group. Each group can
have one associated common PLP that carries
common information to all data PLPs. Each PLP
group is identified by a group ID, which links
the data PLP with its associated common PLP.
For the approach discussed within this article, a
PLP group with a single data PLP needs to be
built. In this way, each PLP group can carry one
or more layered video services.

Splitting of the MPEG-2 TS Multiplex at the
DVB-T2 Gateway — The TS multiplex is split
into two partial TSs as described in DVB-T2.
After the generation of the partial TS streams,
the DVB-T2 gateway identifies the SI, A, BL,
and EL packets. As previously explained, for the
data to be allocated in the corresponding PLPs,
the gateway replaces the A, BL, and SI packets
in the data PLP (TSPS) and the EL packets in
the common PLP (TSPSC) by NULL packets.

RECEIVER IMPLEMENTATION ASPECTS
Selection of the PLP Group — When receiv-
ing the incoming information, the DVB-T2
receiver will first select the PLP group to be
decoded. As previously mentioned, each group is
identified by a group ID and contains one asso-
ciated common PLP. The group ID is especially
important for the receiver when more than one
group of PLPs is present. In this case, it becomes
necessary to link the data PLP to be decoded
with the common PLP of the group to which it
belongs. By means of the group ID, the receiver
will identify the data PLP that must be merged
with the corresponding common PLP to recover
the desired original TS multiplex.

Service Decoding Steps and TS Recombin-
ing — When the DVB-T2 receiver has selected
the PLPs to be decoded, it first checks the PMT
to find the PID of the service to be decoded.
This table contains, for each program or service,
the audio and video elements that belong to that
service or program, as well as the PIDs of each
program element. Afterward, it will search the
rest of the service components among the PLPs
in the group, making use of the group ID again
to identify and access the rest of the PLPs in the
group. In the case of SVC, base and enhance-
ment layer packets will be given different PID
values within the PMT. In the decoding process,
the receiver identifies the dependencies among

layers with the previously described Hierarchy
Descriptor. Finally, it merges the partial TSs and
will forward the recovered TS multiplex to the
video decoder.

Transparency to H.264/AVC Receivers —
SVC, MVC, and their related transport format
are designed in such a way that the base layer
can be decoded by receivers that are only capa-
ble of decoding H.264/AVC. Such receivers are
not aware of the stream type of the enhance-
ment layer/view or the Hierarchy Descriptor,
and will ignore the related PIDs. They will only
process the BL with the related audio and sig-
naling. An SVC-capable receiver is able to pro-
cess both layers and receive the higher quality. 

In summary, this procedure allows the trans-
mission of SVC video services with differentiat-
ed robustness over DVB-T2 making use of the
already existing MPEG-2 TS and DVB-T2 mech-
anisms. It does not require any change in exist-
ing devices and networks, and is transparent to
current DVB-T2 receivers.

RECEPTION CONDITIONS: USE CASES
For the use case described here, it is assumed

that the data PLP carries the SVC base layer,
signaling, and audio, and the common PLP car-
ries the SVC enhancement layer. Once this is
defined, different reception situations can hap-
pen: receivers can correctly decode both data
and common PLPs, only the data PLP (the
robustness of the data PLP should be higher
than the common PLP), or none of them. If
both PLPs are correctly received, SVC receivers
can reproduce the service with the highest quali-
ty. It should be noted that terminals equipped
only with the H.264/AVC video codec cannot
make use of the information delivered via the
common PLP. They can only reproduce the con-
tent delivered in the data PLP, which is
H.264/AVC-compliant. Naturally, if only the
data PLP is correctly received, receivers can only
reproduce the H.264/AVC base layer of SVC. 

TS RECOMBINING WHEN ALL PLPS ARE
CORRECTLY RECEIVED

When both the data PLP and common PLP are
correctly received, DVB-T2 receivers should
reconstruct the original TS by recombining the
partial streams delivered by each PLP. It mainly
consists of replacing the NULL packets in the
TSPS by TS packets from the TSPSC at the same
time positions. Figure 3 illustrates this process.

TS RECOMBINING WHEN ONLY THE
DATA PLP IS CORRECTLY RECEIVED

If only the data PLP is correctly received, DVB-
T2 terminals cannot recover the full TS. Howev-
er, it is possible to produce a syntactically correct
TS based on the content delivered in the data
PLP. The receiver can reproduce the TS deliv-
ered in the data PLP, but not the TS delivered
in the common PLP. It is important to note that
the reception of an erroneous PLP is currently
not considered in the DVB-T2 implementation
guidelines [11]. These guidelines do not describe
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the behavior of the DVB-T2 receiver when one
of the PLPs contains errors. Currently, no expla-
nations are provided in the DVB-T2 specifica-
tion on how the recombination should be
performed when any of the PLPs turns out to be
erroneous. Therefore, the way it is implemented
depends on the manufacturer. 

SVC FOR FIXED AND
MOBILE SERVICES

One exemplary approach to analyze the perfor-
mance of SVC is to calculate the cost in number
of services that can be transmitted in a single
DVB-T2 channel. This cost depends on the
MODCOD settings of the scenario and the
media bit rate allocated to the different PLPs.
For this example two scenarios have been con-
sidered: one of them representing a typical fix-
reception use case (A), and the other one
belonging to a mobile reception scenario (B).
The MODCOD details for each of the scenarios
are shown in Table 1. In order to obtain a com-
parison, the number of transmitted services has

been calculated for SVC, simulcast, and single-
layer (SL) cases. An SL video is used as refer-
ence case with a bit rate of 8 Mb/s (e.g., 720p at
50 Hz) for fixed reception and 2 Mb/s (e.g.,
VGA at 25 Hz) for mobile reception, both sent
with the highest robustness. For the simulcast
case, the high-quality (HQ) stream has the same
bit rate and quality as the SL. The low-quality
(LQ) stream is aligned with the SVC LQ. For
the SVC case, coding penalties compared to SL
coding of 10 percent in the base and 10 percent
in the enhancement layer have been assumed as
similarly shown in [12]. Thus, SVC and simulcast
provide the same level of quality for HQ and LQ
reception.

The required bandwidth per service for given
MODCOD conditions and for a specific media
bit rate can be calculated as follows. For each
scenario, the spectral efficiency (bits per second
per Hertz) for the communication link is taken
from Table 44 of the DVB-T2 implementation
guideline [11] given for a fast Fourier transform
(FFT) size of 8000, a guard interval of 1/32, and
a channel bandwidth of 8 MHz. As Eq. 1 shows,
the bandwidth required by each SVC layer or
simulcast stream c in the channel is obtained
from the division of the stream bit rate Rb by the
spectral efficiency h of the PLP.

(1)

The total bandwidth occupation of each ser-
vice is obtained from the addition of the capacity
requirements of the layers or streams. Finally,
the number of services that can be transmitted
results from the division of the channel band-
width, 8 MHz, by the total bandwidth occupation. 

Table 1 shows, for exemplary service bit rates
and each use case, the required bandwidth per ser-
vice and the number of services that can be allocat-
ed within an 8 MHz channel. Already the simulcast
approach requires less bandwidth than SL, which
can be further reduced by the use of SVC. 

Figure 4 shows the number of additional ser-
vices that can be transmitted, with respect to the
SL case, for SVC and simulcast and for a range
of base layer ratios from 25 to 80 percent. As
can be seen from the results, the gain of SVC
and simulcast heavily depends on the base layer
ratio. The smaller the base layer or LQ stream,

η= ⎡
⎣⎢

⎤
⎦⎥

c Hz R bps
bps

Hz
[ ] [ ] /b

Figure 3. Recombining of a SVC MPEG-2 TS with SVC enhancement layer delivered in the common PLP
and base layer in the data PLP.
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Figure 4. Number of additional services compared to single-layer transmission
for scenarios A and B for simulcast (without seamless switching) and SVC
(with seamless switching).
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the higher the gain compared to SL. There is
still a gain with 65 percent base layer ratio,
which is expected to provide a sufficient quality
for the LQ case. Comparing SVC with simulcast,
the gain of SVC increases with a higher base
layer or LQ ratio, which is obvious due to simul-
cast needs to transmit the full bit rate for the
LQ stream.

SUMMARY
The combination of layered media codecs with
multiple PLPs in DVB-T2 enables flexible and
cost-efficient delivery of high-quality HDTV and
3DTV services. This article describes how to
deliver layered media over DVB-T2 using multi-
ple PLPs. The key is to use the common PLP to
deliver one representation of the layered media
stream, and transmit the second representations
of the layered media stream in a data PLP. The
proposed approach is fully compliant with the
DVB-T2 specification. However, it needs to be
noted that the behavior of legacy DVB-T2
receivers is not strictly defined in the case where
one PLP cannot be decoded. Therefore, it
depends on the receiver implementations how
the more robust PLP is treated in such a situa-
tion. In general, the approach shows that multi-
PLP delivery of data, which is already a feature

of DVB-NGH, is also possible in DVB-T2 by
means of the common PLP. 
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INTRODUCTION

Mobile data traffic is projected to experience an
18-fold increase between 2011 and 2016 due to
the growth of mobile subscribers and bandwidth
demands to support data-hungry applications [1].
Consequently, there is a need for devices and
standards capable of coping with the next-gener-
ation mobile networks, which will require very
high data rates to sustain video, voice, live gam-
ing, and augmented reality applications, among
others. To this end, the IEEE 802.11ac Task
Group (TGac) is working on an amendment that
has the goal of reaching maximum aggregate
network throughputs of at least 1 Gb/s on bands
below 6 GHz, excluding the 2.4 GHz band. In
particular, the standard envisions a maximum
medium access control (MAC) throughput of at
least 500 Mb/s for a single user, and at least 1
Gb/s in the case of multiple users. This repre-
sents an increase of five times the maximum
achievable rate (per user) compared to the pre-
vious amendment, 802.11n [2]. In contrast to all
previous amendments of the 802.11 standard,
802.11ac is aimed at improving total network
throughput as well as individual link perfor-
mance [3]. Due to the significant rate increase
achieved by 802.11ac, the term very high
throughput (VHT) is also used in reference to
this new amendment. In Table 1 we present a
summary of the evolution of the 802.11 standard
by comparing some of the main characteristics of
each generation. The table shows differences
between 802.11b, a, g, n, and ac.

Several modifications have been proposed in
order to reach gigabit throughput rates. In this
article we explore the different features and
enhancements that differentiate 802.11ac from
previous standards. More specifically, we
describe the key modifications to both the physi-
cal layer (PHY) and MAC. While many of the

specifications of 802.11n have been kept for
802.11ac (e.g., static and dynamic channel bond-
ing and simultaneous data streams), these have
been enhanced to allow support for wider chan-
nels as well as more data streams, among others.

The two main features that allow 802.11ac to
achieve gigabit transmission rates are:
• Static and dynamic channel bonding
• Multi-user multiple-input multiple-output

(MU-MIMO)
To enable these two features, substantial

modifications are required at the PHY. For the
most part, at the MAC level, the proposed
changes are needed to guarantee compatibility
with the modified PHY. More specifically, key
features proposed in the 802.11ac amendment
include the following [4].

Mandatory support for 20, 40, and 80 MHz
channels, and optional support for 160 MHz as
well as 80 + 80 MHz channel widths (contiguous
and non-contiguous, respectively). Additionally,
it proposes a request to send/clear to send
(RTS/CTS) mechanism for both static and
dynamic bandwidth reservation [4].

802.11ac introduces MU-MIMO by proposing
a unique explicit feedback protocol that enables
transmit beamforming. This is in contrast to pre-
vious standards, where different single-user
beamforming methods were introduced, but
none of them were mandated for certification.
This led to lack of interoperability among differ-
ent manufacturers. Moreover, the number of
spatial streams is increased from four in 802.11n
to eight in 802.11ac.

In terms of modulation and coding schemes,
802.11ac mandates single spatial stream modula-
tion of up to 64-quadrature amplitude modula-
tion (QAM) with 5/6 coding rate, and binary
convolutional coding. It also allows higher con-
stellation density (256-QAM with 3/4 and 5/6
coding rate), and the use of space-time block
coding (STBC) and low density parity check cod-
ing (LDPC) as options. Moreover, the standard
specifies the use of different frame aggregation
schemes. In particular, it proposes mandatory
use of frame aggregation to increase channel uti-
lization and MAC efficiency. 

The 802.11ac amendment is being developed
to address different types of usage models. The
main categories are wireless display, in-home
distribution of HDTV and other content, rapid
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upload and download of large files to/from
servers, backhaul traffic, campus and auditorium
deployments, and manufacturing floor automa-
tion [5]. Notice that 802.11ac stations are com-
patible with legacy devices. That is, the new
amendment defines features in addition to
802.11n, which means that an 802.11ac conform-
ing station can also support all the mandatory
features defined in 802.11n. 

In this article we assume the reader is famil-
iar with the 802.11 standard; otherwise, we sug-
gest first looking into [6].

CHANNELIZATION
One of the most important enhancements to the
802.11ac amendment is the support for wider
channels as well as both static and dynamic
channel access. We dedicate this section to
describing these 802.11ac features.

CHANNEL WIDTHS SUPPORTED
The amendment mandates that all devices sup-
port 20, 40, and 80 MHz channels. In addition, it
provides optional support for operation on 160
MHz channels. 80 and 160 MHz can be formed
by a combination of two adjacent non-overlap-
ping 40 and 80 MHz channels, respectively. The
amendment also specifies that two non-adjacent
80 MHz channels can be used to form a 160
MHz one. More important, a device operating
on non-contiguous 80 + 80 MHz should be capa-
ble of communicating with devices operating on
contiguous 160 MHz if the former segments are
placed in frequency to match the tone allocation
of the latter case. In Fig. 1 we show the channel
allocation for the U.S. region.

PRIMARY AND SECONDARY SUBCHANNELS
Similar to 802.11n, channels consisting of 40
MHz or wider always require a primary 20 MHz
wide subchannel. Additionally, 80 MHz channels

have a primary 40 MHz (which includes the pri-
mary 20 MHz) subchannel and a secondary 40
MHz subchannel. The same applies to 160 MHz
and 80 + 80 MHz channels, which consist of pri-
mary and secondary 80 MHz subchannels. In
Fig. 2 we depict this relationship between the
primary and secondary subchannels based on the
different bandwidth options. 

In all cases, the primary suchannel is used for
carrier sensing in order to guarantee that no
other device is transmitting. The presence of the
20 MHz primary subchannel is also necessary to
guarantee coexistence and backward compatibili-
ty with legacy 802.11 devices. Only the primary
subchannel performs full clear channel assess-
ment (CCA), which involves packet detection
starting with the preamble. In contrast, the sec-
ondary subchannel is not required to perform
full CCA.

The CCA sensitivity of the primary sub-
channel is –82 dBm for a valid 802.11 20 MHz
signal, –79 dBm for a valid 802.11 40 MHz
signal, –76 dBm for a valid 80 MHz signal,
and –73 dBm for a valid 160 MHz one. On
the other hand, for the secondary subchannel
the sensitivity was improved from –62 dBm
to –72 dBm for both 20 and 40 MHz chan-
nels, compared to 802.11n (and –69 dBm for
80 MHz channels) .  According to  [7] ,  an

Figure 1. Channel allocation in the United States [7].
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Table 1. Comparison of IEEE802.11 standards.

Feature/IEEE standard 802.11b 802.11g/a 802.11n 802.11ac

Maximum data rate per
stream (Mb/s) 11 54 >100 >500 (Assuming 80 MHz

channels)

Frequency band 2.4 GHz 2.4 GHz/5 GHz 2.4 GHz and 5 GHz 5 GHz

Channel width (MHz) 20 20/20 20 and 40 (40 is
optional)

20,40,80, 160, and 80+80
(last two are optional)

Antenna technology Single-input single-
output (SISO) SISO Multiple-Input Multi-

ple-Output (MIMO) MIMO/MU-MIMO

Transmission technique
Direct sequence
spread spectrum
(DSSS)

DSSS and orthogonal fre-
quency-division multiplex-
ing (OFDM)

OFDM OFDM

Maximum number of
spatial streams 1 1 4 8

Beamforming-capable No No Yes Yes

Date ratified by IEEE 1999 2003/1999 2009 Expected 2014

BEJARANO_LAYOUT_Layout 1  9/27/13  11:41 AM  Page 85



IEEE Communications Magazine • October 201386

802.11ac device should detect whether the
primary subchannel is busy within 4 ms with a
probability greater than 90 percent . In con-
trast, on the secondary subchannel the device
has up to 25 ms to detect if it is busy with the
same probability.

STATIC AND DYNAMIC CHANNEL ACCESS
IEEE 802.11ac extends the channel access poli-
cies proposed in 802.11n to the case of 80 and
160 MHz channels. In order for an 802.11ac sta-
tion to be able to transmit an 80 MHz PHY con-
vergence procedure protocol data unit (PPDU),
two conditions must be true:
• The primary channel follows enhanced dis-

tributed channel access (EDCA) rules, so it
needs to be idle for distributed coordina-
tion function inter-framing spacing (DIFS)
plus the backoff counter duration.

• All three secondary subchannels must have
been idle for a duration of point coordina-
tion function inter-framing spacing (PIFS)
immediately preceding the expiration of the
backoff counter [4].
Should any of the secondary subchannels be

busy, the station can follow either static or
dynamic channel access rules as dictated in
802.11n:
• Static channel access: Consider an 802.11ac

station trying to transmit on 80 MHz. If the
secondary subchannel is busy, the station
will choose a random backoff period within
the current contention window size to
restart the contention process and continue
to attempt only until no interferer is pre-
sent in any of the subchannels. Notice that
with a large number of legacy stations, the
probability of accessing the medium with
such a wide channel will be diminished.

• Dynamic channel access: The 802.11ac sta-
tion may attempt to transmit over a nar-
rower channel using 20 or 40 MHz instead.
This will depend on each subchannel’s
CCA. This is clearly a more flexible
approach, which allows for more efficient
resource allocation because the station can
still transmit over a fraction of the original
bandwidth. All transmissions always have to
include the primary channel in order to
inform the receiver of which channels the
transmitter will use [8].

IMPLICATIONS OF
CHANNELIZATION RULES ON THE MAC

Subchannel collisions can occur due to the sensi-
tivity level of the secondary subchannel being
higher than that of the primary. Consider the
scenario where a legacy 802.11a/n station trans-
mits on a 20 MHz channel, and an 802.11ac sta-
tion transmits on an 80 MHz one. If the legacy
device’s transmission takes place on one of the
secondary subchannels of the 802.11ac station,
and has a sensitivity between –82 and –72 dBm,
the 802.11ac station will determine that the sec-
ondary subchannel is idle and transmit an 80
MHz signal, which in turn may collide with the
transmission of the legacy device.

In 802.11ac, primary and secondary subchan-
nels have different rules for setting the network
allocation vector (NAV); specifically, when a sta-
tion that is not the intended receiver overhears a
packet in the primary subchannel, it is decoded
and, based on the MAC header, the NAV set-
ting is updated in order for that station to defer
its transmission. In contrast, for wider channels,
if the reception occurred on the secondary sub-
channel, the device is not required to set the
NAV [4]. This means that unless the physical
carrier sensing mechanism is able to detect an
ongoing transmission on a secondary channel, a
transmission on that same channel may lead to a
collision.

RTS/CTS MECHANISM ENHANCED
If an 802.11ac access point (AP) is nearby other
legacy APs, it is possible that the 20 MHz prima-
ry channel of any of the latter ones is anywhere
within 80 or 160 MHz of the former one. This
means that the different APs and their clients
can transmit at overlapping times on different
subchannels, thus leading to collisions or defer-
rals [9].

To overcome this problem, 802.11ac defines a
handshake to properly handle both static and
dynamic channel allocation. This handshake con-
sists of a modified RTS/CTS mechanism that
provides information about the current amount
of available bandwidth. We show how the
enhanced RTS/CTS protocol works with the fol-
lowing example (depicted in Fig. 3) [9]: Consider
a scenario in which an initiating AP wants to
transmit data to an associated client through an
80 MHz channel. The AP first checks if the
channel is idle. If it is, it transmits multiple RTS
in the 802.11a PPDU format (one RTS for each
20 MHz subchannel). Therefore, it is expected
that every nearby device (legacy or 802.11ac) can
receive an RTS on its primary channel. Each of
these devices then sets its NAV. Before a client
replies with a CTS, it checks if any of the sub-
channels in the 80 MHz band is busy. The client
only replies with a CTS on those subchannels
that are idle, and reports the total bandwidth of
the replicated CTS. As with the RTS, the CTS is
sent in an 802.11a PPDU format and is replicat-
ed across the different 20 MHz subchannels that
are idle. 

Notice in Fig. 3 the two different cases. In
Fig. 3a no interference is present at either the
initiating AP or its client. On the other hand, in
Fig. 3b a nearby AP is already transmitting

Figure 2. Primary and secondary channel selection [4].
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before the initiating AP starts; however, it is
only interfering with the client. Therefore, the
client has to inform the AP by replying with a
CTS only on the idle subchannels. 

ENABLING MULTIPLE DATA STREAMS
VIA DOWNLINK MIMO

MIMO was first introduced to the IEEE 802.11
standards with the 802.11n amendment [2]. This
technique consists of a physical layer scheme
where both the transmitter and the receiver
employ multiple antennas. The 802.11n standard
supports a maximum of four MIMO streams
that can serve a single user at a time (a tech-
nique known as single-user MIMO, SU-MIMO)
with spatial multiplexing of up to four spatial
streams. In contrast, 802.11ac is the first 802.11
amendment to introduce multi-user MIMO to
serve multiple stations simultaneously. More-
over, it increases the number of streams allowed
for SU-MIMO from four to eight. We dedicate
this section to providing a brief introduction to
these two techniques, which are supported by
802.11ac. It is important to mention that the
implementation of MU-MIMO and a technique
we explore in a later section, known as transmit
beamforming, are necessary to achieve the maxi-
mum throughput gains targeted by 802.11ac.
Notice that the amendment supports SU-MIMO
for both uplink and downlink, but only downlink
MU-MIMO is supported.

SINGLE-USER MIMO
SU-MIMO exploits the presence of multiple
transmit and receive antennas to improve both
the capacity and the reliability of a transmission.
By using space-time codes, an SU-MIMO system

provides diversity gains, thus increasing reliabili-
ty. On the other hand, by transmitting different
information on different streams, it can provide
significant multiplexing gains, thus increasing
link capacity [10]. This scheme is depicted in Fig.
4a. Observe that a multi-antenna station commu-
nicates with a single user at a time. That is,
transmissions to different users are orthogonal
in time as in time-division multiple access
(TDMA).

MULTI-USER MIMO
MU-MIMO is defined by the standard as a
“technique where multiple stations, each with
potentially multiple antennas, transmit and/or
receiver independent data streams simultaneous-
ly [4].” That is, MU-MIMO allows stations hav-
ing multiple antennas to transmit several data
streams to multiple users at the same time over
the same frequency channel. For example, if an
AP has four antennas, it can serve four single-
antenna users at a time, or two users each hav-
ing two antennas by sending up to one stream
per receiving antenna (over the same frequency).
In Fig. 4b we illustrate the basic idea behind
MU-MIMO. Notice that the AP can serve sever-
al single- or multi-antenna users simultaneously.
Ideally, the number of simultaneous data streams
enabled by MU-MIMO techniques is only con-
strained by the minimum number of antennas at
either the AP or the receiver side (e.g., observe
in Fig. 4b that although there are five potential
receiving antennas distributed among three dif-
ferent users, the AP has only four antennas for
transmission).

In multi-user mode, the 802.11ac amendment
supports up to four streams serving four differ-
ent users simultaneously, or up to four streams
per single user. Furthermore, the amendment

Figure 3. Enhanced RTS/CTS mechanism [9]: a) no interference case; b) interference case.
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specifies support for a different modulation and
coding rate for each station being served in a
downlink MU-MIMO transmission. 

An MU-MIMO transmitting station requires
knowledge of the channel state information
(CSI) by all users in order to decrease the
amount of inter-user interference generated by
the multiple simultaneous streams. To achieve
this, most existing approaches use a combination
of strategies such as feedback, where the trans-
mitting station obtains a measure of the CSI,
and data precoding, where that information is
used to perform inter-user interference cancella-
tion at the transmitter side. 802.11ac specifies a
single compressed beamforming method that
relies on the use of explicit feedback to imple-
ment MU-MIMO (a technique known as MU-
beamforming).

TRANSMIT BEAMFORMING
IEEE 802.11ac specifies a unique transmit
beamforming method based on explicit feedback
to enable both SU- and MU-MIMO. In particu-
lar, beamforming allows a station to transmit
multiple simultaneous data streams to a single
user or multiple users. Different beamforming
methods were introduced in 802.11n, but none
of them were mandated for certification, which
led to the development of multiple non-interop-
erable techniques by several chipset manufac-
turers [11]. As a consequence, the 802.11ac
draft now defines a unique feedback protocol to
guarantee interoperability between different
beamforming implementations by different
manufacturers. Although the sounding protocol
proposed in 802.11ac closely resembles the
explicit compressed feedback method proposed in
802.11n, it is not backward compatible with
802.11n devices [9].

In general, SU- and MU-MIMO beamform-
ing techniques are employed by transmitting sta-
tions to steer signals based on knowledge of the
channel in order to improve reception of PPDUs
at a receiver. As the name indicates, in SU-
MIMO beamforming, the different spatial
streams transmitted are received at only one sta-
tion. On the other hand, MU-MIMO beamform-
ing implies division of the space-time streams
among several receiving stations.

Beamforming is directly enabled by the sup-
port of sounding. Sounding is the term used to
denote the process performed by the transmitter
(e.g., the AP in a downlink transmission) to
acquire CSI from each user by sending training
symbols and waiting for the receivers to provide
explicit feedback containing a measure of the
channel. This feedback is then used to create a
weight or steering matrix that will be used to pre-
code the data transmission by creating a set of
steered beams to optimize reception at one or
multiple receivers. The station sounding the
channel and transmitting data using a steering
matrix is known as the 802.11ac beamformer
(VHT beamformer). On the other hand, the
served 802.11ac station replying with the feed-
back is called the VHT beamformee. In Fig. 4b
we illustrate the concept of MU-beamforming.
Observe that a multi-antenna AP serves a set of
users by forming various beams, each transmit-
ting a different data stream.

Explicit Beamforming Feedback in 802.11ac
[4] — Every time a steering matrix is computed
from new channel measurements, the current
steering matrix is replaced for the next data
transmission. With this method, a beamformee
generates and replies to a predefined channel
sounding packet with a compressed beamform-
ing feedback matrix in the form of angles quan-
tized according to [4]. The number of bits used
for quantization is chosen by the beamformee
based on the indication given by the beamformer
of whether the feedback is for an SU-MIMO or
MU-MIMO transmission. Notice that the
method the beamformer uses to calculate the
steering matrix is implementation specific and is
not defined by the standard.

Protocol Description — The beamforming
protocol proposed for 802.11ac works as fol-
lows. Before every beamformed transmission,
the beamformer transmits a VHT null data
packet announcement (NDPA) frame that con-
tains the addresses of the transmitter (AP) and
the set of beamformees, as well as a sequence
number that identifies the VHT NDP announce-
ment. The main purpose of this announcement
is to notify the receive station that it should be
ready to prepare a beamforming report frame.
After a short inter-frame space (SIFS), the AP
transmits a VHT NDP frame in order to sound
the channel. Based on the NDP frame, the sta-
tion will prepare the information that will be
carried by the beamforming report. The VHT
NDP frame has the same format as the VHT
PPDU but does not include a data field. There-
fore, the targeted receptors only use a preamble
to measure the channel between the AP and
themselves. 

Figure 4. Different MIMO concepts: a) SU-MIMO beamforming; b) downlink
MU-MIMO beamforming.
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More specifically, upon reception of the VHT
NDP frame, each beamformee removes the
space-time stream cyclic shift diversity (CSD)
applied to the signals transmitted. The CSD con-
sists of a signal shaping technique where differ-
ent phase shifts are applied to the same signal
across different transmit chains. After removing
the CSD, the targeted beamformees are required
to reply with a VHT compressed beamforming
frame. The first intended station replies immedi-
ately, whereas the others have to wait to be
polled by the AP (using a beamforming report
poll). The most relevant information carried by
the VHT compressed beamforming frame is the
following:
• The VHT MIMO control field, which con-

tains the dimensions of the matrix, an indi-
cator of the width of the channel in which
the measurements used to create the feed-
back matrix were taken, and information
indicating the size of the codebook entries

• The VHT compressed beamforming report
containing the compressed beamforming
feedback matrix in the form of two angles,
as well as the signal-to-noise ratio (SNR) of
each space-time stream averaged over all
subcarriers used

• The MU exclusive beamforming report carry-
ing explicit information used by a multi-
user beamformer in order to create the
steering matrices
Notice that when transmitting a VHT NDP

announcement frame with multiple stations as
destinations (contrary to SU-MIMO, where only
one station is served at a time), beamforming
report poll frames need to be transmitted in
order to retrieve a compressed beamforming
report from each of the stations. In Fig. 5 we
present an example of the VHT sounding proto-
col used when the AP deals with more than one
VHT beamformee. In terms of power, regulation
limits the transmit power based on the number
of antennas used at the transmitter; therefore,
transmit beamforming does not increase the
maximum distance range [11]. 

The implementation of transmit beamforming
is optional in the 802.11ac standard [9].

OTHER PHY AND MAC
ENHANCEMENTS

Other modifications to the PHY and MAC have
been proposed in the 802.11ac amendment. In
this section we present three of the most rele-
vant changes.

HIGHER ORDER MODULATION

The modulation and coding scheme (MCS)
determines the modulation and coding used to
transmit the data portion of the PPDU. At the
PHY, the amendment includes mandatory sup-
port for binary phase shift keying (BPSK), qua-
ternary PSK (QPSK), 16-QAM, and 64-QAM
modulation schemes (thus keeping the same
modulation, interleaving, and coding architec-
ture of 802.11n), plus two additional (and option-
al) 256-QAM with 3/4 and 5/6 coding rates.
IEEE 802.11n allows the use of unequal modula-
tions; that is, a single user can receive at one
MCS in one stream and at a different one in
another stream [7]. In contrast, 802.11ac only
supports unequal modulation in the multi-user
case, not for a single user.

The use of a particular MCS is dependent on
a combination of the channel bandwidth used
for the data transmission as well as the number
of spatial streams. While most channel band-
width options can support the highest MCS (i.e.,
256-QAM), these are not valid for a certain spe-
cific number of spatial streams. Notice that some
MCSs are not valid due to the fact that some of
the parameters such as the number of data bits
per symbol need to be integers, and for certain
coding rates this is not feasible. For a complete
list of the different supported combinations and
the parameters for each MCS, refer to [4]. 

CODING TECHNIQUES
Forward error correction (FEC) is enabled in
802.11ac. Two different schemes are proposed
for this. The first one is binary convolutional
coding (BCC), and it is mandatory. On the other
hand, LDPC coding is optional. FEC is used by
802.11ac with a coding rate of 1/2, 2/3, 3/4, or
5/6. Furthermore, STBC is also an optional fea-
ture of the amendment. Compared to 802.11n,
the new standard proposes fewer modes that
only include 2 × 1, 4 × 2, and also 3 × 2 and 4 ×
3 as extension modes [9]. Each different mode
corresponds to a different combination of trans-
mitting and receiving antennas. For example, a 4
× 2 STBC mode indicates that four antennas are
used at the transmitter, whereas only two are
used on the receiver side. 

FRAME AGGREGATION
At the MAC, the standard specifies the use of
different frame aggregation schemes, and capa-
bility negotiations to indicate channel width, for
example, as well as VHT frame formats to
enable the operation of the new PHY enhance-
ments. In particular, it proposes mandatory use

Figure 5. Sounding protocol with multiple beamformees [4].
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of frame aggregation via an aggregate-MAC
PDU (A-MPDU), which was introduced in
802.11n. A-MPDUs are enhanced in 802.11ac by
increasing their size, thus packing several
MPDUs within a single PPDU. This in turn
increases channel utilization and MAC efficiency.

CONCLUSION
In this article we present a detailed description
of what we consider are the most important
enhancements proposed in the 802.11ac amend-
ment. These modifications are key to attaining
the performance gains dictated by this new
amendment. We identify the changes to the
channelization techniques as well as the MU-
MIMO capabilities as the paramount strategies
for reaching gigabit wireless transmissions.
Moreover, we present a comparison of the capa-
bilities of 802.11ac stations with those of legacy
devices.
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INTRODUCTION

White spaces are unused spectrum resources
at specific times and locations that can be
exploited through spectrum sharing. TV white
space (TVWS) exists  in the broadcast  TV
operating frequencies known as the VHF/UHF
band, specifically ranging from 470–790 MHz
in Europe [1, 2] and non-continuous 54–698
MHz in the United States [3]. The existence of
TVWS enables spectrum sharing among unli-
censed white space devices (WSDs) and
licensed protected users of the TVWS band.
The TVWS band is currently used by a large
variety of licensed protected services, such as
terrestrial TV broadcast services, and program
making and special event (PMSE) users. Some
of the licensed services have resided in this
band for nearly 100 years [4]. Licensing pro-
tects the incumbent users of the TVWS band
from interference within their service area.
Therefore,  WSDs operating in the TVWS
band are not permitted to interfere with any
protected incumbent user in their specified
operating area. 

Propagation characteristics of the TVWS
band make it a desirable and convenient spec-
trum for many wireless transmission services [5].
First, because this band resides under the 1 GHz
frequency, material obstruction is less harmful
than at higher frequencies, allowing non-line-of-
sight coverage [6]. The difference in signal atten-
uation between a variety of materials and
frequencies is shown in Table 1 [7], where differ-
ences of up to 50 dB are found between 570
MHz and 5.7 GHz. Second, the TVWS band
presents a path loss advantage over unlicensed
industrial, scientific, and medical (ISM) bands
(2.4 and 5.7 GHz) due only to operating fre-
quency. For example, TV channel 2 (54–60
MHz) has 20 dB less path-loss than TV channel
30 (566–572 MHz), which itself holds a 20 dB
gain over the unlicensed band at 5.7 GHz.

The superior propagation factors of the
TVWS band are demonstrated in Fig. 1. The
capacity and distance components are compared
for low transmission-power TVWS mobile
devices, 2.4 GHz devices and 5.5 GHz devices,
as well as high power TVWS-fixed devices.
Wider channels in the high frequency bands,
such as the 80 MHz channels used in the 5 GHz
ISM band, provide higher capacity over a short
range, but require more infrastructure to
achieve wide-area coverage. In contrast, the 6-
MHz-wide 4 W white space signal is more
robust and propagates longer distances with a
significant capacity. The calculations for Fig. 1
assume free-space propagation using the Friis
transmission equation [8] in order to demon-
strate relative performance with characteristic
system parameters. 

The excellent propagation characteristics of
the TVWS band coupled with underutilization in
many locations present desirable potential spec-
trum sharing opportunities. To achieve sharing
among WSDs and licensed TV broadcasters and
PMSE users, many challenges must be addressed
by a common standard. One of the main chal-
lenges is guaranteeing the protection of incum-
bent users of the TVWS band from interference
in their operating region. WSDs are required to
operate in unoccupied spectrum, which can vary
in size, location, and time. This means WSDs
must support different channel widths and be
able to learn from an approved geolocation
database which channels are available and for

ABSTRACT

Spectrum today is allocated in frequency
blocks that serve either licensed or unlicensed
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what time duration. Once operating in an avail-
able channel, WSDs are required not to inter
fere with incumbent devices in neighboring
channels. Finally, WSDs are required to immedi-
ately cease transmissions when the database
informs them to stop.

To address these challenges, the IEEE
802.11af standard provides an international
framework that adapts to the different WSD
operating parameters and regulatory domains
around the world. In this article, we present the
standard framework defined by IEEE 802.11af;
then we discuss how this framework can be
applied to the two main regulatory approaches.
Because the standard is still in the letter ballot
draft process as of June 2013, we focus our dis-
cussion on high-level architecture and applica-
tions.

STANDARD FRAMEWORK
In this section we describe the primitives and
main mechanisms of the IEEE 802.11af stan-
dard. We present the key architecture compo-
nents, the communication flow and mechanisms
utilized by the standard to satisfy different inter-
national regulations and finally we present the
physical layer operation.

COMPONENTS OF THE
IEEE 802.11AF ARCHITECTURE

In this section we introduce the entities that
form an 802.11af network and present the non-
regulatory specific roles these elements execute.

Geolocation Database — The primary ele-
ment, and what mainly differentiates the IEEE
802.11af operation from other 802.11 standards,
is the geolocation database (GDB). The GDB is
a database that stores, by geographic location,
the permissible frequencies and operating param-
eters for WSDs to fulfill regulatory requirements.
GDBs are authorized and administrated by regu-
latory authorities; therefore, a GDB’s operation
depends on the security and time requirements
of the applied regulatory domain [9]. 

Registered Location Secure Server — The
next architectural element in an IEEE 802.11af
network is the registered location secure server
(RLSS). This entity operates as a local database
that contains the geographic location and oper-
ating parameters for a small number of basic
service sets (BSSs). The RLSS distributes the
permitted operation parameters to the access
points (APs) and stations (STAs) within the
BSSs under the RLSS’s control [9].

Just as the operation of the GDB depends on
the security and time requirements of regulatory
domains, the role the RLSS plays in the network
varies across regulatory domains and is explained
in detail later in the regulatory framework.

Geolocation-Database-Dependent Entities
— The remainder elements in the IEEE 802.11af
network are referenced by the term geolocation
database-dependent (GDD), which specifies that
their operation is controlled by an authorized
GDB, which ensures these satisfy regulation
requirements [9].

Table 1. Received signal magnitude gain in dB (0.0 dB = no attenuation) [7].

Materials 0.57 GHz
(dB)

1 GHz
(dB)

2 GHz
(dB)

5.7 GHz
(dB)

0.57 to 5.7
GHz (DdB)

Brick 89 mm –1.5 –3.5 –5.4 –15 13.5

Brick 267 mm –4.8 –7 –10.5 –38 33.2

Composite Brick 90 mm/
Concrete Wall 102 mm –12 –14 –18 –42 30

Composite Brick 90 mm/
Concrete Wall 203 mm –21.5 –25 –33 –71.5 50

Masonry 203 mm –9.5 –11.5 –11 –12.75 3.25

Masonry 610 mm –26.5 –27.5 –30 –46.5 20

Glass 6 mm –0.4 –0.8 –1.4 –1.1 0.7

Glass 19 mm –2.5 –3.1 –3.9 –0.4 –2.1

Plywood (dry) 6 mm –0.15 –0.49 –0.9 –0.1 –0.05

Plywood (dry) 32 mm –0.85 –1.4 –2 –0.9 0.05

Reinforced concrete 203 mm/
1% steel –23.5 –27.5 –31 –56.5 33

Reinforced concrete 203 mm/
2% steel –27.5 –30 –36.5 –60 32.5
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GDD-Enabling Station — The GDD-enabling
station is the equivalent of the entity commonly
known as the AP. However, in the 802.11af stan-
dard this entity controls the operation of the
STAs in its serving BSS. The GDD-enabling STA
can securely access the GDB to attain the operat-
ing frequencies and parameters permitted in its
coverage region. With this information the GDD-
enabling STA has the authority to enable and
control the operation of the STAs under its ser-
vice, identified as GDD-dependent STAs. Specifi-
cally, the parameters obtained from the GDB are
represented through a white space map (WSM).
The GDD-enabling STA ensures the mainte-
nance and distribution of a valid WSM. Addition-
ally, the GDD-enabling STA transmits a contact
verification signal (CVS) for GDD-dependent
STAs to check validity of the WSM [9].

GDD-Dependent Station — The GDD-depen-
dent station can be identified as the STAs in the
BSS architecture. However, the 802.11af stan-
dard specifies that the operation of the STAs is
controlled by the serving GDD-enabling STAs.
The GDD-dependent STAs obtain the permitted
operating frequencies and parameters in a form
of a WSM from either the GDD-enabling STA
or RLSS. The validity of the WSM is confirmed
through the CVS transmitted by the GDD-
enabling STA [9].

Registered Location Query Protocol — The
Registered Location Query Protocol (RLQP)
serves as the communication protocol between
GDD-enabling and GDD-dependent STAs to
share WSM and channel utilization [9]. This pro-
tocol enables the operation of the main mecha-
nisms used in the IEEE 802.11af standard.
Through this communication the STAs can effec-
tively select spectrum, power, and bandwidth
allowed by their regulation domain.

COMMUNICATION FLOW BETWEEN ENTITIES

The 802.11af standard defines the communica-
tion protocol between the GDD-dependent
STAs, GDD-enabling STAs, and RLSS. Howev-
er, the communication flow between the GDB
and the high-level entities (RLSS and GDD-
enabling STAs) is outside the scope of the
802.11af protocol. The standard’s mechanisms
are independent of how this communication is
performed, allowing regulators to select the
communication protocol over the Internet’s
infrastructure.

Figure 2 illustrates two infrastructure BSSs
containing all the components of the IEEE
802.11af architecture introduced. As shown in
Fig. 2, the RLSS and GDD-enabling STAs
obtain white space availability through the Inter-
net.1 Within the 802.11af scope, the RLSS only
communicates with the GDD-enabling STAs
through infrastructure and operates bidirection-
ally. Finally, the GDD-dependent STAs perform
bidirectional over-the-air communication with
GDD-enabling STAs, within either the TVWS
band or other ISM bands.

802.11AF MECHANISMS
In this section we present the mechanisms
defined in the 802.11af standard and logical
messages passed between the architecture enti-
ties to satisfy regulatory requirements.

Channel Availability Query — Through the
channel availability query (CAQ) procedure,
STAs obtain the available radio frequencies
that allow operation in their location in the
form of a white space map (WSM). In the CAQ
process the RLSS grants the WSM to the CAQ
requesting STA. However, in some regulatory
domains the RLSS is required to access the
GDB to obtain the channel availability informa-
tion. The CAQ request may contain multiple
device locations. The CAQ responding STA
must restrict the WSM validity to either a
unique device location or a bounded area of
multiple locations [9].

The GDD-dependent STA performs a CAQ
request to a GDD enabling STA in three differ-
ent cases: first, to remain in the GDD enable
state after enablement times out; second, when a
change in channel availability is indicated by the
GDD-enabling STA through a CVS; third, if the
GDD-dependent STA has moved beyond the
regulatory permitted distance [9].

Channel Schedule Management — The
GDD-enabling STAs use the channel schedule
management (CSM) procedure to query an
RLSS or other GDD-enabling STAs to obtain
white space channel schedule information. The
channel schedule indicates a schedule change
and consists of the start and ending times for the
requested channels [9].

The GDD-dependent STAs do not perform
CSM requests. However, the GDD-enabling
STAs can transmit a CSM request to an RLSS
or other GDD-enabling STA (with GDB or
RLSS access) to query the schedule information
for white space channels in either TV channels
or WLAN channels.

Figure 1. Capacity vs. distance comparison for different wireless systems calcu-
lated with the parameters shown in Table 2.
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Contact Verification Signal —  The contact
verification signal (CVS) is sent by a GDD-
enabling STA to serve two purposes. First, the
transmission of the CVS establishes which GDD-
dependent STAs are within the reception range of
a GDD-enabling STA. Second, the CVS helps the
GDD-dependent STAs ensure operation under a
valid white space map (WSM) and that it corre-
sponds to the serving GDD enabling STA [9].

To validate operation under a correct WSM,
the GDD-dependent STAs utilize the map ID
field in the CVS frame. If the map ID value in
the CVS frame is equal to its existing WSM, the
GDD dependent STA assumes the operating
WSM is valid and resets its enablement valida-
tion timer [9]. However, if the map ID is differ-
ent from the existing WSM ID, the
GDD-dependent STA transmits a Channel
Availability Query request to obtain the valid
WSM in the CAQ response. If the GDD-depen-
dent STA does not obtain the valid WSM, it
stops transmission after the enablement valida-
tion timer is expired [9].

GDD Enablement — The GDD Enablement
procedure allows a GDD-enabling STA to form
a network, satisfying regulation requirements
under the control of a GDB [9]. A GDD-
enabling beacon signal is transmitted on avail-
able channels in the TVWS band by a
GDD-enabling STA to offer GDD enablement
service. A GDD-dependent STA, upon receiving
the GDD-enabling signal, can attempt enable-
ment with the GDD Enablement Response
frame. However, some regulatory domains
require that, prior to enablement the GDD-
enabling STA identifies with a GDB that the
requesting GDD dependent STA is authorized
to operate in the location-selected frequencies.

The GDD-dependent STAs have three GDD
enablement states: Unenabled, Attempting GDD
Enablement, and GDD Enabled. When in unenabled
state, the GDD-dependent STA cannot transmit
any frames; instead it passively scans channels for
an enabling signal from a GDD-enabling STA to
join their network. The GDD-dependent STA
enters the Attempting GDD Enablement state when
it receives a GDD-enabling signal that allows it to
only transmit the GDD enabling response frame
after GDB authentication, if required by regulation.
The GDD Enabled state is reached when the GDD-
dependent STA receives a successful GDD Enable-
ment Response, which causes the GDD enablement
validity timer to begin.

Once the GDD-dependent STA is enabled
for operation, its state can be changed to unen-
abled by two main causes. First, when the GDD
enablement validity timer is expired, considering
the timer modifications performed by the WSM,
CVS, and CAQ procedures. Second, a GDD-
dependent STA is required to cease transmission
if it receives from the GDD-enabling STA who
enabled its operation an unexpected GDD
enablement response frame with “Authorization
Deenabled” [9].

Network Channel Control — Network chan-
nel control (NCC) is a two-message procedure
that controls the frequency usage in the TVWS
band. The NCC requesting STA petitions for

usage of selected frequencies from its WSM by
providing its spectrum mask. The NCC respond-
ing STA allows operation in the requested fre-
quencies if available by providing the valid
network channels and related transmit power
constraints in an NCC response frame. The
NCC procedure is commonly performed between
the STAs, the GDD-dependent STA as the NCC
requesting STA and the GDD enabling STA as
the NCC responding STA. It is possible for the
NCC responding STA to forward the NCC
request to the RLSS, which constructs the NCC
response frame and sends it via the NCC
responding STA. An STA is allowed to perform
a new NCC request whenever the WSM is
changed.

White Space Map — The WSM is a list of
identified available white space channels and
corresponding power limitations provided by the
GDB. 

A GDD-enabling STA is required to obtain

Figure 2. Example TVWS network including all 802.11af architecture entities
[9].
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Table 2. Calculation parameters assuming free-space propagation.

Parameter TVWS-
fixed TVWS WLAN 2.4 WLAN 5

TX power (mW) 4000 40 40 40

Frequency (MHz) 192 518 2437 550

Bandwidth (MHz) 5.33 5.33 20 80

Minimum SNR (dB) 8 8 8 8

TX antenna gain (dBi) 0 0 0 0

RX antenna gain (dBi) 12 –3 0 0

Path loss exponent 4 4 4 4
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the permitted frequencies and operating param-
eters before it begins transmissions. Based on
the obtained GDB information, the GDD
enabling STA generates the WSM to transmit to
the GDD-dependent STAs under its operating
region. The WSM is transmitted by the GDD
enabling STA within the GDD Enablement
response frame, CAQ response frame and WSM
Announcement frame. The transmission power
limitation in a WSM when the channel band-
width consists of multiple white space channels
is constrained by the minimum power level found
on the multiple channels [9].

It is important to note that the GDD-depen-
dent STAs can only transmit on the available
channels assigned in their valid WSM. The WSM
may be updated by the GDB as channel avail-
ability changes. Whenever a GDD-dependent
STA receives an updated WSM from its GDD-
enabling STA, it is obligated to move channels if
operating in a channel marked as unavailable in
the updated WSM [9].

A final important aspect of the WSM is that
these are country-specific due to the difference
in regulatory operations of GDBs across regula-
tory domains. The 802.11af standard provides a
general format for the WSM element that can
be applied to any regulatory domain. Inside the
WSM element the field WSM information, which
specifies the available channel information for
the TVWS, adapts to the requirements of any
regulation [9].

PHYSICAL LAYER
In the IEEE 802.11af standard the TV high
throughput (TVHT) physical layer (PHY) speci-
fication replaces the HT (20 MHz orthogonal
frequency-division multiplex, OFDM) and VHT
(20, 40, 80, 80+80, 160 MHz OFDM) PHY spec-
ifications in WSD devices when operating in
TVWS bands. A TVHT device has support for
single-channel bandwidths or basic channel unit
(BCU) W of 6, 7, and 8 MHz depending on the
regulatory domain, as shown in Fig. 3. Addition-

al bonded or non-contiguous bandwidths of 2W,
4W, W+W, and 2W+2W are possible, as illus-
trated in Fig. 3. Only single-channel bandwidth
W and a single spatial stream is mandatory,
although multiple-input multiple-output
(MIMO) transmissions with 4x space-time block
coding (STBC) and 4x multi-user (MU) diversity
are supported [9].

The TVHT transmission format is similar to
that of a 40 MHz VHT transmission. It currently
defines 144 OFDM subcarriers for 6 and 8 MHz
channels and 168 for 7 MHz channels, so 6 and
7 MHz transmissions are spectrally identical. For
all W, data is sent on subcarrier indices –58
to –2 and 2 to 58, with index 0 at DC and 6 pilot
tones inserted at indices ±11, ±25, and ±53. In
the case of multiple frequency segments (2W,
W+W, etc.), this subcarrier assignment is dupli-
cated [9].

REGULATORY FRAMEWORK
In this section we present the regulatory essen-
tials for spectrum sharing adopted by IEEE
802.11af. We introduce the different control and
monitoring operations used by the two main
approaches to GDB implementation and how
the 802.11af standard adapts to different regula-
tory time requirements.

INCUMBENT PROTECTION
WSDs’ spectrum access in the TVWS band is
based on the regulatory requirement of non-
interference to protected licensed devices.
Incumbent users include both broadcast services
such as digital terrestrial television (DTT) and
PMSE users that include wireless microphones,
among other services [1, 10]. To avoid interfer-
ing with protected devices, a WSD is required to
be aware of the operating frequency and region
of all protected devices. A WSD has limited
capabilities and therefore obtains this informa-
tion from a regulated GDB. This approach is
adopted by most regulators because it guaran-
tees reliable and precise information from a cen-
tralized, secure, and verified entity [1, 10].

A detailed interference analysis showing how
regulations on device protection impact white
space availability is presented by Webb in [10].
However, in this section we present the currently
deployed regulations and how the 802.11af stan-
dard adapts to these.

REGULATORY IMPLEMENTATION OF THE GDB
The two main methods of operating with the
GDB are reflected in the operation constraints
each approach enforces on their unlicensed
white space users.

Open-Loop GDD

GDB Operation — The first approach is an
open-loop GDD system, in which the database
grants operation to unlicensed devices on a daily
basis on channels indicated as available in that
timeframe [3]. The main drawback to this
approach is that interference is treated as a
binary event. Instead, interference should be
treated as a function of the devices and their
emissions footprint.

Figure 3. TVHT PHY channel configurations: TVHT W, 2W, W+W, and
2W+2W
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Usage — An open-loop GDD system is imple-
mented by the United States regulator, the Fed-
eral Communications Commission (FCC).
Under this regulation, TVWS operation is
allowed in 6 MHz channels within the frequen-
cies 54–698 MHz in TV channels 2, 5, 6, 14–35,
and 38–51 [3]. The WSDs follow an up to 48-
hour schedule that provides the list of available
channels in this time period, under which a stat-
ic set of maximum transmit power rules are fol-
lowed [3].

Under this regulation WSDs have a flexible
operating region because these authenticate with
the GDB once a day. However, fixed and con-
servative transmit power is required due to the
large timescale of the feedback, leading to rigid
or binary operation of channel availability.

Parameter Regulation — In the open-loop sys-
tem, to ensure protection of incumbent users the
maximum permitted transmission power is con-
servative, especially at neighboring channels. For
portable WSDs, the FCC allows a maximum
effective isotropic radiated power (EIRP) of 100
mW (20 dBm) per 6 MHz bandwidth on unoccu-
pied channels. And only a maximum EIRP of 40
mW (16 dBm) for the first channel adjacent to
any primary user. Fixed WSDs are limited to a
maximum power delivered to the antenna of 1
W (30 dBm) and no greater than 4 W (36 dBm)
EIRP from any attached antenna per each 6
MHz channel. These power regulations can be
generalized as 12.6 dBm EIRP permitted per
any 100 kHz [3].

The downside of such rigid power regulation
is that 80 percent of the potential white space
channels become unavailable, limiting white
space implementation to rural areas and mini-
mizing the development of spectrum-sharing
technologies [11].

Closed-Loop GDD

GDB Operation — The second approach is a
closed-loop GDD, in which frequent interaction
between the GDB and the WSDs allows flexible
operating parameters that apply to a specific
device characteristics and location. In this
method, the unlicensed user is under tight con-
trol by the database, a command-and-control
system that is possible through constant feed-
back [1, 2].

Usage — A closed-loop GDD system is fol-
lowed by the European (European Telecommu-
nications Standards Institute, ETSI) and United
Kingdom (Ofcom) regulators. WSDs’ operation
is permitted in 8 MHz channels within the fre-
quencies 470–790 MHz [1, 2].

The WSD is required to perform a GDB
discovery procedure in a time interval relevant
to its operating location [2], commonly every
two hours. Once an approved GDB is located,
the WSD requests the operational parameters of
its specific operating region, and in response
provides the GDB with its device parameters.
The operational parameters sent to the WSD
have time validity and only apply to the specif-
ic reported location. Upon time expiration or
50 m movement from the last reported posi-

tion, the WSD must request new operation
parameters [2].

The operational parameters transmitted by a
GDB contain the upper and lower DTT channel
frequency, the maximum power spectral density
per 100 kHz within allowed channels, and the
time validity of such operation parameters and
sensing levels for PMSE and DTT for future
implementation of spectrum sensing [1]. The
WSD sends to the GDB the intended channel
usage parameters, which include the intended fre-
quencies and the corresponding transmission
power for each 100 kHz. These parameters are
required to be acknowledged by the GDB before
a WSD operates in the TVWS band [1].

Parameter Regulation — Unlike the static
parameter regulation of the open-loop system,
the closed-loop approach has granular parame-
ter regulations that apply to a specific device and
location. This allows WSDs to have flexible per-
mitted transmission power dependent on loca-
tion, frequency, and time. This translates into
higher average transmission power when the
WSD is at a greater distance from the incum-
bent user, and further apart in frequency to
avoid adjacent channel interference.

The tight feedback and granular parameter
specification allow the GDB to modify the WSD
operation at any instant. A closed-loop system
has the advantage of being able to enforce time-
sensitive regulations. For example, the GDD
enabling STA (AP) is required to stop transmis-
sion within 60 s when instructed by the GDB.
Similarly, a GDD-dependent STA is required to
stop transmissions within 1 s when requested by
the GDD-enabling STA and within 5 s if com-
munication is broken [1, 2].

802.11AF AND REGULATORY DOMAINS

Architecture Roles — The roles of the archi-
tecture entities presented earlier depend on the
applied regulatory domain, and their security
and timeline constraints [9]. In Table 3 we pre-
sent the main differences these entities perform. 

The WSDs or GDD-dependent STAs operate
under different transmit power limitations. Under
an open-loop system the WSD has fixed power
limitations for in-channel and adjacent channel
transmissions; however, under a closed-loop
domain the WSDs have flexible power limits that
depend on the operating frequency, location,
and time. Next, the GDB licensing period in a
closed-loop system is non-interactive and oper-
ates WSM on a timescale of one to two days [9].
However, in a closed-loop system the GDB is
able to control the WSDs typically in a two-hour
licensing period or by defining a specific WSM
validation time; closed-loop licensing methods
require the intended location and emission foot-
print of the WSD [9]. The RLSS in an open-
loop domain only performs as an informative
entity that forwards the WSM from the GDB to
the GDD-enabling STAs. On the contrary, the
RLSS in a closed-loop system performs authori-
tative commands where it can calculate WSM
for the BSSs under its control. Finally, and most
important, the tight control of a closed-loop
domain allows the system to stop WSD transmis-
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sions in a short time span due to the appearance
of a licensed service.

Mechanisms — The use of the 802.11af mecha-
nisms presented depends on the timescale
requirements of the applied regulatory domain
[9]. In Table 4 we present how these mecha-
nisms are used to satisfy the different regulatory
time requirements in a day, hour, and minute
time span [9]. 

The CAQ is the procedure in which WSDs
request the available radio frequencies for
operation. This is an informative mechanism
that applies to both daily and hourly consulta-
tion, used by open and closed-loop systems,
respectively. Similarly, the CSM is an informa-
tive procedure in both daily (open-loop) and
hourly (closed-loop) consultation that is used
by WSD to obtain white space channel sched-
ule information. In the same way, the NCC
procedure controls the frequency usage in
both daily and hourly consultation. None of
these mechanisms are applied in a minute
responsiveness for either open or closed-loop
regulators.

Next, the CVS procedure is used to ensure
WSD operation in available frequencies. The
CVS usage in a daily consultation by open-loop
regulators is required to be secure because
WSMs are broadcast to all WSDs in a defined
area. However, CVS is not required to be secure
in an hourly consultation because the closed-
loop regulators use a unique WSM per client or
group of clients. The minute time span is used if
a WSD misses consecutive signals from the
GDD-enabling STA, and indicates that a change
in channel frequency has occurred. 

Finally, GDD enablement is used by GDD-
dependent STAs to join a network, and there-
fore is required in a daily, hourly and minute
time span, but used in the feedback time of
the applied regulatory domain. Similarly, the
WSM is required in al l  t imescales by the
GDD-enabling STAs to ensure that GDD-
dependent STAs (under its control) satisfy
regulations.

POSSIBLE FUTURE DIRECTIONS FOR
SPECTRUM SHARING

A proposal for spectrum sharing has recently
been published by the President’s Council of
Advisors on Science and Technology (PCAST)
[12]. In this report, the authors highlight the
potential for rapid economic stimulus and growth
by making underutilized government-held spec-
trum available for secondary users via spectrum
sharing. The PCAST presents spectrum as a
road analogy, where they propose usage of spec-
trum like a “wide multi-lane superhighway,
where lanes are continuously shared by many
cars, trucks, and other vehicles” [12]. Essentially,
different wireless services share spectrum and
move across lanes, depending on their usage
requirements. Meeting the vision of efficient
spectrum sharing will require a number of addi-
tional innovations discussed in the report and
solutions to the following open problems.

MINIMUM RECEIVER PERFORMANCE
REQUIREMENTS

Interference in adjacent channels can be mitigat-
ed at the transmitter, the receiver, or both. Cur-
rent regulation limits interference at the
transmitter by imposing power constraints, guard
bands, and physical separation requirements.
However, a receiver’s design also strongly affects
the interference impact of a given secondary
transmitter [12]. Current DTV receiver hard-
ware costs have been reduced by using lower-
quality digital filters, making them more sensitive
to energy in neighboring bands. Secondary trans-
mitters run the risk of saturating adjacent-band
receiver analog-to-digital converters (ADCs)
even in the case of perfect transmission filtering.
For example, the U.S. nationwide Long Term
Evolution (LTE) network planned by Light
Squared was recently prevented from being
deployed because GPS receivers are not
designed to tolerate any adjacent-spectrum inter-
ference. There is no standard for characterizing

Table 3. Key operating distinctions between the open and closed loop systems.

Open loop GDD system (FCC) Closed loop GDD system (ETSI, Ofcom)

WSD Tx power
limits

• 1 W for fixed devices
Portable devices:
• 100 mW per 6 MHz
• 40 mW adjacent channel

Flexible, dependent on distance in frequency
and location from incumbent

GDB licensing
period

• Daily with a 48-hour schedule
• Non-interactive

• WSM validity defined by GDB
• Typically two-hour period
• Demand and control
• Tight feedback

RLSS role • Informative
• Forward WSM to WSDs

• Normative
• Authoritative operation
• Calculation of operating parameters

Time response to
licensed service
appearance

• Not defined
Stop transmissions:
• AP WSD within 60 s
• STA WSD within 1 s
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and specifying receiver behavior across spectrum
sharing device classes, limiting spectrum alloca-
tion and making adjacent-channel interference a
major cause of spectrum scarcity. This results in
a severe reduction of the number of channels
available and the allowable transmit power of
secondary devices. Therefore, regulations to
characterize and guarantee minimum receiver
performance in the presence of interference are
required to enable efficient utilization of the
spectrum band.

OPERATIONAL FEEDBACK GRANULARITY
Some of the largest unresolved issues with spec-
trum sharing depend on the space, time, fre-
quency, and power granularity devices are
granted spectrum access. The margin of protec-
tion for primary users will limit the spectrum
availability for secondary users. Tighter sensing
and reporting feedback loops could reduce those
margins while maintaining protection. In addi-
tion, the mobility of the primary and secondary
devices also influences these decisions. A 40 mW
WSD that is mobile may be allowed to use the
same channels as a 4 W fixed device under FCC
regulations, but the transmit power restriction
could be eased if it provided more timely geolo-
cation updates.

While geolocation databases were initially
proposed to solve the problem of hidden termi-
nals in cognitive radio networks, it is expected
that a centralized system could contain full
knowledge of the location of all radio devices
using the band and their characteristics. This
allows several key networking issues to be
resolved, such as congestion and frequency plan-
ning on large timescales, or even transmission
scheduling over short timescales. A centralized
controller can be used to assign services to
appropriate frequency bands and adapt to their
ever changing usage. For example, spectrum that
is not available for high-power secondary use
can be provided to low-power secondary radios
to form short-range or low-rate networks [12]. 

The 802.11af standard does not directly
address these issues, as they remain to be settled

by regulatory authorities. However, the mecha-
nisms presented in the standard are designed to
be flexible and adapt to changing spectrum shar-
ing approaches. 

CONCLUSION
Spectrum sharing illustrates the potential of
underutilized spectrum, enabling increased per-
formance across a broad range of devices and
services. We present the 802.11af standard, which
permits white space devices to harmoniously
share the TV white space band with incumbent
services, such as TV broadcast and PMSE
devices.  Spectrum sharing in the TVWS band is
achieved by the use of a geolocation database
that contains full knowledge of licensed and unli-
censed usage of the band. We discuss and com-
pare the two approaches to implement the GDB:
open and closed-loop systems. These approaches
mainly differ in the timescale in which monitor-
ing operations occur, which leads to large differ-
ences in white space availability and WSD
operation. The IEEE 802.11af standard provides
a common architecture, a communication
scheme, and a control structure that allows stan-
dardization across both open and closed-loop
approaches. Finally, we present how receiver tol-
erance to interference and the control feedback
granularity influence the innovation and perfor-
mance of spectrum sharing technologies.
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INTRODUCTION

Achieving mass deployment of broadband over
fixed and mobile networks, the information soci-
ety has developed quickly through various ser-
vices and applications including end-user
devices. More convenient and easier ways of
providing services as well as better operation of
networks are required, taking into account
diverse and complicated features of services and
applications in both end-user devices and net-
works. In addition, various developments in net-
work technologies make using telecommuni-
cations more complicated, especially for access
networks with various terminal devices that
allow using multiple fixed and mobile connec-
tion capabilities with ubiquity (e.g., without
stringent restrictions on the location, time, and
devices). By considering complicated aspects of
the environment, smart capabilities in telecom-
munication networks are required. Therefore,
the environment (we call it the smart and ubiq-
uitous environment) resulting from recent infor-
mation and communication technology (ICT)
developments is becoming an important vehicle
for further enhancement of the information
society. 

International Telecommunication Union —
Telecommunication Standardization Sector
(ITU-T) Study Group (SG) 13, “Future Net-
works (FN) Including Cloud Computing, Mobile

and Next Generation Networks (NGN)” [1], is
developing global standards for telecommunica-
tion network infrastructures of the information
society. It has been involved with the develop-
ment of standards on various telecommunication
networks and services such as IP-based net-
works, NGN, fixed mobile convergence, IPTV,
and recently, cloud computing and FN, also
including software defined networking (SDN)
[2–5].

Since 2011, ITU-T SG13 has been develop-
ing smart ubiquitous networks (SUN) as a new
initiative covering a limited set of FN features
[6], including features expected to be realized
before 2015 by network operators. Considering
a necessity for advanced telecommunication
networks like FN from emerging trends, this
article introduces key concepts of SUN and
provides a high-level architecture of SUN with
relevant capabilities. As a challenge for SUN
development, we identify context awareness as
a key capability for providing “smartness,” and
propose methodologies and operational pro-
cesses to support context-aware networking. We
also illustrate a use case of SUN, considering a
smart city, to show how SUN capabilities con-
tribute to building a smart and ubiquitous com-
munication environment. Finally, we discuss
future work and open issues for SUN standard-
ization in ITU-T.

TELECOMMUNICATION
INFRASTRUCTURES IN A SMART AND

UBIQUITOUS ENVIRONMENT

Feature-rich communication capabilities provid-
ed to customers are the result of end-user
devices, networks, and services benefiting from
ICT developments. To keep up with the pace of
technological change, telecommunication infras-
tructures are continuously being improved to
extend capabilities and functions. Here, we
explain the necessity for advanced telecommuni-
cation networks arising from the emerging smart
and ubiquitous environment as an important
motivation for SUN development. 

First is an important emerging trend of
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advanced end-user devices that can be described
as having “smart capabilities using ubiquitous
connectivity.” Smartphones are one of the key
drivers for creating a smart and ubiquitous envi-
ronment with their enhanced features, including
“always-on” connection. A smart TV supports
bidirectional service features (i.e., receiving TV
programs and content from servers as well as
providing content) and evolves into a smart
home gateway to communicate with various
devices inside the home. Thus, it requires much
more bandwidth due to the huge volume of data.
Also, small devices (e.g., sensors and actuators)
provide the status information of an end user
and the environment. Although generally these
devices have used narrowband connections with
a small amount of data, the importance of the
data from those small devices may require that
data should be delivered in real time with high
priority. 

Second, service delivery environment is
becoming more complex. Consideration should
be given to various types of media (e.g., video
and audio using different codecs) with different
quality of service (QoS) and quality of experi-
ence (QoE). The differentiated delivery of con-
tent according to the delivery policy should also
be considered, as well as taking into account
seamless handover (i.e., without breaking the
communication session) among different devices
over different access networks. Another impor-
tant issue is data explosion. Data explosion leads
to negative impacts on performance when, for
example, a few users and service or application
providers generate large amounts of traffic with
longer sessions over the connection, thus heavily
occupying almost all network resources. This
heavy occupation of network resources (e.g.,
bandwidth and the number of sessions) by a few
users prevents network operators from making
proper arrangements and offering adequate net-
work resources to the rest of the users. There-
fore, it is necessary to find solutions for efficient
and effective management of resources and con-
trol of traffic for all users.

Finally, end-user devices have capabilities to
facilitate advanced tailored communication
taking into account economic considerations
such as pricing policies (e.g., cheap or best
price) through collection of personal prefer-
ences and/or habits of the user. In addition,
networking and services related functions
should have enough capabilities to have infor-
mation about the status of resources already
assigned and reserved. Furthermore, considera-
tion should be given to the inclusion of techni-
cal capabilities to minimize vulnerabilities in
telecommunication infrastructures and improve
cyber security. 

SMART UBIQUITOUS NETWORKS

CONCEPTS OF SUN

To support a smart and ubiquitous environ-
ment, telecommunication infrastructures should
be enhanced for better utilization of the knowl-
edge about networks, services, end users, and
their devices with various access connections.
SUN standardization, proposed by ITU-T

SG13, tries to meet these requirements as a
near-term realization of FN with the following
definition [7]:

Smart Ubiquitous Networks (SUN) are IP-
based packet networks that can provide delivery of
a wide range of existing and emerging services to
people and things. The services provided by SUN
can cover aspects such as control, processing and
storage. The networks are smart in the sense that
they are knowledgeable, context-aware, adaptable,
autonomous, programmable and can effect ser-
vices effectively and securely. The networks are
ubiquitous in the sense that they allow access any-
time and anywhere through varied access technolo-
gies, access devices including end user devices, and
human-machine interfaces.

As indicated in the definition, SUN use an
IP-based environment, but add more capabilities
to support services in smart ways taking into
account the knowledge resulting from context
awareness. A key objective of SUN is an
enhancement of networking capabilities of IP-
based networks by an optimized and efficient
use of various resources (e.g., resources for net-
works, services, and end-user devices) for the
benefit of not only human beings but also things.
With this enhancement, SUN support various
services and applications, taking into account the
context of the end user, the network, and service
provisioning.

REQUIREMENTS AND CAPABILITIES OF SUN
From the SUN standardization in ITU-T, we
have noted that the proper processing (e.g., col-
lection, storage, and analysis) of information
from end-user devices, relevant communication
access capabilities, the network status, as well as
end users and their services is essential in order
to form the “smart” identifying knowledge about
the end-to-end communications environment.
Thus, the fundamental part of requirements for
SUN should be focused on how to collect such
information whatever the circumstances are,
identify the status by analysis, and finally deliver
appropriate services. Consequently, require-
ments on SUN should be classified by the nature
of information. 
• Context related requirements: Collection of

context information from various context
sources, its storage and update in a proper
database, including the capability to analyze
and interpret the captured context informa-
tion

• Content related requirements: Support of
content delivery by managing content meta-
data independent of location, including
content caching at a nearer node in a dis-
tributed manner

• Connectivity related requirements: Support
of seamless connections suitable for ubiqui-
tous communications via various access
interfaces

• Control and management related require-
ments: Support of smart traffic control and
resource management, including monitor-
ing of network components in order to
meet multiple sets of QoS/QoE through
open programmable interfaces

To support a smart

and ubiquitous 

environment,

telecommunication

infrastructures should

be enhanced for a

better utilization of

the knowledge

about networks, 

services, end users

and their devices

with various access

connections.

RHEE_LAYOUT_Layout 1  9/27/13  11:43 AM  Page 103



IEEE Communications Magazine • October 2013104

To meet such requirements, SUN utilize the
following six capabilities [7]:
• Context awareness capability: Enables net-

works to dynamically capture context infor-
mation and monitor the context change in
order to be adaptive based on user charac-
teristics and the environment

• Content awareness capability: Identifies,
retr ieves ,  and del ivers  content  (e .g . ,
v ideo,  audio,  and data  s treams)  ef f i -
c ient ly  based on the  content-re lated
information, considering the location
and/or  user  for  personal ized content
delivery services

• Programmability capability: Changes the
behavior and functions of the network in
order to allow development and deploy-
ment of new simple network services and
build of virtualized networks using associat-

ed resources via open application program-
ming interfaces (APIs)

• Smart resource management capability:
Provides fair usage of resources through
more transparent and accurate manage-
ment of various types of resources (e.g.,
bandwidth,  storage,  and computing
power)

• Autonomic network management capability:
Supports dynamic adaptation (i.e., self-
adaptive, re-organization, and reconfigura-
tion) of the network and related systems
according to the network’s operating condi-
tion and the state, including socio-economic
needs (e.g., prices, less energy consump-
tion) of the users

• Ubiquity capability: Provides seamless com-
munications between people and things
while they move from one location to

Table 1. The six capabilities and functions of SUN.

SUN capabilities Key functions for SUN capabilities

Context awareness
capability

Context gathering Collecting context information from distributed entities (e.g., end users, end devices, network entities)

Context repository Store the generated contexts as well as retrieve those contexts whenever necessary

Context analysis Analyze context information, provide statistical analysis, change it to the available format in order to
properly use the information

Context prediction Preparation for an upcoming situation by analyzing information

Context sharing Secure delivery and update of context information to the entities that request such information

Content awareness
capability

Content discovery Discover the best-fit content and content storage according to the content metadata or the location of users

Content cashing Store and cache the content in local storage

Dynamic content
distribution

Dynamically distribute content in caches and storages in the network according to traffic load and
usage, and user location considering QoS and traffic optimization

Programmability
capability

Open service/network APIs Support development and deployment of services as well as relevant monitoring and control capabili-
ties in terms of services and/or networks according to the requests

Virtualization Enable abstraction of physical resources and logically isolated resource partitions over shared physical
network infrastructures and the aggregation of multiple resources

Federation Interconnect among interdomain networks through defining and providing interfaces for control, ser-
vice routing, logging, accounting, and metadata among networks

Smart resources
management
capability

Smart resource monitoring Check resources of the network entity and interface to optimally allocate resources

Smart resource analysis Determine an appropriate resource for each user and service based on monitoring data and policies

Smart resource control Allocate resource for each flow, user, and service.

Autonomic
network
management
capability

Self-configuration Automatic configuration of network components without manual intervention

Self-optimization Automatic monitoring and reallocation of resources to ensure the optimal functioning with respect to
the defined requirements (e.g., predefined policy for energy consumption)

Self-protection Proactive identification of arbitrary attacks such as withholding, modifying, and disclosing private
information, and protection against them

Self-healing Automatic detection, diagnosis, and recovery from failures due to loss of power or malfunctions
because of some software bugs

Self-organization Automatically re-establishing connectivity according to topology and position, and allowing data to be
disseminated and aggregated

Ubiquity capability

Adaptive tracking Support of dynamic changes of environment with the help of context awareness

Seamless mobility Mobility supported at different domains and layers (e.g., user/device mobility, network mobility, ser-
vice mobility, content mobility)

Multiple-objects connectivity Various types of communications among objects as well as humans

Ubiquitous access Accessing networks with heterogeneous/multiple interfaces as well as content independent of location
in a fixed/mobile environment
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another to provide anywhere and anytime
services without interruption
Table 1 provides a more detailed description

of the six capabilities with relevant functions. In
ITU-T SG13, details of each capability have
been developed in a separate Recommendation
(see the section on future work).

OVERALL ARCHITECTURE OF SUN
Here, we introduce the high-level architectural
view of SUN showing the arrangement of the six
capabilities. The SUN architecture in Fig. 1 con-
sists of three domains: transport networks, ser-
vice networks, and end users.

SUN transport networks are basically con-
cerned with transport of data between peer
entities in order to control the information
transfer between such entities. In addition,
some transport nodes are equipped with net-
work caches to enable effective and efficient
content delivery.

SUN service networks provide functions and
capabilities for service control and content deliv-
ery, including application and service support
functions, while forming overlay networks for
each specific case of services and applications
(e.g., smart city service network, content delivery
network, and e-health network). In addition,
SUN service networks communicate with under-
lying transport networks for better management
of services (e.g., resource reservation for the ser-
vice) with context awareness capability, which
analyzes content-related context information. An
open programmability capability is provided to

help in the creation and deployment of services
and applications.

For better operation of such transfer, services,
and applications in SUN, dynamic or static asso-
ciations between entities would be established
using collected context information from trans-
port entities as well as service entities, enabling
context awareness of transport and service net-
works by smart resource management and auto-
nomic network management capabilities.

The end users’ domain of SUN has the capa-
bility for ubiquitous connectivity, which allows
communications anywhere with any devices
including sensor networks for specific applica-
tions (e.g., smart city, smart building, and e-
health). To realize this practically, end-user
devices need to be equipped with the capability
to exchange their context information for con-
text awareness and keep an ontology repository
for better provisioning of connections and deliv-
ery of services. As a result, end users under a
SUN environment significantly reduce the
amount of their intervention when they use ser-
vices and applications, thus benefiting from SUN
capabilities. 

Finally, SUN support context awareness
based on processing of static and dynamic con-
text information in each domain, which pro-
duces and varies statistics to build a network
and/or provide services. Each domain has its
own repository for context information. Rele-
vant information should be transported and col-
lected into the context repository for analysis to
take appropriate actions to support key capabili-
ties of SUN. 

Figure 1. High-level architecture of SUN.
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CHALLENGES FOR
SMART NETWORK CONTROL AND

MANAGEMENT IN SUN
CONTEXT AWARENESS FOR SMARTNESS

Contrary to conventional context-aware services
and applications, context awareness in SUN
should be a key capability to determine or influ-
ence a next action in telecommunication or a
process by referring to the status of relevant
entities for smart network control and manage-
ment because it allows SUN components to
assess their own state and the overall network
condition. Networking capabilities with context
awareness (i.e., context-aware networking) are
enabling advanced communication, such as cus-
tomization and application creation. In order to
form relevant context knowledge, the following
information should be collected, exchanged, ana-
lyzed, and applied to be able to perform
enhanced networking functions in SUN [7]:
• Information from end users about their sta-

tuses (e.g., locations, situations such as an
accident during driving) to support adapt-
ability, autonomy, and programmability of
service delivery

• Information from end-user devices about
their statuses in order to support adaptable,
autonomous, and programmable networks,
attachment configurations, and service
delivery

• Information from networks about their sta-
tuses (e.g., the status of nodes and traffic)
to support adaptability, autonomy, and pro-
grammability of networks

• Information from services about the status
of service provisioning (e.g., service capabil-
ities and configurations including status of
servers and storage) to support adaptable,
autonomous, and programmable service
configurations

• Information from content about their relat-
ed contexts (e.g., the media format, avail-
ability, and properties)
As shown in Fig. 2, the centralized context

management systems of SUN shall support vari-
ous networking capabilities using context aware-
ness from distributed sources as follows:
• Context-aware content delivery: First the

capture, analysis and interpretation of the
context information; second, the retrieval of
the content from the content servers need-
ed by the user according to the interpreta-
tion, and the medium conversion into one
adapted to the capabilities of the user’s
device; and finally, the provision to the
user’s device of the converted content

• Context-aware programmability: On-
demand programming of the service config-
uration according to the context and policy
information, and dynamic updating from
the underlying network and the individual
service in order to support a more scalable
and manageable operation, including more
efficient and flexible use of the network

• Context-aware smart resource management:
A smart allocation of network resources
through exchanging context-aware informa-
tion with other network entities to identify
changes in the network conditions and con-
sidering QoS aspects in various services
(including platforms), depending on poli-
cies and service scenarios

• Context-aware autonomic network manage-
ment: The detection, diagnosis, and repair of
failures and the adaptation of the network’s
behavior through context awareness, includ-
ing monitoring or full manageability in a cost-
effective way without human intervention

• Context-aware ubiquity (mobility): Dynamic
capture and use of contextual information
about mobile entities and determination of
the most appropriate connection option at

Figure 2. Context awareness to support other networking capabilities.
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any given time to allow automatic and
seamless switching between different access
technologies and services
We expect that the autonomic feature, deal-

ing with the context awareness, should help the
necessary development of extensible context
models because this will enable the efficient rep-
resentation, handling, and distribution of avail-
able information. For this, ontology engineering
can reduce the complexity of managing the infor-
mation needed in a network, as well as increase
the portability of the services across networks.
Learning and reasoning techniques have to be
used to support intelligent interactions among
the entities [8]. 

CONTEXT-AWARE NETWORKING
In this section, we introduce a basic operational
process of context-aware networking. As shown
in Fig. 3, SUN consider context information
from different sources. In addition, the knowl-
edge base that contains the information for busi-
ness rules, service level agreements (SLAs), and
polices is used for giving input information for
context-aware capabilities. Then SUN create
context knowledge through context analysis and
context prediction, using a context repository
and previously input information (i.e., context
and policies). The created context knowledge
can be used to support the networking capabili-
ties of SUN [9]. For context-aware networking,
the context awareness capability, as a starting
process, is used to send the information on
dynamic changes of network resources and traf-
fic as context knowledge. After receiving such
context knowledge, other SUN capabilities per-
form key functionalities of SUN. For example,
smart resource management performs traffic and
resource monitoring/analysis, and then resource
management based on context knowledge.

As illustrated as an example in the previous
figures, SUN support a smart resource manage-
ment capability based on the context awareness
capability for the context aware networking. For
more detail, Fig. 4 shows the functional model
with relevant functions and their relations for
context-aware smart resource management in
SUN. Context awareness functions have a con-
text gathering function, a context management
and analysis function, and a context request and
context delivery function, including a knowledge
base/context repository. Based on context analy-
sis results and related information, smart traffic
control and resource management functions
have key roles for controlling network resources
with network transport functions. These func-
tions include a traffic monitoring and analysis
function, a resource monitoring and analysis
function, and a smart traffic and resource con-
trol function. Key functional elements of each
function are shown in the corresponding box.

USE CASE OF A SUN IN A
SMART CITY

There are various cases (e.g., e-health, smart
home, smart city) that need smart communica-
tions supported over various connections that
cannot be achieved without SUN. As an aid for
better understanding SUN, this article explains
how SUN work in case of an emergency in a
smart city as an example (Fig. 5). Applying six
capabilities of SUN in the use case, various
capabilities should be used in each step shown in
Fig. 5. Next, we explain the operations of each
step in detail.

•Step 1 — Configuration of service networks:
A user can request a service on the existing net-
working environment. To support flexible service
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Figure 3. Context-aware networking in SUN.
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provisioning, SUN create overlay networks for
service deployment using the programmability
capability from the user’s on-demand request for
a smart city service. Then a content delivery net-
work is created as a service network on top of
transport networks in the SUN so that a user
can access content from service providers for
social networking services (SNS) or multimedia
services through content upload and retrieval.

•Step 2 — Reporting: A road situation is
always monitored by cameras and sensors that
are connected to an intelligent transportation
system (ITS) as well as by vehicles equipped
with ITS capability. The information from
users/devices on the road is used for the context-
aware capability of SUN. If an earthquake hap-
pens in a smart city, the accident is directly
reported to the network management center
(NMC) by special sensors (e.g., fire detection
sensors) for recognizing abnormal situations on
the spot. Users can directly disseminate this acci-
dent via a SUN by smartphones to their friends
or relatives to order to report the emergency sit-
uation (it is also associated with the content
awareness capability in step 5).

•Step 3 — Decision making: The NMC ana-
lyzes collected information coming from the
road, including the accident, and identifies the
situation as an emergency without human inter-
vention. The NMC automatically informs the
emergency situation to the smart city control
center (SCCC). For making decision accurately
at any time, the NMC updates the information
from context sources dynamically or periodically,
and has rules considering SLAs and polices.

•Step 4 — Notification: The SCCC notifies
the emergency situation to relevant organiza-
tions (e.g., police station, hospital, and broad-
casting station). Target organizations for
notification are changed according to different
types of emergency situations. Simultaneously,
the NMC also reports this situation to relevant
network elements for network control and man-
agement. In the case of failure detection of net-
work nodes from the earthquake, the NMC
reports this situation to network elements with
the autonomic network management capability. 

•Step 5 — Perform context-aware network-
ing: Based on context information from the
NMC, each network element performs key func-

tionalities network control and management with
networking capabilities of SUN as follows:
• Urgently disseminating the real-time video

for the current situation through SNS with
content awareness capability

• Rapid diagnosis and recovery after automat-
ically detecting failures with autonomic net-
work management capability

• Seamless location tracking of users and
vehicles in emergency with ubiquity capabil-
ity

• Secure and high-priority transferring of
high-quality video for emergency situations
with smart resource management capability

FUTURE WORK AND
OPEN ISSUES FOR

SUN STANDARDIZATION IN ITU-T

In this article, we have introduced SUN as a new
initiative of network related standards develop-
ments being undertaken by ITU-T SG 13. Key
objectives of SUN are to bring smart capabilities
into telecommunication networks. Recently
ITU-T SG13 announced that two SUN docu-
ments had been approved: Recommendations
ITU-T Y.3041 [7] for the SUN overview and
Y.3042 [10] for smart traffic control and resource
management functions, which identify a new way
to manage telecommunication traffic considering
characteristics of various services and applica-
tions in terms of bandwidth and connection
durations. Through these two Recommenda-
tions, it is identified that the use of context
awareness is an essential means for telecommu-
nication infrastructures to be smart enough for
network control and management with fine-
grained classifications of traffic.

A detailed study based on these two docu-
ments is continuing in ITU-T SG13. Further
standardization work of SUN will identify vari-
ous use cases using the six capabilities and will
develop a detailed functional architecture based
on requirements. This study should include spec-
ifying technical details and relevant mechanisms.
In addition, future work will also cover the
development of SUN deployment models, also
considering interworking with existing networks.

Figure 4. Functional model of context aware smart resource management in SUN.
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The following documents under development
are planned to be completed in 2013:
• Y.SUN-context: This document defines func-

tional requirements to support context
awareness for SUN considering context
types and categorization. It also develops
key functionalities and architectures, as well
as relevant context awareness mechanisms
based on the analysis of various use cases.

• Y.SUN-content: This document focuses on
an optimized content delivery service with
identifying content by its name or other rele-
vant information (i.e., metadata) to deliver
and retrieve content efficiently while pre-
venting duplicate transmission of the same
content. For this, SUN consist of distributed
content-aware appropriately placed network
nodes that are capable of name-based con-
tent routing, in-network content caching,
and content delivery optimization [11].

• Y.SUN-cdf: This document addresses con-
text-aware content delivery in SUN with
network caches and path control, including
discovering best-fit content for various user
requirements. It provides a way to assume
the role of content provider in the content
management and distribution as a content

broker, and also aims to provide easy ser-
vice deployment and content delivery/distri-
bution to service providers.
This article has mainly introduced core parts

of Y.3041 and shown functions for context-aware
smart resource management as an example from
Y.3042 and Y.SUN-context.

For the successful development of SUN, it is
noted that very close coordination and collabo-
ration with relevant groups are necessary, espe-
cially the protocol development in ITU-T SG11
and other standards development organizations
as well as groups for FN standards within ITU-T
SG13.

To further investigate key challenges and
develop core technologies for realization in close
collaboration with relevant SDOs, there are
open issues for future research and standardiza-
tion of SUN as follows:
• Harmonization with cutting-edge technolo-

gies currently being developed (with ETSI,
OneM2M)
–SUN should be considered as an infra-
structure for the Internet of Things (IoT)
[12], enabling advanced services by inter-
connecting things.
–Novel networking schemes to support an

Figure 5. SUN capabilities over use case (a smart city).
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open and collaborative cloud platform need
to be developed with enhanced functions
for SUN capabilities.

• Considerations for emerging networking
technologies such as SDN [13] (with IETF,
ONF):
–SDN can be a good tool for supporting the
programmability and autonomy of SUN.
–Context information collected and ana-
lyzed through the context awareness capa-
bility in SUN should be contributed for
realization of flexible and adaptable net-
working (e.g., SDN)

• A core solution of “smartness” (with W3C):
–It is critical to define an information model
and develop algorithms for dynamically
adaptive decision making to support con-
text awareness in SUN.

• Evolution toward FN (with ISO/IEC):
–Based on four objectives and 12 design
goals for FN [6, 14], solutions to mitigate
gaps with FN through the evolutional
approaches should be developed. 
SUN initially adopt six capabilities that are

expected to be realized to satisfy the market,
showing a strong desire to seek solutions to be
adopted into telecommunication networks for
those capabilities. Thus, future research for SUN
should focus on early realization and deployment
with feasible technologies. We expect more col-
laboration and harmonization with research com-
munities on how to adopt and realize the
research results into global standards [15].

CONCLUSION
Based on the analysis of smart and ubiquitous
environments, and recent standardization activi-
ties for telecommunication networks in ITU-T
SG13, this article has presented the concepts of
SUN, requirements, key capabilities, high-level
architecture, and relevant functions, especially
addressing the support of context-aware net-
working within the use case. Specifically, from
the point of view of the future work on open
issues of SUN highlighted in this article, we wish
to stimulate valuable discussion for developing
standards with related SDOs and urgent techni-
cal solutions through related research work for
early realization of FN. We believe that SUN
will play an important role in smooth migration
of existing networks to FN.
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n this issue of the Integrated Circuits for Communica-
tions Series, we continue the theme of integrated circuit

design for multi-standard radios. We have selected two
papers covering this area, which is drawing significant
attention from industry as well as research communities
worldwide.

In the past 30 years, wireless technologies have dra-
matically penetrated into every aspect of our lives. Today,
virtually everyone around the world carries a cell phone
or a connectivity device to access multimedia services. As
wireless standards diversify, such mobile devices have
become increasingly complex in having multiple radios to
support multiple standards. Current cell phones typically
support six radios, including: cellular, Wi-Fi, Bluetooth,
global position system (GPS), FM, and near-field com-
munications (NFC). The use case has also become
increasingly sophisticated with demands rising to support
the concurrent use of multiple services, for instance,
being able to use the GPS for navigation while speaking
on the phone or browsing on the Internet. Such a concur-
rent use scenario requires multiple radios to be on at the
same time, which stresses the power consumption as well
as cost of the mobile device. While software defined
radio (SDR) technologies have been touted for their flex-
ibility and configurability to support multiple standards
(see the April 2012 issue), concurrent use cases add to
the already challenging SDR design the need to be pro-
grammable for not just one standard but multiple stan-
dards at the same time.

In past issues of our series (August 2005, August
2006, April 2012, and October 2012), we have seen a
clear trend in advances made on circuits implementa-
tions for SDR’s. However, the added challenge of sup-
porting multiple wireless standards concurrently has not
been addressed. In the first paper, entitled “Digital
Transmitter Design for Mobile Devices,” the authors

present a digitally intensive multi-standard transmitter
design that can be programmed to support the transmis-
sion of not only Wi-Fi but also Bluetooth waveforms.
Moreover the authors give a broad birds eye view of
major transmitter architectures and discuss the key
trade-offs that drove them to select the RF digital
quadrature architecture for their design, which has
achieved a 37 percent drain efficiency at 24.7dBm peak
power with a small die area of 0.7mm2 in 40nm comple-
mentary metal oxide semiconductor (CMOS) technology.
Their chip achieves the error-vector magnitude (EVM)
and adjacent channel leakage ratio (ACLR) require-
ments for long-term evolution (LTE), IEEE 802.11ac,
and Bluetooth enhanced data rate mode.

On the receive side, to support most of the standards
today, a SDR is required that can receive a broad spec-
trum spanning 500MHz to 3GHz. Conventional SDRs
utilize flexible radio-frequency (RF) down conversion
followed by Nyquist sampling to digitize an RF signal
for reception in the digital domain. More sophisticated
SDRs enable the concurrent reception of multiple radio
signals compliant with different standards occupying
anywhere within the 500MHz to 3GHz. Ultimately, the
ability to digitize multi-GHz of spectrum and be able to
not only receive predetermined but also unknown chan-
nels over a wide spectrum leads to the realization of
cognitive radios — the holy grail that we have not yet
realized.

To digitize multi-GHz spectrum, an ultra high speed
and high dynamic range analog-to-digital converter is nec-
essary, which results in an impractical implementation
requiring expensive exoteric processing technology, as well
as excessive power consumption. However, most of the
time, the 3GHz spectrum is unoccupied, i.e. sparse. In this
case, when the occupied spectrum is small RF bandwidth,
compressive sensing promises an unambiguous recovery of
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the incoming signals even under significant under-sam-
pling. The second paper, entitled “Compressive Samplers
for RF Environments,” discusses the application of com-
pressive sensing theory to RF signal reception. The author
provides an overview of compressive sensing and proposes
a non-uniform sampling approach and compares computa-
tional complexity, as well as noise penalty with respect to
Nyquist sampling for different spectrum occupancy levels.
The compressive sampling concept has been demonstrated
with a prototype implemented with an Indium Phosphide
(InP) front-end together with two commercial off-the-shelf
ADCs. 

We would like to take this opportunity to thank all
the authors and reviewers for their contributions to this
Series. Future issues of this series will continue to cover
circuit technologies that are enabling new emerging
communication systems. If readers are interested in sub-
mitting a paper to this Series, please send your paper
title and an abstract to any of the Series Editors for
consideration.
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INTRODUCTION

Today’s mobile devices, like smartphones and
tablets, have become an essential part of our
daily life. This is mainly because they are conve-
niently portable and provide real-time content.
There are three major factors that impact the
user experience of a mobile device:
• An efficient wireless interface for real-time

content
• A powerful digital processor for content

processing
• A radio with low current consumption and

extended air time
The first item is related to the wireless com-

munication standards a mobile device has to
support. For the second item, high-speed digital
processors, such as the application processor
(AP), are the major blocks that convert the data
into useful information for the human interface.
The design challenge is to make them smaller,
low-cost, energy-efficient, and more powerful.
The last item is related to designing a radio and
minimizing its current consumption. Best of all,
can radio be designed in such a way that items
all three items are jointly optimized?

A radio mainly consists of a digital baseband
(DBB) and a transceiver. A DBB can easily be
optimized jointly with the AP since both of them
are mainly made up of digital logic gates. They

can use the same process and reside on the same
die. As the process continues to shrink, they
enjoy the same benefits such as smaller transis-
tor size, lower current, and higher operating
speed. 

Transceivers today, on the other hand, have
different design considerations since they are
mainly radio frequency (RF)/analog blocks.
RF/analog circuits do not shrink well with process
scaling in terms of size and current compared to
their digital counterparts. This is generally
because the supply voltage shrinks while the tran-
sistor threshold voltage remains relatively con-
stant. This implies that the signal-to-noise ratio
shrinks as the process geometry continues to
scale. Therefore, very often a transceiver uses a
different process node than the AP and DBB,
and hence a separate die in the radio. Separate
dies incur additional cost for system integration
and should be avoided if possible.

To meet this ever increasing level of system-
on-chip (SoC) integration requirements, RF/ana-
log and system designers strive to take advantage
of the fast switching digital logic and use it to
implement the RF/analog functional blocks. The
goal is to exploit the process scaling and allow
transceivers to scale with digital logic by imple-
menting them on the same process/die as that
for the DBB and AP. 

Among the RF/analog blocks inside a
transceiver today, the transmitter is a very impor-
tant block and ideal for design digitization. It is
an important block because it consumes the
majority of current when the radio is active. It is
an ideal place for digitization due to the fact
that the signal source for the transmitter comes
from DBB and is digital in nature (Fig. 1a). It
only gets converted into analog after the digital-
to-analog converter (DAC). If the DAC can be
pushed as close to the antenna as possible, and
the amplifier can be further combined with the
mixer to form one RF-power DAC (RFPD),
everything before the data converter can conse-
quently be realized with digital logic gates.

This article is organized as follows: we discuss
the interdependencies of the power amplifier
(PA), signal, and architecture selected. We pro-
vide a process-scaling-friendly digital transmitter
design that jointly optimizes the above consider-
ations. Measurement results of this implementa-
tion are presented, and conclusions are drawn.

ABSTRACT

The advancement of the process technology,
especially CMOS technology, has played a major
role in the miniaturization of the mobile device
as well as extending its battery life. As digital
logic continues to shrink in size and increase in
density, implementing RF/analog functions digi-
tally becomes increasingly more attractive.
RF/analog digitization not only allows the design
blocks to benefit from process scaling, but also
enables a more complete system-on-chip integra-
tion. In this article, several digitally enhanced
CMOS transmitter implementations are dis-
cussed, and their trade-offs are analyzed. A digi-
tal quadrature transmitter that is
process-scaling-friendly and multimode-capable
is presented at the end. The chip is implemented
in 40 nm CMOS process and can easily be inte-
grated with digital baseband processors.
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POWER AMPLIFIER, SIGNAL, AND
THEIR IMPACT ON TRANSMITTER

ARCHITECTURE

POWER AMPLIFIER

Figure 1a is a block diagram of a conventional
direct conversion transmitter (DCTX). The fig-
ure is color coded, where blue indicates digital
logic and yellow refers to RF/analog blocks. As
can be seen from the figure, the DBB signal is
converted into an analog baseband (ABB) signal
by the DAC. The ABB signal is then processed
by analog low-pass filters (LPFs), mixers, and
finally, a PA. Among them, the PA is the major
power drain in this transmitter chain. Depending
on the applications and output power, it can
consume more than 75 percent of the total trans-
mitter power. Therefore, it is important to
understand the PA characteristics and reduce its
power consumption.

Figure 1b is a simplified three-port structure
for the PA model. The PA takes the signal from
the RF input port and amplifies it with an active
device, drawing power from the supply port. The
amplified signal is then delivered to the RF out-
put port. The efficiency of a PA is usually rated
with the power added efficiency (PAE) defined
as follows:

PAE = 100 × [PRF_output – PRF_input]/PDC (1)

where PRF_output is the PA output power at the
RF output port, PRF_input is the PA input power
at the RF input port, and PDC is DC power from
the supply port. The higher the PAE, the more
efficient the PA.

Figure 1c shows the typical characteristics of a
linear PA. As can be seen from the figure, PAE
(blue curve) increases as the PA input power
increases. From the efficiency point of view, one
would like to operate the PA as close to the satu-
ration point (PSAT) as possible. However, as the
input power increases, the PA gain compresses
and starts to deviate from the ideal linear gain.
This gain nonlinearity degrades the amplified sig-
nal quality, which is commonly quantified by error
vector magnitude (EVM) and adjacent-channel
leakage ratio (ACLR), and operation deep into
compression should be avoided if possible. 

The signal input to the RF input port is indi-
cated as the orange curve in Fig. 1c. The peak
input power (PIN_PEAK) is backed off from the
input saturation point (PIN_SAT) due to linearity
consideration. The average power operating
point (PIN_AVG) is further backed off due to the
signal’s peak-to-average power ratio (PAPR). As
can be seen, there is a significant drop in the
PAE as the average operating point is backed
off from the PA saturation point. The PAPR of

Figure 1. A direct conversion transmitter; the simplified PA model and its characteristics: a) direct conver-
sion transmitter; b) PA model as a three-port device; c) PA, signal, and backoff; d) switching vs. linear-
type PA..
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the signal will only increase as the communica-
tion standards move toward higher order modu-
lation schemes. Can we design a PA that
achieves good PAE in the presence of high
PAPR signals?

Switching-type amplifiers are known to have
higher efficiency than linear-type PAs [1]. The
main concept behind the switching-type PA is to
operate the transistor in saturation. Therefore, it
is either on or off. The upper plot of Fig. 1d is
an example of the class-D power amplifier where
the RF input port to the PA is driven hard by a
square wave. At any time, there is only voltage
or current present across the transistor. Since
there is no overlap between the voltage and cur-
rent, power is not dissipated; therefore, 100 per-
cent theoretical drain efficiency is achieved
where drain efficiency is defined as

Drain efficiency = 100 × PRF_output/PDC (2)

The lower plot of Fig. 1d shows the overlap
between voltage and current across the transistor
in time for linear PA during operation. The over-
lap regions are colored gray and should be mini-
mized to enhance the drain efficiency. Class A, B,
and AB PAs are generally considered linear PAs,
and their theoretical drain efficiency is around 50,
78.5, and 78.5 percent, respectively. Class D, E,
and F PAs are considered switching-type PAs,
and their theoretical drain efficiency is around
100 percent. However, due to some nonidealities,
linear-type PAs in real life have a drain efficiency
< 60 percent, while switching-type amplifiers can
achieve greater than 60 percent drain efficiency.
The quest here is to use high-efficiency switching-
type PAs for linear amplification.

SIGNAL
In addition to PAPR, the signal bandwidth to be
processed by the transmitter also plays an impor-
tant role in the radio design. The most obvious

is the Nyquist sampling theory, which states that
a band-limited signal can be reconstructed fully
if greater than 2× oversampling is used. Signal
bandwidth to be processed will set the lower
bound for the digital signal processing (DSP)
speed and the current consumption in the DBB.
Besides the impact on DBB, higher signal band-
width also translates into the need for a high-
fidelity analog path with flat frequency response
over wider frequency range. This also has a neg-
ative impact on the current consumption for the
analog part of the transmitter.

To avoid the increase in digital sampling rate
and relax the requirement for the frequency flat-
ness in the analog design, it is generally best to
keep the signal bandwidth as low as possible. How-
ever, some transmitter architectures actually traded
off PA efficiency with signal bandwidth. This will
become more obvious in the next sub-session.

DIGITALLY ENHANCED TRANSMITTER
ARCHITECTURES

We begin by reviewing four well-known digitally
enhanced transmitters that take advantage of
high-speed DSPs with a goal of enhancing the PA
efficiency. Their trade-offs in the presence of vari-
ous signals are also discussed. It should be noted
that there is no single transmitter architecture
that is the panacea for all applications. The deci-
sion is based on defining the signals (or stan-
dards) a radio needs to support, finding the right
level of integration, using the right process, and
building the most efficient PA with the right con-
trol architecture to faithfully amplify the signal to
radiate it over the air. Detailed discussion on
transmitter nonlinearity issues is omitted to focus
more on the design trade-off related to increasing
bandwidth in next-generation systems. Interested
readers may refer to [2] to further explore topics
related to linearization techniques on digital pre-
distortion applied in most digital transmitters.

Figure 2. Digitally enhanced transmitter architectures including: a) polar; b) LINC/outphasing; c) envelope tracking; d) dynamic load
modulation.
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Polar Transmitter — The DCTX uses rectan-
gular or quadrature domain signal processing to
form the complex transmitted signal. In contrast,
the polar transmitter uses envelope and phase
[3]. This technique is also called envelope elimi-
nation and restoration (EER), processing the
envelope and phase signals in separate paths and
recombining them at the PA. As can be seen

from Fig. 2a, the phase-path signal is applied to
the phase modulator, and the envelope-path sig-
nal is used to turn the switching-type PAs on
and off. Since the phase-path signal has a con-
stant envelope, this technique allows use of high-
efficiency nonlinear switching-type PAs.

Normally, a Coordinate Rotation for Digital
Computer (CORDIC) algorithm [4] is used for

Figure 3. The impact on signal constellation trajectories on a, b) the power spectral density (PSD) bandwidth for polar modulation;
c–e) the PSD for various architectures of transmitters.
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this IQ-to-polar conversion. This signal conver-
sion is a nonlinear process and results in signal
bandwidth expansion for both envelope-path and
phase-path signals. The bandwidth for both sig-
nals is highly dependent on the IQ signal trajec-
tory, especially its behavior in close proximity to
the origin. The more often a signal’s trajectory
goes through or near the origin, the higher the
envelope-path and phase-path signal bandwidth
after IQ-to-polar conversion. Depending on the
signal trajectory and specific requirements, nor-
mally a CORDIC converter needs to operate at
a frequency that is >8× of the IQ signal band-
width in order to have a relatively faithful repre-
sentation of the envelope-path and phase-path
signals. 

Global System for Mobile Communications
(GSM) is a special example of a polar transmit-
ter where its signal is a constant envelope signal
with only phase modulation. Pure phase modula-
tion makes GSM a perfect signal for polar trans-
mitter where CORDIC conversion is not needed
and the switching-type high-efficiency PA can be
used. Polar architecture greatly relaxed the lin-
earity requirements of the IQ transmitter for
GSM modulation. 

Both third and fourth generation cellular
standards have moved away from constant enve-
lope modulation schemes. Figure 3a shows the
signal trajectories for both Universal Mobile
Telecommunications System (UMTS) and
HighSpeed Uplink Packet Access (HSUPA)
signals. As can be seen, there are envelope
modulations in addition to the phase modula-
tions. Both signals shown in the figures have a
5 MHz signal bandwidth in the IQ domain.
After polar conversion, as shown in Figs. 3b
and 3c, the HSUPA signal has wider envelope-
path and phase-path signal bandwidth than the
UMTS signal despite the fact that they both
have the same IQ signal bandwidth. This is
because the HSUPA signal has more frequent
zero crossing than the UMTS signal (Fig. 3a).
If the phase-path signal requires an accuracy
of –50 dBc to be able to faithfully reconstruct
the signal at the PA, UMTS will  require a
phase-path bandwidth of about 40 MHz, while
HSUPA will require a phase-path bandwidth >
100 MHz. This provides us clear evidence that
polar domain signal bandwidth is highly signal-
trajectory-dependent. 

In addition to signal bandwidth expansion,
another major issue for this architecture is the
need for timing alignment of the envelope-path
and phase-path signals. The wider the signal
bandwidth on these two paths, the more critical
the timing alignment. Due to both signal band-
width expansion and timing alignment issues,
this architecture is generally more suitable for
communication systems with narrow signal band-
width.

In [5], an all-digital polar transmitter that
supports BT is demonstrated. It uses a phase-
domain process technology to reduce the signal
bandwidth on the phase-path. In [6], additional
pulses are inserted in the IQ domain to push the
signal trajectory away from the origin. The goal
of this pulse insertion is to reduce the zero-
crossings and hence the envelope-path and
phase-path signals bandwidth. 

LInear Amplification Using Nonlinear Com-
ponents Transmitter — In this architecture [7],
complex DSP algorithms are used to decompose
the baseband IQ signal into two constant-enve-
lope vectors (Fig. 2b). These two vectors contain
only phase information, and as a result can be
mixed up and amplified with nonlinear mixers
and high-efficiency switching-type amplifiers. The
vectors are recombined with power combiners to
reconstruct the original signal. This concept is
similar to the outphasing technique introduced by
Chireix in 1935. One issue related to linear ampli-
fication using nonlinear components (LINC) is
the efficiency degradation due to wasted power at
the power combiner when phase difference is
large. One variation of LINC, called asymmetric
multilevel outphasing (AMO), is proposed to
minimize the energy loss due to large outphasing
angles [8]. Another DSP-assisted technique is also
proposed to enable dynamic reactive termination
for combiner-loss reduction [9].

A LINC transmitter requires CORDIC con-
version for the generation of the two vectors. As
can be seen from Fig. 3d, it has similar phase-
path signal bandwidth as the polar transmitter.
The envelope signal for both vectors is a simple
constant (Fig. 3e). As a result, LINC, just like
polar, suffers from bandwidth expansion and
requires an accurate wide-bandwidth phase mod-
ulator for the phase-path signal. All these band-
width-related issues render this architecture
unfit for wide-bandwidth modulations such as 80
MHz 802.11ac. Another issue related to this
architecture is the power combiner design. It is
not easy to design a high-efficiency power com-
biner in a deep submicron complementary metal
oxide semiconductor (CMOS) process with com-
petitive size and low loss. 

In [10], a LINC outphasing transmitter capa-
ble of supporting a 40 MHz WLAN is imple-
mented in a 32 nm CMOS process. It has a PA
size of 2.6 mm2 with a PA efficiency of 22 per-
cent at 20 dBm output power.

Envelope Tracking Transmitter — The enve-
lope tracking (ET) architecture is a hybrid design
based on polar and DCTX. As can be seen in
Fig. 2c, besides the conventional DCTX-path, an
ET-path consisting of a DAC, an LPF, and a
supply modulator (SM) is added on top of the
PA supply port. This path receives the envelope
signal from the DBB and dynamically modulates
the supply voltage of a linear PA. With this sup-
ply modulation, the PA operates close to satura-
tion as the signal varies. This feature makes ET
a great architecture for achieving high PA effi-
ciency in the presence of high PAPR signals. For
the signal that goes under the DCTX-path, digi-
tal predistortion (DPD) is usually needed to
allow the architecture to push the PA further
into saturation.

Figure 3d shows an example of a 20MHz
LTE signal in the DCTX-path under ET archi-
tecture with DPD applied. There is slight spec-
tral expansion while compared with the original
baseband IQ signal due to the nonlinear opera-
tion of the DPD. Figure 3e shows the signal
PSD on the ET-path. As can be seen, the signal
bandwidth on the ET-path is narrower than the
envelope-path signal of polar architecture. The

Pure phase modula-

tion makes GSM a

perfect signal for

polar transmitter

where CORDIC con-

version is not needed

and the switching-

type high-efficiency

PA can be used.

Polar architecture

greatly relaxed the

linearity requirements

of the IQ transmitter

for GSM modulation.

LIANG_LAYOUT_Layout 1  9/27/13  11:45 AM  Page 118



IEEE Communications Magazine • October 2013 119

signal bandwidth of ET-path is highly dependent
on how much compression the PA is in. As the
PA-compression increases, the envelope conver-
sion gain from the DCTX-path to the PA output
is reduced; more envelope variation is needed
on the ET-path to faithfully reconstruct the sig-
nal. Therefore, the deeper the compression, the
closer this architecture is to the polar transmitter
and the better the PA efficiency. The downside
of operating the PA deep into saturation is that

the signal bandwidth expansion in the ET-path
causes the supply-modulator efficiency to
degrade. The overall system efficiency of the ET
architecture is the multiplication of the supply-
modulator efficiency with the PA efficiency. The
supply-modulator usually has lower efficiency as
the envelope bandwidth increases [11]. There-
fore, ET is usually suitable for narrow bandwidth
high PAPR signals. ET also suffers from the
envelope-path and RF-path timing alignment

Figure 4. Digital quadrature transmitter: a) architecture; b) decoder and unit I SMPC; c) DPA, 2D-DPD, and linearization.
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issue. However, it is not as severe as in the polar
architecture.

In [12], a supply-modulator is implemented in
0.15um CMOS process. It achieves 80 percent
supply-modulator efficiency in the presence of
5MHz HSUPA signal. The combined efficiency
(SM and PA) is measured at 37 percent.

Dynamic Load Modulation (DLM) Transmit-
ter — The DLM transmitter is proposed by
Raab in [13]. As can be seen from the block dia-
gram in Fig. 2d, instead of modulating the PA
supply, the envelope-path is used to change the
load impedance of the PA through a tuneable
matching network (TMN). The TMN will pre-
sent optimal impedance to the PA based on the
signal envelope to ensure good PA efficiency.
Since the TMN is usually implemented with var-
actor diodes that are operated in the reverse
mode, there is no need for large driving power.
This low driving power feature on the envelope-
path distinguishes it from ET architecture and
allows wideband signal control without efficiency
degradation. 

The signal bandwidth on the envelope-path
of the DLM architecture is highly PA-depen-
dent. In general, it is in a similar order to that
in the polar architecture, as illustrated in Fig.
3e. Figure 3d shows an example of spectral
regrowth on the RF-path when DPD is used to
compensate the PA nonlinearity introduced by
load modulation. The spectral regrowth in the
DLM RF-path is larger than the spectral

regrowth of the ET architecture in this particu-
lar example. One of the major issues for this
architecture is its sensitivity to the PA charac-
teristics, particularly in mobile applications. PA
characteristics will vary due to temperature
change, aging, and so on. Adaptive PA charac-
terization for use in the DPD once the devices
are in the hands of customers is the major chal-
lenge. The DLM architecture might be a promis-
ing candidate for base station applications
where the PA environment is well controlled.
Just like any architecture that separates the sig-
nal into two paths, this architecture also requires
stringent timing alignment of the envelope-path
and RF-path signals. 

In [14], a DLM transmitter at 2.65 GHz with a
peak power of 6 W is implemented. A scaled wide-
band code-division multiple access (WCDMA) sig-
nal with 38.5 MHz bandwidth and 7 dB PAPR is
tested, and 44 percent PAE is measured.

MULTIMODE DIGITAL QUADRATURE
TRANSMITTER DESIGN

The architectures mentioned above are either
not friendly to process scaling or not suitable for
multimode wide-bandwidth signals. The key to
multimode support is that the architecture itself
should introduce as little added signal bandwidth
expansion as possible and preferably be indepen-
dent of the signal trajectory. This makes the
architecture less dependent on the signal type.

Figure 5. Die photo and measurement results: a) die photo; b) WiFi; c) LTE; d) BT..
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In this section, a digital quadrature transmitter
(DQT) that does not suffer from these limita-
tions is presented. In addition, the design is tar-
geted for easy SoC integration and high PA
efficiency. The following topologies are selected
with the above design objectives in mind:
• Quadrature-based (instead of polar-based)

architecture for true multimode and wide-
bandwidth support

• Switching-type PA (instead of linear-type
PA) or digital PA (DPA) to further increase
PA efficiency and reduce current consump-
tion

• Combining DAC, mixer, and DPA into one
RFPD block and pushing the RFPD as
close to the antenna as possible

For the third item, RFPD is placed right next to
the antenna. As a result, everything before
RFPD can be implemented with digital logic
gates, which makes this architecture a natural fit
for process scaling and SoC integration in deep
submicron CMOS process.

QUADRATURE-BASED ARCHITECTURE
The quadrature-based transmitter architecture is
selected since it fits naturally into the way the
signal is defined and can easily be extended to
future communication standards. Figure 4a
shows the proposed architecture. The DBB sig-
nal is up-sampled and preprocessed by the 2D
DPD to compensate the nonlinear effects of the
transmitter nonlinearity. The signal is further
up-sampled and separated into sign and magni-
tude control bits. These digital bits are used to
control the phase-selector and the RFPD direct-
ly. In this architecture, there is no ABB signal.
The output of this RFPD is directly an amplified
RF signal.

RFPD AND SWITCH-MODE POWER CELL
The RFPD architecture is selected due to its
potential for high PAE and its natural fit for dig-
ital-intensive transmitter design. The RFPD con-
sists of I and Q power-DACs that are combined
on-chip through the transformer. Each power-
DAC branch is composed of digitally controlled
switch-mode power cells (SMPCs) to form the
DAC function. Each power cell is turned on or
off depending on the magnitude control bit. The
SMPC is gated by the magnitude bit to further
save power in back-off mode. This feature will
reduce the PAE drop for signals with high
PAPR. The LO signal phase inverts accordingly
based on the sign-bit information. 

Figure 4b shows the unit SMPC of the I-
branch in the RFPD. The Q-branch is the mirror
of the I-branch. A baseband binary signal (BB),
on or off, is derived from the magnitude infor-
mation (Mag(IBB_W)) through a decoder and
mixed with the differential LO signal before it
connects to the gate of the transistor. The tran-
sistor current, Iout+ or Iout-, is directly com-
bined at the transformer into IP or IN. The
SMPC implemented is a current-mode class-D
PA topology [15].

2D NONLINEARITY EFFECT
In contrast to the conventional linear amplifier
whose nonlinearity is usually characterized by
the AM-AM and AM-PM, the proposed DQT

suffers from the 2D nonlinearity effect shown in
Fig. 4c. This is because the current of I and Q
branches are directly summed at the combiner,
and a 50 percent duty cycle LO is used for mix-
ing. This non-orthogonal mixing results in load
interactions between the I power-DAC and Q
power-DAC. Therefore, the conventional AM-
AM/AM-PM DPD method cannot be applied. A
novel 2D-DPD that not only restores the trans-
mitter linearity but also compensates the IQ mis-
match is used [16]. Figure 4c shows the result of
this proposed linearization algorithm. An inter-
nal loop-back path is used for adaptive DPA lin-
earization.

MEASUREMENT RESULTS
This digital transmitter is implemented in a 40
nm CMOS low-power process (Fig. 5a). The
entire Tx area is 0.7 mm2. The DFE that includes
the up-sampler and 2D-DPD occupies an area of
0.18 mm2 and consumes 22 mW. The DPA, LO
chain, and pad frame occupy an area of 0.52
mm2. The Tx has a saturation power of 24.7
dBm, and the peak DPA drain efficiency is
around 37 percent including balun loss [15]. Cas-
code architecture is used to relax the device
from voltage over-stress. When used for modula-
tion, this 13-bit digital transmitter can support
up to 18.8 dBm with a DPA drain efficiency of
17 percent. The transmitter also supports 11ac
80 MHz MCS9 at 2.4 GHz with an output power
of 15.7 dBm and has an EVM performance
of –33 dB (Fig. 5b). The transmitter can also
support power class 3 20 MHz Long Term Evo-
lution (LTE) signal at 21 dBm. The measured
results meet the ACLR and EVM specs and are
shown in Fig. 5c. A narrowband BT signal is also
tested. The performance of the basic data rate
(BDR), enhanced data rate (EDR) 2, and EDR
3 all meet the required specifications with mar-
gin (Fig. 5d) [16]. 

In addition to multimode non-concurrent
transmission, due to DQT’s wide-bandwidth
characteristics and close to software defined
radio (SDR) architecture, this digital transmit-
ter can also be used for dual-mode concurrent
transmission. An example is given in the 2.4G
industrial, scientific, and medical (ISM) band,
and Fig. 6a shows the block diagram and con-
cept. In this realization, WiFi and BT signals
are separately generated and synthesized with
different frequency offsets. Two signals are
then combined in the digital domain and pro-
cessed by the same 2D-DPD, up-sampling
DFEs, and RFPD. A single transmission chain
is used for simultaneous transmission of the
WiFi and BT signals. The sharing of the trans-
mission chain enabled by the SDR-like digital
transmitter can reduce the radio cost by elimi-
nating the need for a separate BT transmission
chain. The current is also reduced due to the
elimination of one additional LO chain. Figure
6b shows the PSD measurement of this WiFi
plus BT concurrent transmission. In this exam-
ple, the WiFi and BT signals are measured
simultaneously by two signal analyzers. Figure
6c shows the results of this measurement. Both
signals show good output power, PSD, and sig-
nal accuracy. 
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Figure 6d shows the comparison table for var-
ious architectures. For connectivity applications
that require SoC integration, high PA efficiency,
and wide-bandwidth support, DQT is obviously a
good candidate.

CONCLUSIONS
Conventional and digitally enhanced trans-
mitter architectures are presented and com-
pared.  S ignal  character i s t ics  and their
impacts on the PA and architecture selec-
tions are also discussed. A process-scaling-
friendly multimode DQT that converts DBB
signal directly to RF signal is  introduced.
Measurement results are given. New applica-
tions like dual-mode concurrent transmission
that takes advantage of the SDR-like archi-
tecture of the digital  transmitter are also
introduced.
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COMPRESSIVE
SENSING APPLICATIONS

Unlike traditional data compression schemes,
which compress data after Nyquist sampling,
compressive sensing (CS) performs compression
prior to sampling with very little knowledge of
the signal. In order to reconstruct the signal, a
domain must exist where it can be expressed
with a small number of parameters, and the
number of samples taken must be sufficient to
estimate these non-zero parameters. The pro-
cessing required to identify and estimate the sig-
nal parameters for reconstruction is currently a
couple orders of magnitude more than other
compression algorithms. However, the compres-
sion is done with simple circuits at very low
power, making it attractive for remote sensors
that store/transmit data to processing centers for
analysis. Here CS maximizes storage capacity or
minimizes link bandwidth while requiring very
little DC power.

MEASUREMENT AND
RECONSTRUCTION DOMAINS

The majority of engineers are familiar with time
and frequency domains, and with the Fourier
transform that maps signals from one domain to

the other. Associated with these domains are
spanning basis functions; a linear superposition
of these functions can represent any signal. The
time and frequency domains are convenient to
demonstrate compressive sensing of radio fre-
quency (RF) signals, but it is not the only pair-
ing of domains that can be used. This pairing of
domains is ideal for a signal made up of narrow-
band modulated waveforms with the majority of
the spectrum unoccupied, as pictured in Fig. 1.
This environment is sparse in the frequency
domain with the majority of frequency bins
being unoccupied (having negligible power,
ignoring noise for now). Let us define the
instantaneous bandwidth, or IBW, as N/2 (the
number of frequency bins in an N-point fast
Fourier transform, FFT) and the information
bandwidth as K/2 (the number of bins contain-
ing signal content). Current CS algorithms are
based on block processing with N denoting the
block size. Note that the 1/2 factor arises since
each frequency bin requires amplitude and
phase information.

This signal is said to be K-sparse since K/2
amplitude and K/2 phase parameters define the
signal. Let us start by assuming the signal’s
active FFT bins or frequency support is known.
The problem of identifying the support will be
covered later. In CS the sparse domain is also
referred to as the reconstruction domain and
determines the minimum number of measure-
ments. For a K-sparse signal the number of mea-
surements M needs to be at least equal to K.
With these measurements and in the absence of
noise, the signal can be reconstructed by solving
a system of M equations and K unknowns. The
presence of white noise means that the system
cannot be solved explicitly because the noise
components in excluded bins are orthogonal to
the frequency support and result in a non-zero
error term. Instead, a least-mean-squared algo-
rithm is used to solve for the K parameters that
minimize the residual error.

If the signal support is known a priori, the
most efficient way to capture the signal is to
directly measure the amplitude and phase of
each bin in the signal’s support. However, if
the support is not known, taking only M mea-
surements will likely result in missing impor-
tant bins and failing to capture the signal.
What is needed is an incoherent measurement
domain where information is available in every
sample taken. For narrowband signals the time
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domain is  suitable for this task,  since it  is
unlikely to capture a zero-value sample
because of the time-varying nature of sinu-
soids.

Ideally, the M measurement sampling
instances would be selected randomly to maxi-
mize the probability of orthogonality between
the measurement and reconstruction domains.
An example of what not to do is uniform sub-
sampling, doing so results in aliasing in the fre-
quency domain due to spectral folding. This
means that multiple frequencies are indistin-
guishable from one another and signal recovery
is not possible. While samples can be taken at
arbitrary times it is advantageous to restrict
them to a regular grid of times (i.e.,  to an
underling Nyquist sampling grid.) This is
accomplished by providing a Nyquist reference
clock to the sampling hardware, and the recov-
ery is simplified through the use of FFT-based
techniques.

Completely random selection of sampling
edges also complicates the CS system. The hard-
ware has to be able to take adjacent samples
which may be beyond current circuit capability,
and the algorithm must continually recompute
transform functions for the changing sampling
times. Also, the pattern would be difficult to
synchronize and the number of samples in each
block would vary. Non-uniform sampling (NUS)
with a fixed pattern length can meet the orthog-
onality requirement and allows algorithm opti-
mization taking advantage of the periodic
repetition of the sampling pattern. The non-uni-
form pattern can also be used to simplify the
circuit implementation by placing restrictions on
the spacing of sampling locations, as pictured in
Fig. 2. Not all patterns are suitable for non-uni-
form sampling and patterns with “white” spec-
trums (computed by taking the FFT of an
N-length sequence with ones at sample locations
and zeros elsewhere) have proven to perform
well. A systematic method of creating good
NUS patterns has not been found; instead, ran-
dom patterns are generated, sample times are
adjusted to be compatible with the sampler and
analog-to-digital converters (ADCs), and the
resulting pattern is verified experimentally. In
the example NUS pattern, sample times are
encoded in the rising and falling edges, and
sampled with an interleaved sampler and ADC
channels.

HARDWARE DESCRIPTION
In order to extend the bandwidth of the NUS, a
custom front-end InP sampler chip was devel-
oped (Fig. 3a). An interleaved architecture was
selected to allow closer spacing between adja-
cent samples without using a much higher power
ADC. The main building blocks of the NUS are
the master and slave sample-and-hold circuits
(MSH and SSH), and the clock generator. The
NUS pattern is set by a repeating pseudo-ran-
dom bit sequence (64 kb in length) provided by
an external pattern generator. Two commercial
250 Msamples/s ADCs (TI ADS41B49) are used
to digitize the samples. Signal recovery requires
aligning the samples to the NUS pattern; this is
accomplished with a synchronization pulse from
the pattern generator (not pictured).

The timing generator, shown in Fig. 3b, gen-
erates timing signals for the master and slave
sample-and-holds. A low-jitter clock is used to
decode and retime the non-uniform sampling
pattern (NUS_IN) by pulse-stretching the rising
and falling edge detector outputs. Tapped flip-
flop delay chains are used to delay the ADC
clock (CLK_OUTx) to provide adequate settling
time and to account for finite aperture delay of
the ADC. The programmable delay chains have
eight selectable taps to optimize ADC timing.

Figure 3c shows the diode sampling bridge
design of the sampling element. The circuit is
controlled by signals from the timing generator
that switch the bridge on or off. The schematic
shown is only for one of the two pseudo-differ-
ential circuits. The slave bridges operate in a
ping-pong fashion with a minimum of eight clock
cycles between master bridge samples. Setting
the minimum spacing allows the master more
time to settle, and faster operation is possible at
the expense of more power, increased noise, and
reduced linearity.

SUPPORT ESTIMATION
The preceding discussion assumes that the fre-
quency support of the signal is known; however,
outside of radio and TV bands, signals are tran-
sient in nature as transmitters are turned on and
off or move from one location to another. So
there is a need to determine the signal support
for the time when the samples were acquired in
order to recover it. While this could be done in a
cooperative manner by a separate system, CS
theory tells us that one can estimate the support
directly from the compressed samples.

Research by Candès, Tao, and Donoho [1, 2]
showed that a signal can be recovered with fewer
samples than required by the Nyquist–Shannon
criterion. The only requirement is that the signal
is sparse in a known domain. By only accepting
the sparsest solution, one can select a unique
solution from an otherwise infinite set of solu-

Figure 1. Frequency domain representation of a hypothetical RF signal envi-
ronment.
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tions for an underdetermined system. This is
essentially an optimization problem that can be
expressed as a linear program. Sparsity, the
number of non-zero components, is difficult to
use as a constraint. It has been shown that the
L1 norm, the sum of all component magnitudes,
is a suitable stand-in for sparsity that can be eas-
ily incorporated into a linear program. There are
many other algorithms for support estimation
but they all attempt to find the sparsest solution
that matches the measurements.

Discovering the support comes at the cost of
additional measurements. The number of mea-
surements required is on the order of O(K
log(N)). As a rule of thumb it requires 2.5–3
times K samples to reliably estimate the signal
support. While the support can be estimated
with fewer samples, there is a finite probability
of failure. This support estimation also has a
severe computational cost (the equivalent of
hundreds of FFTs). Fortunately, the support
estimation does not have to be done for every
block processed; rather, the support need only
be updated as often as the environment changes.
This allows the slower support estimation and
faster reconstruction operations to be decoupled
to reduce the overall computational require-
ment.

A prototype support estimation procedure
was developed for the NUS using a greedy algo-
rithm. Starting with a zero-padded signal esti-
mate and taking FFTs of multiple windows,
possible signal components are identified and
added to the support estimate. Both the individ-
ual and averaged FFT results are used to identi-
fy significant bins. The algorithm exploits the
fact that signals occupy contiguous FFT bins and
fills in small gaps to improve the support esti-
mate. This loop is executed 10 times or until the
residual energy drops below a threshold. A final
pruning step does a reprojection and removes
false positives, a cluster of support bins with lit-
tle or no energy. The final pruning is done a few
times with a dynamically tuned threshold. Figure
4 is a simplified flow diagram of the support
estimation algorithm. 

The computational cost of just the recon-
struction (tens of FFTs) still requires a consider-
able amount of processing power. This is made
worse by the desire to process very wide bands
of spectrum, which require high sample rates for
the reconstructed Nyquist samples. This is less of
a concern for remote sensing applications where
real-time processing is not required. In this situ-
ation the inherent compression is a benefit, mak-
ing it easier to store or transmit the sampled

Figure 2. Example NUS sampler architecture and non-uniform sampling patterns. Comparison of good and bad sampling patterns.
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data. This benefit is even more significant when
considering that the compression (reduced aver-
age sampling rate) can be accomplished with rel-
atively low-power analog processing. For
latency-sensitive systems, a potential solution to
the computational problem is to directly esti-
mate parameters (information) using the com-
pressed samples and avoiding the costly
reconstruction operation. One can envision
adapting matched filtering techniques to the CS
framework.

COMPUTATIONAL COMPLEXITY AND
NOISE PENALTY

As discussed previously, the number of computa-
tions required to recover the signal requires sub-
stantial processing power and limits CS
application to real-time systems. It is estimated
that hundreds of parallel processors (e.g., those
found in commercial graphics processing units,
GPUs) are required to reconstruct the data
streaming from an NUS sampler covering 2.4

Figure 3. a) Die photograph of custom InP NUS sampler; b) block diagram of the timing generator; c)
example sample-and-hold circuit (c). The plot in c) shows the MSH output at the transition from the track
to the hold state. The MSH is tracking when CLK is high and holding when CLK goes low.
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GHz of spectrum. While constructing a proces-
sor of this size is entirely feasible, its size and
power make it unsuitable for many applications.
Direct parameter estimation offers a potential
solution to this problem, but it is still in its
developmental infancy with many questions left
to be answered.

Another cost of reducing the sample rate is a
loss of noise averaging or processing gain. In a
Nyquist system this penalty is simply 10
log(M/N), since noise is uniformly spread across
a reduced number of frequency bins. The same
penalty applies to the CS system; however, the
nonlinear processing in the support estimation
and reconstruction steps make quantifying the
error more difficult; adding to the confusion is
that the sample rate reduction allows for the use
of higher-resolution quantizers. This is another
example of an area requiring additional
research.

As an example of the relative performance
of the NUS and Nyquist samplers, a Global
System for Mobile Communications (GSM)
signal was captured with both systems, and the
bit error rate (BER) vs. signal power was mea-
sured. To add realism to the measurement,
additional clutter signals were added with vari-
ous aggregate bandwidths to simulate real RF
spectrums. In this comparison a 4.4 GHz 8-bit
Nyquist ADC sampling at 1.1 GHz (subsam-
pled by 4) was used, and the NUS used 14-bit
ADCs sampling at an average rate of 275
Msamples/s or 1/16 the Nyquist rate. The NUS
sampler’s wideband thermal noise limits its
quantization performance to 9 bits,  which
should have offset the 6 dB (10 log(1/4)) under-
sampling noise penalty. In this example the
NUS SNR was 4–6 dB lower than the Nyquist
results (Fig. 5). One possible explanation is the
64 kb block size used in the NUS reconstruc-
tion. Using a larger block may increase the sig-
nal-to-noise ratio (SNR) of the reconstructed
signal, but would also increase the processing
time. This example also demonstrates the NUS
sensitivity to spectral occupancy (the inverse of
sparsity), with SNR of the recovered signal
decreasing as occupancy increases. Considering
that in this case the NUS system generated a
quarter of the data and used half the power, its
performance is very respectable for a proof-of-
concept demonstration of the underlying CS
theory. 

EXAMPLE SAMPLER
Under the Defense Advanced Research Pro-
jects Agency (DARPA) A-to-I program, the
Northrop Grumman Aerospace Systems team
developed a non-uniform sampler (Fig. 6). The
NUS sampler chip (center) and the two com-
mercial off-the-shelf ADCs are integrated onto
the printed circuit board; an external pattern
generator supplies the non-uniform sampling
pattern. 

SUMMARY
The DARPA A-to-I program greatly expanded
our understanding of applying CS to RF envi-
ronments. Demonstrating that the NUS archi-
tecture is well suited to signal environments
that are sparse in the frequency domain, the

Figure 4. Support estimation flow diagram.
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reader is referred to [4] for an alternate CS
architecture that can handle a wider range of
signal environments. The analog-to-informa-
tion converter (AIC) developed validates the
potential of CS systems. However, the process-
ing challenge remains to be solved for
widespread acceptance of CS techniques.
Direct parameter estimation [4] is a promising
solution that requires only a fraction of the
processing needed for full reconstruction, but
further reductions are required to lower the
computational costs. 
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he road to easy service creation environments in
telecommunication has been paved with good inten-

tions. The telecommunications industry has sought to pro-
vide easy to use, graphical, and visual service creation
environments, complete with interpreters and domain-spe-
cific languages for a long time. The Telecommunications
Information Networking Architecture (TINA) was an early
approach to provide a common architecture on which new
services could be built, often by third parties (more about
these third parties later). The Parlay Consortium was
another early adopter that a consistent view of telecommu-
nication services makes it simpler to create new services by
third parties. Underscoring the approach to third-party
service creation was a set of Application Prorgamming
Interfaces (API); a call control API, a conferencing API,
and a billing API. The APIs, at this point, hid the com-
plexity of individual vendor switches and business and
operational systems (B/OSS). The longevity of TINA and
Parlay, however, was limited as the telecommunication
domain evolved from circuit switched time division multi-
plexing to Internet telephony.

In the new world, service creation and service execution
were fashioned after the dominant model in the web
world: HTTP. Instead of monolithic, multi-layered archi-
tectures, lightweight APIs and remote function calls served
as the lingua franca. While TINA was not able to find a
foothold in this environment, Parlay evolved to Parlay X.
The Parlay X APIs use WSDL 1.1 (Web Services Descrip-
tion Language). The aim is to attract as many web devel-
opers by providing the service infrastructure in a context
that they are comfortable with. To that extent, service cre-
ation environments have evolved that use general-purpose
and popular programming languages like Java and the
well-known REST-ful programming APIs prevalant in the

web world. This evolution has culminated in WebRTC, the
current exemplar technology that merges the web and the
telecommunications world as never before.

Of interest are the third parties toward whom these
service creation environments are targeted. The TINA
and Parlay experiments considered third parties as mostly
telecommunication companies writing services for
telecommunication service providers over specific vendor
equipment. In today’s ecosystem, the over-the-top (OTT)
providers are third parties creating telecommunication
services. While the OTT providers are still (mostly) large
corporations, WebRTC moves the notion of third parties
further to allow individual users to create telecommunica-
tion services. The move toward the brave new world con-
tinues. In our single article in this IEEE Design and
Implementation Series, Femminella et al. present their
work on simplifying multimedia service creation using the
Session Initiation Protocol (SIP) and the Media Gateway
Control Protocol (MGCP). To ease the complexity of
dealing with these protocols in their raw form, the authors
propose using Java Call Control (JCC) as an abstraction
layer. Their resulting system exhibits performance in
terms of reduced code complexity, simplified development
effort and faster runtime. While the work of the authors
may still be considered too low level — after all, it does
require some understanding of call control — it is
nonetheless a necessary precursor to the WebRTC model
of creating services.
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INTRODUCTION

Java is increasingly used in the development of
telecom services. Java Call Control (JCC) appli-
cation protocol interfaces (APIs) [1, 2] have
been introduced for alleviating service develop-
ers of the burden of handling the complexity of
some communication and signaling protocols
and architectures (e.g. SS7, H.323, SIP, Media
Gateway Control Protocol — MGCP) through
the use of specific protocol adaptors. 

The Java APIs for integrated networks
(JAIN) server logic execution environment
(SLEE) have been introduced to support devel-
opers in implementing, deploying, and managing
advanced telecom services [3]. A JSLEE server
allows different resources and protocols to be
integrated in order to realize communication
platforms able to fulfill the performance require-
ments of multimedia services in terms of latency,
throughput, consistency, and availability. 

Commercial JSLEE JCC adaptors currently
exist for intelligent network (IN) protocols only
(e.g., CAMEL, CAP, INAP). Even the main
JSLEE implementers (OpenCloud [4] and
Amdocs [5]) have not provided JCC support for
SIP and/or MGCP yet, probably because SIP
and MGCP are rather different from IN proto-
cols, and the JCC-SIP mapping is not straight-
forward. Some proposals for mapping JCC onto
SIP already exist [6, references therein]. Never-
theless, none of them consider JCC mapping
onto MGCP. This is an important limitation
since MGCP is the main signaling protocol cur-
rently used for managing voice over IP (VoIP)

calls by external media gateway (MG) con-
trollers, for both interworking with PSTN and
controlling media servers (MSs) [7].

The creation of telecommunication services
in a simple manner is a subject that will persist
for the near future. Our contribution in this
direction is using JCC as an abstraction layer on
top of the SIP and MGCP protocols, the former
for implementing signaling and call control func-
tions, and the latter for managing interactions
with MSs, not with any generic MGs. In particu-
lar, we show a novel JCC-SIP-MGCP mapping
that builds on our recently published JCC over
SIP mapping [6]. We provide a detailed descrip-
tion of the JCC over MGCP implementation,
along with a performance comparison with a
plain SIP/MGCP-based service. Our proposal
revises the semantics of a JCC method. This
change is specific to the JCC-MGCP mapping,
and does not require general JCC applications
to be aware of what is executed underneath the
JCC adaptor. All changes and extensions are
thoroughly explained in what follows, along with
their implementation within the Mobicents com-
munication platform [8], which is the only avail-
able open-source JAIN SLEE.

The article is organized as follows. We illus-
trate some background concepts. We detail the
motivation underlying this work. We show the
JCC-MGCP operation, the implementation of
which is shown, along with some experimental
results. We report the lessons learned, and our
concluding remarks are given.

BACKGROUND

SIP AND MGCP PROTOCOL BASICS
SIP is an application-layer signaling protocol for
IP networks [7]. Sessions are established through
a three-way exchange between a so-called user
agent client (UAC) and a user agent server
(UAS). Any session starts with an INVITE mes-
sage, issued by the UAC to the UAS. One or
more provisional responses (e.g., 180 ringing)
are sent as replies by the UAS, followed by a
response sent again by the UAS to the UAC
(200 OK). A final acknowledgment (ACK) sent
by the UAC to the UAS completes session estab-
lishment. The set of messages, including a
request and the relevant responses, is referred to
as a SIP transaction.

MGCP is a transactional, command-response,
text-based protocol [9, 10]. It is used for manag-
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ing an MG from a call agent (CA), implement-
ing call control functions. An MG provides
media playing/recording functions, including
conversion between telephone circuits and data
packets. The MGCP connection model is based
on endpoints and connections. Endpoints can be
either physical or virtual devices and can act as
both data source and destination. Examples of
endpoints are announcement servers, interactive
voice response (IVR) access points, and packet
relay devices. Connections can be either point-
to-point (i.e., connecting two endpoints) or mul-
tipoint (i.e., an endpoint connected to a
multipoint session). 

JAVA CALL CONTROL APPLICATION
PROGRAMMING INTERFACE

The JCC APIs have been designed for managing
communication sessions through a variety of het-
erogeneous networks [1, 2], hiding most of the
complexity of underlying network protocols. It
includes the entities listed below:
• JCC provider: The interface through which

an application can access the implemented
JCC functions. A JCC provider can manage
a number of JCC calls.

• JCC call: Represents a communication
between two or more parties through a
dynamic collection of physical/logical enti-
ties involved in a communication relation-
ship. 

• JCC address: A logical endpoint (e.g., an IP
address or a directory number) with a string
representation.

• JCC connection: A dynamic relationship
between a call and an address; each JCC
call is composed of a number of JCC con-
nections.

A detailed description of the JCC APIs and the
associated finite state machine (FSM) can be
found in [6]. 

JSLEE SPECIFICATIONS
JSLEE is a Java open standard describing an
application server (AS) architecture suitable for
executing telecom services. A JSLEE AS consists
of a software container that provides non-logical
features necessary for executing applications.
This way, it can alleviate programmers of the
burden of handling low-level implementation
details. Resource adaptors (RAs) are fundamen-
tal JSLEE components that constitute abstract
interfaces with external resources, such as proto-
cols and databases. Event routers have the task of
delivering events to the appropriate service mod-
ules. A number of facilities are also included,
which are useful to implement any service logic.
Service logic is organized in components called
service building blocks (SBBs), which operate
asynchronously by receiving, processing, and fir-
ing events. Events received from the external
world are translated into internal Java events by
the relevant RA. For example, incoming SIP
messages are handled by the SIP RA.

Currently, three main implementations of the
JSLEE specification are available: Rhino, a com-
mercial AS owned by Open Cloud [4]; Amdocs
Service Platform, a commercial AS owned by
Amdocs [5]; and the open source Mobicents

JSLEE [8]. Mobicents is hosted within the JBoss
container [11], and includes a JSLEE container,
a media server (MS), a presence server, and a
container of SIP servlets.

MOTIVATIONS AND RELATED WORK
Creating telecommunication services in a simple
manner is an increasingly important subject. Our
proposal is to use JCC as an abstraction layer on
top of SIP and MGCP. The utility of this pro-
posal goes beyond the management of simple
streaming servers, such as VideoLAN. It also
allows controlling MSs with the purpose of both
playing and recording contents generated by
users (voice and video) and capturing dual tone
multifrequency (DTMF) tones, as extensively
happens in IVR applications. In such situations,
the use of MGCP (or similar protocols, e.g.,
MEGACO [7]) is strongly recommended, since
it includes these control functions. 

An alternative to JCC to implement these
services is using SIP servlets (JSR 289 [3])
together with the media server control API (JSR
309 [9]). Nevertheless, there are some drawbacks
with respect to the proposed solution. Some
shortcomings of SIP servlets with respect to
JSLEE are reported in [3]. In addition, JSR 289
does not provide any specific support for other
telecommunication protocols, and it requires
gateways to communicate with non-IP networks.
Differently, JCC was created to support differ-
ent telecommunication protocols, such as
CAMEL, CAP, and INAP [2]. Thus, our JCC
implementation can be extended to provide an
abstract access to any other existing signaling
protocols. The second issue related to the use of
JSR 289 is that it requires deep knowledge of
SIP, and a service developer has first to imple-
ment and handle all the SIP logic (both success-
ful and failed cases), and then the application
making use of it, which is typically time-consum-
ing and error-prone. By using our JCC imple-
mentation, the underlying management of
successful and unsuccessful SIP transactions is
hidden to service developers, since it is automat-
ically handled by the RA. This feature results in
both a considerable decrease in the effort need-
ed in designing and implementing software pro-
jects and a significant reduction in
implementation errors. 

This consideration is valid also for JSR 309.
JSR 309 defines a programming model and an
object model for MS control, and provides an
abstraction of commonly used application func-
tions, such as multiparty conferencing. Neverthe-
less, it requires more object creations and method
invocations to create and handle MS connections
than our JCC implementation, which implies
increased effort for application developers, as
shown later. In addition, the JSR 309 design
requires much more MS resources than our JCC
implementation. For instance, to play an
announcement from an MS, JSR 309 requires
the creation of two MGCP connections with two
MGCP endpoints instead of the single MGCP
connection required by our JCC solution. Since
our goal is reducing the implementation effort
without introducing any significant performance
limitation, our solution is preferable.
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JCC-MGCP MAPPING

Our proposal of JCC-MGCP mapping builds on
the JCC-SIP mapping shown in [6]. This exten-
sion originates from the need to handle commu-
nications with MSs, which are a specific type of
MG, under the JCC abstraction layer, thus avoid-
ing the additional work required to do it sepa-
rately. In what follows we focus on the
JCC-MGCP mapping only. Figure 1 shows the
relationships between the implemented JCC
objects, relevant to the SIP and MGCP proto-

cols, and the JCC-MGCP connection handler.
FSMs are also shown, including the new JCC-
SIP connection FSM transitions introduced in
[6]. The large yellow arrows between objects
show their relationships. These arrows are ori-
ented from the invocating object to the invocat-
ed one, whereas the included numerical range is
relevant to the number of invocated instances
only. For example, the 0:N relationship from the
JCC-SIP provider to the JCC-SIP call means
that the former may handle any number between
0 and N of JCC-SIP calls. As for the JCC-MGCP

Figure 1. Relationships between the implemented JCC objects and the JCC-MGCP connection handler,
with the relevant FSMs, including the new JCC connection FSM transitions introduced in [6].
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connection FSM, the dashed black arrows and
the dashed boxes represent the JCC transitions
and JCC states, respectively, that we have not
used.

Since our aim is using JCC on top of MGCP
for managing interactions with MSs, and not
with any generic MGs, we have decided to use
three out of the four JCC key objects, necessary
for realizing the desired JCC-MGCP mapping.
They are the JCC-MGCP provider, the JCC-
MGCP connection, and the JCC-MGCP address.
We have not implemented the JCC-MGCP call,
which is not used in services involving only MSs.
Hence, the JCC-SIP call instance is in charge of
selecting the type of JCC connection to be creat-
ed (SIP or MGCP) on the basis of the target
address provided in the JCC createConnection()
method [1, 6]. A JCC-MGCP connection can be
created if and only if it is associated with an
existing JCC-SIP connection, with the SDP
information already exchanged between parties.
As for the JCC-MGCP provider, it acts as an
MGCP listener in charge of exchanging MGCP
packets with the external world. Its main func-
tions are:
• Handling associations between JCC-MGCP

connections and the relevant MGCP trans-
actions

• Informing the JCC-MGCP connection han-
dler about any transaction timeouts

• Creating JCC-MGCP addresses
• Sending and receiving MGCP messages rel-

evant to JCC-MGCP connections
Finally, we have implemented the JCC-

MGCP connection handler to manage the behav-
ior of any remote MS using the MGCP
connection. It acts as a bridge between each
JCC-MGCP connection and any relevant MGCP
connection (i.e., MGCP leg). The rationale for
adding this object is that the JCC connection
FSM is designed for providing call control func-
tions only; thus, its transitions do not allow com-
plete management of remote MSs. Its main tasks
are:
• Storing the MGCP connection parameters

(e.g., endpoint types and identifiers,
announcement signal path, DigitMap, con-
nection mode) and updating them when
required by applications using the JCC
selectRoute() method of the JCC-MGCP
connection, illustrated in detail in what fol-
lows

• Managing all MGCP messages (both com-
mands and responses) relevant to an associ-
ated MGCP connection

• Requesting both the JCC-MGCP connec-
tion and JCC-MGCP provider to fire the
appropriate JCC events, and send com-
mands and responses relevant to previous
messages, respectively

• Automatically handling MGCP connection
modifications
Each JCC-MGCP connection handler has an

associated FSM, shown in Fig. 1. FSM states are
described thus:
• Idle: An MGCP connection has not been

created yet or has been lost.
• InConnection: This is a transient state in

which a handler tries to establish a connec-
tion with an MS. The first time a handler

enters this state, the associated JCC-MGCP
connection changes its JCC state to
CALL_DELIVERY [1, 6].

• Connected: An MGCP connection has been
created and can receive requests. The first
time a handler enters this state, the associ-
ated JCC-MGCP connection changes its
JCC state to CONNECTED.

• Reconnection: A handler attempts to delete
the existing MGCP connection and create a
new one.

• Error: An MGCP connection has been
deleted due to unexpected events (e.g., a
negative answer from an MS to an MGCP
Modify Connection command), but the
JCC-MGCP connection is still alive and can
be used to create a new MGCP connection.

• InDisconnection: This is a transient state
where a handler attempts to delete an
MGCP connection with a specific MS.

• Disconnected: This is the absorbing state.
When a handler enters this state, the asso-
ciated JCC-MGCP connection changes its
JCC state to DISCONNECTED.
Since JCC connection specifications do not

include methods to insert and change parame-
ters, we used the selectRoute(String) method of
the JCC-MGCP connection object to implement
these functions. The resulting usage of the JCC
selectRoute(String) method slightly deviates
from its original semantics [1]. Nevertheless,
since it allows passing a string value, it seems to
be appropriate to use it to pass configuration
parameters to the MGCP stack. When this
method is invoked, the relevant JCC-MGCP
connection handler parses the string argument
and inserts/updates the relevant value. 

MGCP connection parameters are classified
as follows:
• Mandatory parameters: These parameters

(e.g., endpoint types or IP address of the
MS) are mandatory for each MGCP con-
nection. Thus, when an application updates
the value of one of them and invokes the
JCC attachMedia() method of a JCC-
MGCP connection, the underlying system
automatically deletes the associated MGCP
connections by sending the MGCP Delete
Connection commands, and creates new
MGCP connections. Application services
are informed of this modification by a JCC
Connection MidCall event with code CON-
NECTION_CHANGED.

• Modify parameters: These parameters (e.g.,
SDP parameters, endpoint type) may be
updated on the relevant MGCP connection
through a single MGCP Modify command.
As above, this is done automatically by the
underlying system. Application services are
informed of this change by a JCC connec-
tion MidCall event with code CONNEC-
TION_CHANGED.

• Request parameters: these parameters (e.g.,
audio path, DigitMap) are relevant only to
a request and are used to create the MGCP
Notification Request command that
instructs an MS to execute a task.
Finally, a JCC-MGCP address is an object

representing an MS entity. This object is created
when a createConnection(A,B,-,-) JCC call
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method is invoked [1], where A is an MS address
(IP address and port number) with the “mgcp:”
prefix, and B is the address of an existing JCC-
SIP connection. Each JCC-MGCP address object
has a one-to-one association with the relevant
JCC-MGCP connection.

Next, we illustrate the signaling exchange of a
sample service used to explain the effectiveness
of our solution. This service, which implements a
prepaid card service (PCS) management proce-
dure, uses both the MGCP and SIP protocols,
and thus is a good candidate to highlight the
main features of our proposal. Then we describe
the JCC-related messages in the call setup phase
of the PCS service, highlighting the benefits pro-
vided by the introduction of the JCC.

DESCRIPTION OF THE PREPAID CARD SERVICE
Figure 2 illustrates the signaling exchange of the
PCS. It consists of a third party call control
based on a central back-to-back UA (B2BUA).
The caller (UAC) has a credit available on a
prepaid phone card and desires to make a call
toward a callee (UAS). The audio menu, provid-
ed by the MS, requests the caller to insert her
card number, together with the PIN code, and
the callee address. Then, after validating the
authentication data provided by the caller
through DTMF tones, the service decides
whether the call request is admitted or rejected. 

The control service is implemented through a
Mobicents JSLEE (MSLEE), which acts as an
AS implementing both the SIP B2BUA and the
MGCP CA. It makes use of the proposed JCC-
SIP-MGCP RA as a bridge connecting the
JSLEE logic and the underlying signaling proto-
cols. Five main signaling entities are involved: a
SIP UAC, a SIP UAS, an MSLEE AS, an MS,
and a database (DB), which is used to store user
profiles and service parameters. 

The signaling exchange begins when the SIP
UAC sends a SIP INVITE message to the
MSLEE. When the MSLEE receives this
INVITE message, an event routing subsystem is
invoked, and a selector root SBB is created. It
immediately queries the DB to obtain the sub-
scriber profile information. This way, the selec-
tor SBB has all the information needed for
activating a child SBB, called PrepaidCardCall-
Control, and leaves the signaling flow control to
it. Now the child SBB may use the SDP informa-
tion provided by the UAC to create a communi-
cation session with the MS. To do this, a Create
Connection (CRCX) MGCP command is sent to
the MS including the UAC SDP. The MS allo-
cates the resources needed for this connection,
generates its SDP information field, and trans-
mits it back to the MSLEE within the subse-
quent 200 (CRCX) MGCP response. 

The MS SDP is then forwarded to the UAC
within the 183 (Session Progress) SIP response
to allow it to establish a communication session
between the MS and the UAC. At this time, the
service logic, executed in the MSLEE, instructs
the MS to play an audio message to the caller
and/or indicates to which UAC inputs the MS
must listen. This is done through the Notifica-
tion Request (RQNT) MGCP command. When
this task is accomplished, a Notify (NTFY)
MGCP command is sent from the MS back to

the MSLEE. This message informs the MSLEE
about both the task success or failure, and the
list of information provided by the caller. After
validating all information, the child SBB starts
creating a second call leg toward the UAS by
sending a SIP INVITE message to it, including
the UAC SDP. The SIP signaling exchange pro-
ceeds until the two SIP three-way handshakes
are completed and a session is established. Peri-
odic DB queries are employed to implement the
operator-defined billing profiles and store the
remaining credit within the DB during a call life-
time. Upon call termination, a final DB query
updates service-related information stored in the
DB. In the example shown, the call is closed by
the AS by sending a BYE message toward each
of the two SIP parties, as typically happens when
a credit expires.

MAPPING JCC MESSAGES ONTO THE
PCS CALL SETUP

Now, we focus on the JCC-related messages in
the call setup phase of the PCS, and highlight
the exchanges occurring within the AS that con-
trols the call evolution, as shown in Fig. 3.

The involved entities are JCC call, JCC-SIP
connection A, JCC-SIP connection B,
JCC-MGCP connection C, JCC-SIP provider,
JCC-MGCP provider, MS, and SIP end parties
(UAC and UAS). In order to preserve readabili-
ty and neatness of the figure, arguments of JCC
methods are not shown. The current state of the
JCC call and connection objects is shown in
dashed boxes. The entities JCC call, JCC-SIP
connections A and B, JCC-MGCP connection C,
JCC-SIP, and JCC-MGCP providers are all
implemented within the JCC-SIP-MGCP RA,
and the methods implemented for the signaling
exchange between them are RA internal methods
(blue arrows). Thus, they are completely transpar-
ent to application developers, who have to imple-
ment only the SBB relevant to the application
and manage only messages corresponding to red
solid lines in Fig. 3. Upon receiving an external
SIP INVITE, the steps necessary to establish a
communication between an MS and a SIP UA,
represented by a JCC-SIP Connection [6], are
the illustrated below. We focus only on the JCC-
MGCP related messages, since those relevant to
JCC-SIP are extensively explained in [6].
1 The JCC application invokes the createCon-

nection(C,A,-,-) JCC call method to create
a new JCC-MGCP connection, where C is
the string that represents the MS address
(IP and port) with the “mgcp:” prefix, and
A is the address of an existing JCC SIP
connection (messages 9–11 in Fig. 3).

2 The JCC application sets the endpoint type
by invoking the selectRoute() method on
the JCC MGCP connection (message 12).
The supported endpoint types are
announcement, IVR, packet relay with
announcement, and packet relay with IVR.

3 The JCC application invokes the routeCon-
nection(false) method on the JCC MGCP
connection (message 13) to start the mes-
sage exchange so as to both create the con-
nection on the MS, and allow the UA and
MS to exchange SDP information (messages
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14–25). This exchange allows suitable codecs
to be selected for the communication
between the MS to the SIP UA. Signaling
message selection and exchange are auto-
matically done by the underlying system
according to the state of the relevant JCC-
SIP connection. It is completely transparent
to application developers, who only have to
implement the application service logic.

4 The JCC application waits to be notified of
the transition of the JCC-MGCP connec-
tion state to CONNECTED (message 26).
This event indicates that the MS connection
has been created and is ready to receive
requests, and the SDP information has
been exchanged.

5 The JCC application triggers the transmis-
sion of MGCP requests by invoking JCC
methods in the following order: i) select -
Route() invocations to specify the parame-
ters of an MGCP request, one invocation
for each parameter until all of them have
been communicated (message 27); ii) one
attachMedia() invocation on the JCC
MGCP connection (message 28). After
these operations, the JCC application waits
for the request results (e.g., successful or
failed, DigitMap matched or not, time inter-
val between messages 29 and 34), which will
be delivered with a JCC connection Mid-
Call event (message 35). The above
sequence of signaling messages can be

Figure 2. Prepaid card service signaling flow.
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Figure 3. JCC-SIP-MGCP signaling exchange for call setup.
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repeated M times depending on the appli-
cation service logic.

6 The JCC application invokes the release()
method on the JCC-MGCP connection to
delete the MS connection when either there
are no further requests to be sent or the
application terminates it (message 36). This
is acknowledged by the JCC-MGCP con-
nection by invoking the connectionDiscon-
nected() method (message 41).

7 Now the JCC application can establish a
call between SIP parties by invoking the
routeCall(B,A,-,-) method (message 42),
and waits for acknowledgments from the
relevant JCC-SIP connections. They notify
the JCC application of this change by firing
events generated by invoking the connec-
tionConnected() method (messages 59 and
60). The call is now established, and the
SIP parties A and B can communicate by
using Real-Time Transport Protocol (RTP).
By looking at Fig. 3, it is quite evident that,

using the JCC, it is possible to reduce the num-
ber of messages to be handled by the application
SBB. Two metrics are typically used to evaluate
the effort in realizing software projects, the
source lines of code (SLOC) and the required
man-months evaluated by the constructive cost
model (COCOMO) [12], which takes into
account the SLOC value. In the next section, we
present the values of both these metrics for dif-
ferent implementation alternatives in order to
quantify the benefits introduced by using JCC
for implementing the PCS service.

PERFORMANCE EVALUATION
The PCS performance evaluation has been
accomplished as follows. 

First, we compare the performance of a lega-
cy system, which uses the SIP and MGCP RAs
methods available in the MSLEE, with that
obtained using the JCC in order to highlight the
improvements in terms of throughput and setup
time. We present two different implementations
using the JCC APIs. The former one uses the
methods of our JCC-SIP-MGCP RA implemen-
tation. The latter one still uses our JCC-SIP-
MGCP RA, although the service logic uses the
jBPM workflow engine, which we have integrat-
ed in the MSLEE to further simplify service cre-
ation [13]. 

Second, we evaluate the overall maximum
throughput achievable using the new JCC APIs
for the two implementations.

Finally, we compare the SLOC and COCO-
MO metric values, also including in this compar-
ison the usage of the SIP RA and MS control
RA (implementing the JSR 309 API) available
in the MSLEE.

The JCC RA has been implemented by using
MSLEE v. 2.7.0.FINAL, which is compliant with
the JAIN SLEE 1.1 specifications. The interac-
tion between the RA and the underlying SIP
network has been realized by using the JAIN
SIP API and JAIN SIP Reference Implementa-
tion (RI) v. 1.2, while the MGCP part has been
implemented through the JAIN MGCP RI v.
1.0. The same RIs have been used to implement
the SIP and MGCP providers in the JCC RA.

The SIP UAC and UAS have been imple-
mented by using the SIPp traffic generator [6,
13, 14]. The MSLEE instances have been virtual-
ized by using the VMWare ESXi 4.1 hypervisor,
installed on a server with dual Intel Xeon E5410
(8 CPUs) and 32 Gbytes of RAM. One virtual
machine (VM) hosts the MSLEE running the
PCS service. It is configured with either 2 or 4
virtual CPUs (vCPUs) and 7 Gbytes of RAM;
the JVM heap size is 6 Gbytes. The other VMs
host the MSs implemented by a Mobicents MS
v. 3.0.0.FINAL, configured with 2 vCPUs and 5
Gbytes of RAM; the JVM heap size is 4 Gbytes.
This configuration is motivated by the results
presented in [14], which show that virtualization
optimizes the usage efficiency of the computing
resources for Java servers. Subscriber policies
have been stored within a MySQL DB v. 5.0.77.
All VMs run the Ubuntu Server 64-bit v. 11.10
operating system with the 1.6.0.30 64-bit JVM.

The SIPp UAC generated SIP calls according
to a deterministic arrival process with a call
length of 180 s. The duration of each test was 60
min. We have recorded both the maximum call
throughput (MCT), expressed in calls per second
(calls/s), defined as the maximum sustainable
load with a fraction of lost calls lower than 0.01,
and the session request delay (SRD), defined as
the time interval from the initial SIP INVITE to
the first non-100 provisional SIP response (Fig.
2). SRD values are related to the latency experi-
enced by a caller initiating a session.

In our experiments, the most significant con-
tribution to the SRD is the processing time with-
in ASs. Hence, we consider an input load
acceptable if the 95th percentile of associated
processing time is below 500 ms [14]. Outcomes
with average SRD values larger than 1 s or call
loss rate larger than 1 percent are not shown.

Figure 4 shows the SRD vs. throughput. Fig-
ure 4a shows the average latency with 95 percent
confidence intervals, whereas Fig. 4b shows the
95th percentile of SRD, both expressed in mil-
liseconds. Since the 95th percentile of SRD is
below the threshold of 500 ms for all implemen-
tations, we just compare the MCT. Using JCC,
also combined with jBPM, allows increasing the
MCT by approximately 37 percent with respect
to the legacy implementation. 

We have also investigated whether the system
bottleneck is either the MSLEE configuration or
the MS. Results are presented in Fig. 5, whose
abscissa and ordinate are the same as those in
Fig. 4. Each curve is relevant to a different num-
ber of both MSs and vCPUs of the MSLEE for
both the JCC and JCC+jBPM approaches. An
increase of the number of MSs leads to an MCT
increase.

When a single MS is used, it limits the achiev-
able performance. In fact, when the MS load
approaches the maximum tolerable value, some
requests cannot be processed by the request
timeout and are retransmitted, thus producing a
negative effect on both servers. When two MSs
are used, they end up quite unloaded, their
response time is always short, and they do not
trigger MGCP request retransmissions. In this
case, the MSLEE is the performance bottleneck.
Any increase in the number of vCPUs in the
MSLEE can provide further improvements due
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to the increased processing capabilities for serv-
ing MGCP requests. This is also true when jBPM
is used. However, in this case JCC outperforms
it.

Table 1 reports a summary of the achieved
results. The column labeled MCT-95 reports the
MCT with a 95th percentile of SRD lower than
500 ms. Table 1 also includes the values of
SLOC and COCOMO to evaluate the effort to
realize the PCS service using the legacy solu-
tion, the SIP+MS control (JSR 309) RAs, the
JCC RA, and the JCC RA with jBPM. The
throughput of the SIP+MS control implementa-
tion has not been evaluated, since the MS con-
trol RA in the MSLEE is not optimized.
However, it is worth noting that its performance
is certainly upper bounded by the legacy solu-
tion. Hence, not only does the proposed RA
provides a significant reduction of the imple-
mentation effort, but it also allows performance
to be improved. 

The JCC allows saving about 30 percent in
development effort and exhibits the highest
achievable throughput. When combined with
jBPM, it allows further reduction of the imple-
mentation effort (–48.6 percent) at the expense
of a slight throughput penalty with respect to
using JCC alone, only when 2 MSs are used
(–17.7 percent with 2 vCPUs, –23.5 percent with
4 vCPUs).

LESSON LEARNED
A significant issue faced during the RA design is
that the JCC API does not include methods to
handle parameter values. Thus, as illustrated
earlier, we have introduced these features for
supporting service implementation on top of the
protocols that require adding/updating/deleting
different types of parameters, such as MGCP. 

Moreover, during the implementation of the

JCC RA, we had to reduce the number of
objects to be created in the JCC connection
FSM. In fact,  the standard JCC FSM was
designed for providing call control functions
only. In particular, if a JCC connection object
enters the CONNECTED state, the only possi-
ble transitions are into FAILED or DISCON-
NECTED states (Fig. 1). Hence, if any MS
parameter values have to be changed by the
service logic, and the JCC connection object is
in the CONNECTED state, it would be neces-
sary to delete it and create a new object includ-
ing the new parameter value. This approach
would lead both the implemented RA and any
service using it to handle a lot of new events,
messages, and Java objects. This inappropriate
way of proceeding has been avoided by imple-
menting an internal JCC-MGCP connection
handler.

A crucial aspect is that, the MSLEE being an
event-driven platform, thread management with-
in the RA has a significant impact on through-
put and latency. Thus, it becomes necessary to
optimize the thread management to reduce the
number of strictly necessary Java objects han-
dled in the first version of the JCC-SIP-MGCP
RA. Our advice for any RA developer is to dedi-
cate a significant amount of time to optimizing
thread management; otherwise, it is likely to
incur system faults, performance degradation,
and waste of resources in operation when the
system is highly loaded. Our thread management
optimization regards essentially the choice of the
optimal number of threads for a fixed thread
pool. We have found that the use of fixed thread
pools is more convenient than using cached
thread pools.

A further key aspect is the selection of the
JVM parameters, in particular the garbage col-
lector (GC) type, since it can pause the running
application for an unpredictable time. In order

Figure 4. Setup latency vs. server throughput; single MS configuration.
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to cope with this problem, we have tuned it
experimentally. In synthesis, the most suitable
configuration of the implemented RA consists of
using the Parallel GC with the parameter
NewRatio [15] set to 10, since it is a good trade-
off between throughput and setup latency. Even
if this configuration may not be optimal for all
implementations, it is a convenient starting point
for any experiments.

It is worth taking a critical look at the results
achieved by either using additional MSs or
enhancing the MSLEE configuration with addi-
tional vCPUs, reported in Table 1. Although
significant performance improvement is

observed in terms achievable MCT, it might not
be worthwhile to consume such an amount of
resources for achieving the relevant perfor-
mance improvement. Hence, although our RA
allows using multiple MSs, which is also feasi-
ble by using the native Mobicents MGCP RA
at the cost of introducing significant internal
changes, this feature is particularly useful for
handling huge traffic volumes. In this case, the
best configuration consists of three MSLEEs
handling four MSs, with two vCPUs for each
MSLEE. It is not convenient to deploy more
than one MS for a single MSLEE for small
traffic volumes.

Figure 5. Setup latency vs. server throughput for multiple MSs.

Call throughput (calls/s)

(a)

4035

50

0

A
ve

ra
ge

 S
RD

 (
m

s)

100

150

200

250

300

350

400

450

45 50 55 60 65 70
Call throughput (calls/s)

(b)

4035

200

0

95
th

 p
ct

 o
f 

SR
D

 (
m

s)

400

600

800

1000

1200

1400

1600

1800

45 50 55 60 65 70

JCC, 2 CPU, 1 MS
JCC, 2 CPU, 2 MS
JCC, 4 CPU, 2 MS
JCC, + jBPM, 2 CPU, 1 MS
JCC, + jBPM, 2 CPU, 2 MS
JCC, + jBPM, 4 CPU, 2 MS

JCC, 2 CPU, 1 MS
JCC, 2 CPU, 2 MS
JCC, 4 CPU, 2 MS
JCC, + jBPM, 2 CPU, 1 MS
JCC, + jBPM, 2 CPU, 2 MS
JCC, + jBPM, 4 CPU, 2 MS

Table 1. Summary of test configurations and results.

Approach Unbounded SRD 95th pctile SRD ≤ 500 ms

SLOC COCOMO
(mm)

Type Configuration MCT
(calls/s)

Avg SRD
(ms)

MCT-95
(calls/s) SRD avg (ms)

Legacy
implementation 2 CPU, 1MS 30 93 30 93 1333 3.25

SIP RA + MS
control RA 2 CPU, 1MS* — — — — 1264 3.05

JCC

2 CPU, 1 MS 41 158 41 158 1049 2.52

2 CPU, 2 MS 53 194 53 194 1049 2.52

4 CPU, 2 MS 67 307 63 163 1049 2.52

JCC + jBPM

2 CPU, 1 MS 41 205 41 205 706 1.67

2 CPU, 2 MS 47 403 45 188 706 1.67

4 CPU, 2 MS 57 427 51 171 706 1.67
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CONCLUSION

In this article we have presented a novel JCC-
MGCP mapping that integrates an existing JCC-
SIP mapping, and its implementation as a JCC
resource adaptor for the Mobicents JSLEE. We
have shown remarkable benefits in building com-
plex services, such as a significant reduction of
both the number of messages to be managed for
establishing a media call, and the number of
man-months required for implementing a ser-
vice. In addition, the JCC RA implementation
allows the achievable performance to be
improved in terms of call throughput, due to an
optimized implementation of SIP and MGCP
functions deployed in the RA. The integration
with the jBPM tool allows the implementation
effort to be reduced by about 49 percent, with a
slight throughput penalty in comparison with the
JCC alone.
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INTRODUCTION

One of the prevalent access network technolo-
gies is the community antenna television
(CATV) network, which was originally designed
to deliver broadcast analog TV signals to sub-
scribers. Typically, CATV networks are built as

hybrid fiber-coaxial (HFC) networks with fiber
running between an operator’s head-end to a
remote optical node, from which the distribution
and final drop to the subscriber is coaxial cable.
However, CATV networks, being originally
video distribution architectures, have high band-
width asymmetry — downstream bandwidth is
much higher than upstream bandwidth. With the
proliferation of applications which need high
upstream bandwidth and applications with sym-
metric traffic patterns, CATV networks need to
evolve for high-capacity bidirectional access.

Passive Optical Network (PON), and espe-
cially Ethernet PON (EPON) [1], has emerged
as a very suitable access network technology for
next-generation subscriber access [2, 3]. In tradi-
tional PONs, network operators deploy a stan-
dard Optical Line Terminal (OLT) at the
head-end, and Optical Network Units (ONUs)
at the termination point of the fiber [4]. Depend-
ing on the fiber reach, PONs can be classified
into FTTX technologies where X denotes the
termination point of the optical fiber: C (curb),
B (building), and H (home). FTTH is more
expensive than FTTC or FTTB solutions. How-
ever, quality-of-service (QoS) is better when the
fiber is nearest to the user; otherwise, the part of
the network from the fiber termination point
(curb or basement) to the end-user premises
becomes the performance bottleneck. The trade-
off between QoS and capital expenditure
(CapEx) is an important issue which the opera-
tor needs to address. Even as FTTH deploy-
ments are gaining steam across the globe,
operators are also exploring more cost-effective
solutions that may leverage existing infra-
structure while providing high-capacity access.

Hybrid access technologies, which seek to
provide higher bandwidth than current CATV or
FTTC/B solutions with moderate cost of deploy-
ment, can be the access network of choice for
the operators. When fiber cannot be deployed
up to customer premises, operators can use the
already-deployed coaxial cable of the HFC net-
work to fill the gaps between the fiber-termina-
tion point and the users’ homes. The operators
have to install a Fiber Coax Unit (FCU), which

ABSTRACT

We investigate the challenges in designing the
network architecture for running EPON (Ether-
net Passive Optical Network) Protocol over
Coax, or EPoC in short. EPoC is the transparent
extension of EPON over a cable operator’s
Hybrid Fiber-Coax (HFC) network, and uses a
hybrid of optical and coaxial technologies to
carry traffic to and from end-users and the Inter-
net backbone. For managing and controlling
such a hybrid network, a network operator will
prefer to have a unified scheduling, manage-
ment, and quality-of-service (QoS) environment
that includes both the optical and coax portions
of the network. This can be achieved by extend-
ing the EPON Medium Access Control (MAC)
to run over the coax physical layer, to have a
centralized end-to-end network control from the
cable head-end to the end-users’ premises. The
use of the coax portion of the network is trans-
parent to EPON protocol operation in the head-
end, as the same MAC runs over the entire
network. In this article, we describe the architec-
ture of EPoC, and outline how the EPON MAC
Control, i.e., the EPON Multi-Point Control
Protocol (MPCP) can be extended for designing
an end-to-end Multi-Point MAC Control for
EPoC. We explain the design of several MAC
functions and their operation, including framing
for coax, Ethernet frame fragmentation, genera-
tion of upstream and downstream Media Alloca-
tion Plans, and automatic discovery and
registration of user equipment. With strong
backing from both service operators and equip-
ment vendors, EPoC is set to become a rapidly-
evolving standard within the next few years, and
the creation of the IEEE 802.3bn Task Force for
EPoC is a major step in that direction.
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can be either an optical-to-coax media converter
or an optical-coax media bridge, between the
fiber and the HFC network so that they can use
the same standard OLT, and use Coax Network
Units (CNUs), a Radio Frequency (RF) version
of ONUs, for those customers attached to the
HFC network. CNUs can be placed at the cus-
tomer premises to serve a single apartment or
home while the FCU lies at the curb or base-
ment, similar to the ONU in a FTTC/B solution.
High-capacity coaxial cable connects the FCU to
the CNU.

EPoC’s cost of deployment is less than FTTH,
as it can leverage much of the already installed
CATV infrastructure, that is connecting millions
of users settop boxes (STBs) and cable modems
(CMs) to CATV headends over HFC access net-
works. HFC’s coaxial distribution architecture is
the key enabler of EPoC’s high-capacity promise.

The FCU can even be co-located with the
Cable Modem Termination System (CMTS, per
DOCSIS standard [5]), at the CATV headend
and traverse the entire HFC network, although
most scenarios envision the FCU deployed in
the HFC outside plant. The co-location scenario
is illustrated in Fig. 1c, while architectures based
on an FCU in the outdoor plant are shown in
Fig. 1a and Fig. 1b.

One hybrid technology solution can employ
EPON protocol over Coax (EPoC). Such a
design can have several goals, as proposed in the
IEEE 802.3 EPoC study group, and mentioned
in the 5-criteria responses [6]. The EPoC Task
Force has approved the project objectives [7].
The ones focusing on the Medium Access Con-
trol (MAC) layer are stated below.
• Specify a PHY to support subscriber access

networks capable of supporting burst mode
and continuous mode operation using the

EPON protocol and operating on point-to-
multipoint RF distribution plants comprised
of either amplified or passive coaxial media.

• Maintain compatibility with 1G-EPON and
10G-EPON, as currently defined in IEEE
Std. 802.3 with minimal augmentation to
MPCP and/or Operations, Administration,
and Maintenance (OAM) if needed to sup-
port the new PHY.
From the objectives, it is clear that EPoC

needs to be capable of simultaneously support-
ing both EPON ONUs and EPoC CNUs operat-
ing from a single 10G-EPON OLT port, i.e., on
the same Optical Distribution Network (ODN),
as well as coexistence of existing services on the
HFC cable plant, including digital video and
existing DOCSIS services. The CNU should be
functionally similar to the ONU. Developing
such a hybrid optical-coax solution raises many
issues, because of the dissimilarity between opti-
cal fiber and coaxial cable as transport media.
They use different modulation formats, line
encoding, line rates, and timing domains, and
have different noise, attenuation, and linearity
characteristics, among others. 

There is substantial interest in the industry,
from multiple system operators (MSOs), equip-
ment vendors, and semiconductor vendors, sur-
rounding the development of EPoC as a
standard. After the initiation of the EPoC Call
For Interest (CFI) group process in May 2011,
many companies became involved in the CFI
creation and consensus process. In November
2011, the “EPON PHY for Coax” CFI was pre-
sented to the IEEE 802.3 Working Group ple-
nary and the creation of the EPoC Study Group
(SG) was approved. In May 2012, the EPoC
Study Group completed its draft Project Autho-
rization Request (PAR), its “5 Criteria” respons-

1 IP: Internet Protocol

2 SONET: Synchronous
Optical Networking

3 ATM: Asynchronous
Transfer Mode

Figure 1. EPoC deployment options: a) through passive coax (Node + 0); b) overlay through amplifiers
and coax (Node + 3); c) overlay through complete HFC network (Node + 5).
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es, and a set of objectives for further work. The
802.3bn Task Force was created after the IEEE
Standards Association Standards Board
approved the EPoC PAR. The focus of the IEEE
802.3bn EPoC Task Force [8] is to define the
specifications of the coax RF PHY (where PHY
stands for physical layer) that will be implement-
ed in the coax line terminal (CLT) and the CNU.

Being associated with the EPoC Study Group
[9] since its inception and by contributing in the
study group meetings [10], we are excited at the
potential EPoC has, in becoming a dominant
access network in the coming years. In this arti-
cle, we bring forth the technical aspects of EPoC,
which we believe will spark interest in the
research community. We describe how we can
extend the EPON MPCP to develop a complete
end-to-end MAC protocol for EPoC which aligns
closely with the coax PHY and optical PHY. We
will describe the architecture and the issues that
arise in designing EPoC, including functions
such as end-to-end dynamic bandwidth alloca-
tion (DBA) and sub-carrier allocation, and CNU
discovery and registration. However, it has to be
kept in mind that the Task Force is still in its
early stages, and the ideas we propose in this
article are just one way of solving the issues in
EPoC. The final specifications will be laid down
by the Task Force when it reaches completion.

The rest of the article is organized as follows.
We give an overview of the EPoC architecture,
and the relevant design issues. We explain the
protocol stack, and describes the upstream and
downstream processing, including map genera-
tion. We explain the CNU discovery and regis-
tration mechanism. We then conclude the article.

SYSTEM OVERVIEW AND
DESIGN ISSUES

ARCHITECTURE

Possible EPoC deployment options are shown in
Fig. 1. EPoC is a hybrid access network consist-
ing of a PON coupled to a coaxial distribution
network (Fig. 1a and Fig. 1b) or coupled into
the Amplitude Modulated (AM) Fiber Optic
network at the CATV Headend (Fig. 1c). In the
PON segment, the OLT resides in the operator’s
head-end, connecting the EPoC to an IP,1

SONET,2 or ATM3 backbone. The FCU typical-
ly lies in the plant or at the curb (Fig. 1a and
Fig. 1b), or, in a multiple dwelling unit (MDU)
architecture for example, in the basement of an
apartment building. The MDU deployment can
logically look like either Fig. 1a (with generally a
smaller number of amplifiers, or AMPs in short)
or Fig. 1b. The FCU forms the interface between
the optical and coax parts. The CNU is a termi-
nal device that lies at the end-user location —
each CNU may have multiple Ethernet ports or
WiFi capability, and serves single or multiple
end-users. The OLT is connected to the
ONUs/FCUs by optical fiber (1G/10G) through
a passive optical splitter, while a FCU is con-
nected to the CNUs by coaxial cable, either
through no amplifier (passive coax plant, Fig.
1a), or through one or more amplifier(s) (active
coax plant, Fig. 1b), and through
tap(s)/splitter(s). Each OLT port can serve 32,

64, 128, or 256 CNUs; and depending on the
number of CNUs, 4, 8, or 16 FCUs may be
deployed per OLT port. The distances between
the OLT and the ONUs/FCUs are in the range
of 10-20 kilometers, and that between the FCU
and CNUs are in the range of 100-1000 meters.

An EPoC deployement configuration can be
denoted as Node+X, where X is the number of
amplifiers in a cascaded configuration. For
example, Node+5 means there can be a maxi-
mum of 5 amplifiers in cascade. The more ampli-
fiers in the cascade that there are, the longer can
be the physical distance between the FCU and
the CNUs.

DESIGN OF THE FCU
One of the most crucial aspects of EPoC is the
design of the device that will lie at the point
where optical fiber ends and coaxial cable begins,
i.e., the FCU. It must be flexible, e.g., it should
have the ability to use different portions of the
RF spectrum, dynamically allocating spectrum as
available. There can be two approaches in
designing the FCU. In the first approach, it can
be designed as a PHY layer “media converter,”
i.e., an optical-coax media converter unit, which
will act as a physical layer pass-through, i.e.,
information is forwarded from one side to the
other side without intervention of the MAC
layer. In this approach, there is no packet filter-
ing, as the PHY cannot analyze a data packet,
which is typically done in the MAC layer. How-
ever, there needs to be a physical layer buffer as
optical fiber and coaxial cable have different line
rates, and bits coming in from optical fiber need
to be stored in a buffer till they can be sent out
on the coaxial cable, after proper conversion and
modulation. The FCU will just act as a mediator
so that the OLT can treat CNUs just as ONUs.
It can also contain a Reconciliation Sublayer
(RS) which can perform preamble-based filter-
ing of packets.

The other approach is to design the FCU as a
MAC layer converter, i.e., a bridge, which will
be able to provide a data service between the
OLT and the CNU, taking advantage of EPON
MAC and state-of-the-art MAC technologies
available for Coax. A MAC layer converter
would operate as a bridge with two ports — one
interfacing with optical fiber and the other with
coaxial cable.  The definition for bridge has been
standardized in IEEE 802.1. Typically, a bridge
operates at Layer 2 above the MAC, and hence
a bridge is a MAC termination point which cou-
ples multiple MACs together. The EPON MAC
will terminate at the bridge and the EPoC MAC
will originate from it. However, the termination
of the EPON MAC domain at the bridge means
it will constrain MPCP, instead of ensuring end-
to-end management transparency from the OLT
to the CNUs. This is a contradiction with the
objectives under consideration, which emphasize
that the ability to control CNUs from the same
OLT port that also controls ONUs is useful for
operators, and has positive market, volume, and
economic implications. A possible workaround is
to implement a method of MAC relay or for-
warding inside the bridge so that MPCP is not
constained, and there is end-to-end management
transparency from the OLT to the CNUs.
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A basic assumption here is that EPoC pre-
serves all the economic advantages of EPON,
and provides interoperability and scalability.
This assumption also implies that EPoC may
not be an optimum solution for coax, as run-
ning EPON MAC over coax might not be a
state-of-the-art solution for coax, when treated
in isolation. In EPoC, designing the FCU as a
media converter makes more sense when Fre-
quency Division Duplexing (FDD) mode is
used in the coax plant, and upstream and down-
stream transmissions are independent of each
other. On the other hand, designing the FCU
as a MAC layer bridge is required if Time Divi-
sion Duplexing (TDD) mode is used in the coax
plant, as now the upstream and downstream
transmissions will time-share the coax channel.
Both options have been discussed in the EPoC
study group and the task force; however, the
functionality of the FCU will not be specified
by the IEEE 802.3bn Task Force, and the
design decision is left at the discretion of the
operator/vendor. In this article, we focus on the
FDD case and consider the FCU to be a PHY
media converter.

DIFFERENCES IN BANDWIDTH ALLOCATION
Optical fiber is a bit-stream based transmission
medium, and transmissions take place as a
stream of bits that are pushed out onto the fiber
by the OLT or the ONUs. Hence, upstream
bandwidth allocation in optical domain is only
one-dimensional (time), where only the starting
time of a transmission and the length (number
of bytes) are needed to specify an allocation, as
shown in Fig. 2a. Note that the diagram in Fig. 2
does not apply to the case of AM fiber shown in
Fig. 1c. On the other hand, digital communica-
tions over coax is a symbol-based transmission
medium, and these transmissions in EPoC will
be based on Quadrature Amplitude Modulation
(QAM) of Orthogonal Frequency Division Mul-
tiplexing (OFDM) [11] subcarriers. In OFDM, a
number of closely-spaced orthogonal sub-carriers
are used to transmit data. Consequently, in coax,
the bandwidth allocation is two-dimensional

(time, frequency), and an allocation is specified
by the OFDM symbol as well as by the sub-carri-
ers allocated within the symbol that are used to
transmit data. For example, as shown in Fig. 2b,
two sub-carriers within the first symbol are allo-
cated to CNU 1. Hence, for bandwidth alloca-
tion to CNUs, generating a one-dimensional
optical allocation is not enough; the OLT also
needs to allocate two-dimensional coax band-
width so that the CNUs can transmit upstream
without contention.

PROTOCOL LAYER OVERVIEW
For multi-point MAC control in the PON seg-
ment of EPoC, the MPCP used in EPON stan-
dards, such as 802.3ah (1G-EPON) and 802.3av
(10G-EPON), can be used with some exten-
sions. It follows a non-contention centralized
model for upstream channel access, where all
control functions including bandwidth assign-
ment, channel arbitration, and clock manage-
ment are done by the OLT. As per stated EPoC
Objectives, the MAC layer and its associated
sublayers from IEEE 802.3av have to be reused
in EPoC, and a new coax PHY has to be devel-
oped for EPoC which will work closely with
EPON MAC for end-to-end control [7]. The
MAC control, which consists of the EPON
MPCP, is to be reused from IEEE 802.3av with
minimal augmentation.

In this article, our focus is the FDD mode of
operation for EPoC, and we consider the FCU
to be a PHY layer converter which does not con-
tain the data-link layer. However, the FCU will
contain a RS which will lie at the top of the
PHY layer and will host the Logical Topology
Emulation (LTE) function. The coax PHY is
comprised of the layers for coax framing, coding,
modulation, and finally the RF interface which
provides the transmission channel. These func-
tions will be encapsulated within appropriate lay-
ers of the PHY protocol stack — Physical
Coding Sublayer (PCS), PMA (Physical Medium
Attachment Sublayer), and PMD (Physical Medi-
um Dependent Sublayer). The coax PHY layers

Figure 2. Differences in bandwidth allocation between optics and coax: a) OpCcal bandwidth allocation
(1-dimensional); and b) coax bandwidth allocation (2-dimensional).
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together take care of the coax channel estima-
tion, sounding and registration, ranging and
other PHY layer functions. Fig. 3 shows the pro-
tocol stack, for the OLT, FCU, and CNU.

The LTE function in the RS, as standardized
in the 802.3ah and 802.3av standards, emulates a
logical topology for the EPON sub-tree (consid-
ering a tree-based EPON topology), i.e., point-
to-point and shared medium emulation [12].
This is accomplished by filtering of Logical Link
Identifiers (LLIDs). LLIDs are tags in the
preamble of Ethernet frames, and are unique for
each ONU/CNU. For EPoC, LLIDs can have
two parts. The first part is the FCU ID and the
second part is the CNU ID. For ONUs, the first
part (FCU ID) of the LLID is all zeroes. LLIDs
are used by the LTE function in the OLT, FCUs,
ONUs, and CNUs to create a logical topology in
the EPoC sub-tree, where the logical links are
point-to-point or broadcast or multicast. LLIDs
can also be tagged to different services, so that
EPoC can provide an integrated framework for
end-to-end transport of services such as voice,
data, and video.  The RS in the OLT is
unchanged while the one in the CNU is similar
to the one used in ONUs of 802.3av.

RECONCILIATION SUBLAYER (RS) IN FCU
We propose that the RS in the FCU contains a
LTE function which will do LLID filtering in the
FCU. More precisely, in downstream, the FCU
LTE function will filter out frames which are
destined for LLIDs outside its scope. The LLID
filtering rules at the FCU will scan the FCU ID
and CNU ID of incoming LLIDs, and make

decisions on whether to drop or forward the
frame. The FCU maintains a table containing
the list of LLIDs it is serving.

Downstream Transmission — In the down-
stream direction, packets are broadcast by the
OLT, and reach all ONUs and FCUs connected
to the OLT through optical fiber and passive
splitters. The FCU buffers Ethernet frames
received from the OLT in an Ethernet frame
buffer. Next, the frames are processed for coax
transmission. We propose the following mechan-
ishm for downstream processing in the FCU,
and is shown in Fig. 4a.

Each OFDM symbol is comprised of a fixed
number of Physical Resource Blocks (PRBs), as
shown in Fig. 4b, and each PRB is comprised of
a fixed number of sub-carriers. A fixed number
of OFDM symbols together form a downstream
coax frame, as shown in Fig. 4b. The first two
PRBs of every symbol are used to transmit a
Downlink Media Allocation Plan (DL-MAP)
which stores the allocation of sub-carriers to dif-
ferent CNUs.  For example, in Fig. 4c, the DL-
MAP for symbol 2 states that PRBs 2 and 3 are
allocated to LLID 3, while PRBs 4 to N are allo-
cated to LLID 4. The bit-loading capacity of
each PRB refers to the number of bits carried by
the PRB, and it depends on the dynamic condi-
tions of the coax plant, which determine what
modulation profiles the sub-carriers will follow.
A bit-loading table is maintained at the CNUs
and FCUs which stores the bit-loading capacity
for each LLID, i.e., how many bits are carried by
a PRB for that LLID. The bit-loading table is

Figure 3. EPoC protocol stack overview showing MAC and PHY.
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used by the PRB allocator to split the stream of
Ethernet frames into appropriate-sized PRBs.
The bit-loading capacities of the first two sub-
carriers (which carry the DL-MAP) are fixed,
because they are used to send broadcast control
information to all CNUs, and all the CNUs need
to know their bit-loading capacities beforehand.

The FCU first retrieves the stream of Ether-
net frames stored in the Ethernet frame buffer
and splits them to fit into PRBs. Next, the FCU
creates OFDM symbols by combining the PRBs
created and stores them in a coax symbol buffer.
Finally, the symbols are sent out over the coaxial
cable to the CNUs. The coax part of the network
(from FCU to CNUs) is a point-to-multipoint
network. Downstream signal transmissions from
the FCU pass through amplifier(s) and a
tap/splitter or a cascade of tap(s)/splitter(s) to
each CNU. However, although the signal trans-

mission is broadcast, data transmission is multi-
cast — the CNUs selectively extract data from a
few sub-carriers depending on the DL-MAP.

Upstream Transmission — In the upstream
direction, in the coax part of the network (from
CNU to FCU), transmissions from the CNUs
reach the FCU through the tap/splitter, and due
to the directional property of the tap, the trans-
missions will reach only the FCU and not the
other CNUs. This is a point-to-point transmis-
sion; however, all the CNUs belong to a single
collision domain, as they share the part of the
coaxial cable from the tap/splitter to the FCU.
Hence, an arbitration mechanism is needed so
that the channel may be shared, e.g., by time-
division multiplexing (TDM) and by appropriate
sub-carrier allocation. For upstream transmis-
sions, Orthogonal Frequency Division Multiple

Figure 4. Downstream communications: a) processing in the FCU; b) downstream frame; and c) DL-
MAP.
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Access (OFDMA) is used, i.e., the transmission
of data from multiple CNUs to the FCU may
take place simultaneously through OFDM sym-
bols. The structure of an upstream coax frame is
similar to the downstream frame, and is shown
in Fig. 5c.

In the upstream, the main EPON MPCP
function is the dynamic allocation of bandwidth
by the OLT to the ONUs and CNUs; the OLT
allocates bandwidth in terms of optics timeslots,
or bytes. The ONUs/CNUs send REPORT mes-
sages to the OLT to inform their queue status,
i.e., how many bytes they have to send. The
OLT replies with GATE messages which have a
start time and the duration of time during
which the ONU/CNU is allowed to send
upstream traffic.

As stated before, the bandwidth allocations in
optics and coax domains are different — in
optics, it is a one-dimensional allocation (based
on time), while in coax, it is a two-dimensional
allocation (based on time and frequency, here
represented as symbol and PRBs, respectively).
Hence, the GATE message issued by the OLT
needs to be translated into an Uplink Media
Allocation Plan (UL-MAP) for the CNU. The
UL-MAP is a two-dimensional map which stores
the bandwidth allocation information for the
CNUs, i.e., which CNU is allowed to transmit
using which PRBs of which symbols. As the
FCU has no MAC layer, it cannot read GATE
messages which are encapsulated in Ethernet
frames. Hence, the FCU cannot translate GATE

messages into UL-MAPs. The OLT must do this
translation itself and then propagate the infor-
mation to the CNUs. However, this gives rise to
two problems, as follows.

First, for creating the UL-MAP, the OLT
needs information such as the CNU bit-loading
tables. The CNUs can propagate this informa-
tion to the OLT using the Operations, Adminis-
tration, and Maintenance (OAM) messages,
which work out-of-band with respect to the stan-
dard data transmission.

Second, the OLT needs a way to send the
UL-MAP to the CNUs. It cannot encapsulate it
in Ethernet frames as the coax PHY in the CNU
cannot read the contents of Ethernet frames.
One possible solution to this problem is the fol-
lowing mechanism. The OLT can use the two
reserved bytes in the preamble of the Ethernet
frame carrying the GATE message to store the
UL-MAP, as shown in Fig. 5a. This functionality
can be added to the OLT by augmenting the
MPCP layer, without disrupting the existing
MPCP functions. The UL-MAP is a triplet
{starting symbol number, starting PRB number,
number of PRBs allocated}, where the fields are
self explanatory. For example, a triplet of {40, 4,
28} means that 28 PRBs are allocated to this
LLID starting from PRB number 4 of symbol
number 40. Considering symbol numbers in the
range 0-75 and PRB numbers in the range 0-7,
the triplet {starting symbol number, PRB num-
ber, number of PRBs} can occupy {7 bits, 3 bits,
6 bits} creating a UL-MAP of 2 bytes. The sizes

Figure 5. Upstream communications: a) structure of the preamble showing UL-MAP and LLID; b) processing in the FCU; and c)
upstream frame.
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of the fields can be adjusted as per the deploy-
ment scenario.

In the CNU, the MAC layer forwards the
stream of Ethernet frames from its queue to the
PHY layer as soon as the optics timer reaches
the start time mentioned in the GATE message.
The coax PHY then cuts the stream into PRBs
and  loads them into symbols based on the UL-
MAP that was sent along with the GATE mes-
sage. Then, the symbols are transmitted to the
FCU through the coaxial cable.

An overview of upstream processing in the
FCU is shown in Fig. 5b. The FCU first stores
the OFDM symbols coming in from the CNUs
in a coax symbol buffer. Then, it retrieves the
symbols, and the PRBs are parsed to reconstruct
the Ethernet frames, which are then put in an
Ethernet frame buffer. The Ethernet frames are
snooped by the FCU to check their LLID; this is
useful for the registration process as explained
below. Finally, the Ethernet frames from the
buffer are sent out to the OLT over the optical
link.

CNU AUTO DISCOVERY AND
REGISTRATION

CNUs are customer premise equipment (CPE).
They are plug-and-play devices, similar to cable
modems from the users’ perspectives. Cus-
tomers may switch CNUs on and off, on
demand. The non-contention based design of
EPON MAC is such that ONUs/CNUs do not
transmit data upstream until they have been
allocated a timeslot through a GATE message
from the OLT. Hence, after a CNU is switched
on, it will forever sit idle until and unless the
OLT assigns it a timeslot during which it can
send data upstream. To solve this problem,
EPoC PHY and EPON MAC must implement
an automatic discovery and registration process
for CNUs by the OLT. In EPoC, a service, such
as voice, data, and video, to be delivered to a
ONU/CNU, is tagged with a unique LLID or
virtual LAN (VLAN) tag. In order to imple-
ment end-to-end service, OLT and CNU should
establish direct LLID registration, where the
OLT assigns a unique LLID to each CNU (or
to each service within a CNU, i.e., a CNU may
have more than one logical LLID) during the
registration process.

Optical fiber has very low bit-error rates, low
signal attenuation, and low susceptibility to noise
and interference; hence, EPON does not need to
establish PHY channel communication before
transmission. However, coax PHY is relatively
noisier and needs to do channel training and
estimation before transmission. Hence, the coax
PHY negotiation needs to be decoupled from
the EPON discovery and registration. The goal
is to develop a point-to-multipoint coax PHY
auto-negotiation mechanism which takes care of
the coax PHY discovery and parameter negotia-
tion. This process is independent from the
EPON disovery process, and the OLT has no
knowledge of it. After the coax PHY negotiation
is complete, the EPoC MPCP registration starts
in which the OLT discovers newly-connected
CNUs and assigns them LLIDs.

The FCU has no MAC or MAC control layer;
hence, the OLT does not do MPCP registration
for the FCU. The registration process for CNUs
is accomplished in two steps, and they are shown
in Fig. 6. Step 1 completes the coax PHY discov-
ery and parameter negotiation, and Step 2 takes
care of the EPoC MAC discovery and registra-
tion.

STEP 1: COAX PHY DISCOVERY AND
PARAMETER NEGOTIATION

In this step, the FCU PHY discovers and regis-
ters the CNU after a CNU is powered on. We
omit the details of the registration steps here as
we are focusing on the MPCP registration in this
article. Several PHY parameters are negotiated
between the FCU and the CNU as part of the
coax registration, such as ranging, forward error
correction, sounding, profile negotiation (chan-
nel frequencies, channel numbers, etc.). Hence,
these steps may need to be iterated more than
once, as ranging may need multiple attempts.
At the end of the PHY negotiation, the FCU
assigns a PHY ID (identifier) to the CNU. At
this stage, the CNU has finished PHY registra-
tion with the FCU and has a PHY ID, but it still
does not have a LLID.

STEP 2: EPOC MAC DISCOVERY AND
REGISTRATION

The OLT sends periodic discovery windows, the
goal of which is to register all the newly-connect-
ed ONUs and CNUs. After getting discovery
window from OLT, the FCU forwards it, after
proper optics-to-coax conversion, to the CNU
which has completed PHY negotiation but still
has not registered with the OLT (i.e., has not
been assigned a LLID). In reply, the CNU  sends
a MAC REGISTER_REQ (register request)
message to the FCU, which it forwards to the
OLT, after proper coax-to-optics conversion.
After parsing and verifying the
REGISTER_REQ message, the OLT issues a
REGISTER message which contains a unique
LLID assigned for that CNU, and the FCU just
passes this message through to the CNUs. Keep-
ing in agreement with the concept of hierarchi-
cal LLID, the LLID assigned has the FCU ID in
the first byte and the CNU ID in the second
byte. For example, if the LLID of the FCU is
4E, then a sample LLID allotted to CNU can be
4E-3F (CNU ID is 3F). In addition to the REG-
ISTER message, the OLT also sends a GATE
message to the same CNU. Finally, after receiv-
ing both the REGISTER and the GATE mes-
sages, the CNU registers itself with the assigned
LLID, and then sends back a REGISTER_ACK
message to the OLT to signal that the registra-
tion was successful.

It has to be noted that the FCU does not reg-
ister with the OLT, and hence it cannot get a
FCU ID directly from the OLT. The FCU gets
its own FCU ID by snooping on the frames pass-
ing through it. The FCU snoops on the REGIS-
TER messages from the CNUs, and inserts its
FCU ID into the FCU ID portion of the LLID
of the REGISTER message, so that the OLT
knows which FCU the CNU is attached to, and
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it allocates a LLID accordingly. When the first
CNU served by the FCU tries to register, the
FCU ID is still uninitialized (all zeroes), and
hence the OLT assigns a new FCU ID as well as
a new CNU ID for the CNU. For example, the
OLT can assign a LLID of 4E-3F to the first
CNU for a FCU (FCU ID is 4E and CNU ID is
3F). The FCU snoops on the REGISTER_ACK
from the CNU and sets its own FCU ID to 4E.
Consequently, the LLIDs of all CNUs serviced
by this FCU will have FCU ID of 4E. For all
new CNUs requesting to register, the FCU will
set the LLID of the REGISTER message to 4E-
00 to signal to the OLT that this CNU is
attached to the FCU with ID 4E.

To implement hierarchical LLIDs and their
allocation to the right elements (FCUs/CNUs),
we need to add some extra functionality to the
EPON OLT. This can be done by augmenting
the MPCP layer, without disrupting the existing
MPCP functions.

CONCLUSION
We described the architecture and functions of
EPoC, and proposed a way in which we can run
the EPON MAC on top of a coax PHY by suit-
ably extending the EPON MPCP. This is one
step towards formally defining the EPoC stan-
dard, and several issues remain to be explored in
more details, which we plan to explain in later
articles. They include ranging of CNUs, DBA
algorithms for EPoC, mathematical modeling
and performance evaluation, and QoS provision-
ing. To the best of our knowledge, the termi-
nologies and the acronyms used throughout this

article are in agreement with the ones agreed
upon by the Task Force at the time of this writ-
ing. However, the standard will continuously
evolve until it reaches completion, and the final
adopted terms might differ from the ones we
have used here.

With the Study Group phase of EPoC long
completed, and with the IEEE 802.3bn Task Force
gaining a lot of momentum, there is tremendous
anticipation from all corners surrounding the
development of EPoC as a next-generation access
network. We are excited to be a part of this devel-
opment, and will provide recommendations to the
IEEE 802.3bn Task Force based on our findings,
while extending this work in the direction of
industry acceptance and standardization.
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INTRODUCTION

In Europe, many countries have deployed dedi-
cated radio networks for PPDR communications
based on Private/Professional Mobile Radio
(PMR) technologies, such as TETRA and
TETRAPOL. While these technologies offer a
rich set of voice-centric services (e.g., group call
with Push-to-Talk (PTT) features), they provide
a very limited range of data services. Though
some efforts have been devoted to upgrade the
PMR standards with wideband data capabilities,
the progression towards an enhanced mobile
broadband PMR standardized solution lags
behind the achievements of the commercial
wireless industry.

The technological advances in the commer-
cial domain have led to top-of-the-line radio
technologies. The state of the art is Long-Term
Evolution (LTE) mobile broadband technolo-
gy, which is currently positioned to become a
prevalent technology in most future commer-
cial mobile networks. In this context, the adop-
tion of commercial mainstream LTE
technology to deliver the increasingly data-
intensive applications demanded by PPDR
agencies is gaining strong momentum among
the PPDR community [1, 2]. Establishing com-
mon technical standards for the PPDR and
commercial domains offers significant opportu-
nities for creating and exploiting the synergies
between these two domains. A harmonized
market for PPDR broadband devices and the
infrastructure equipment can maximize the
economies of scale. Some studies have antici-
pated that the components that add the highest
customization costs in the devices (i.e., operat-
ing system, baseband chipset, and radio fre-
quency chipset) can be 100 percent leveraged
[3]. Furthermore, grounded on the use of com-
mon technical standards, a synergic operation
of dedicated PPDR networks and commercial
mobile networks can be pursued to overcome
the lack of capacity,  interoperability,  and
broadband data rates that commonly arise in
emergency scenarios. 

This article proposes a solution framework
for the provision of PPDR services that consid-
ers the involvement of both dedicated and com-
mercial LTE-based mobile networks and allows

ABSTRACT

Wireless communications technologies play
an essential role to support the Public Protec-
tion and Disaster Relief (PPDR) operational
needs. The current Private/Professional Mobile
Radio (PMR) technologies used for PPDR
communications offer a rich set of voice-cen-
tric services but have very limited data trans-
mission capabil i t ies,  which are unable to
handle the increasing PPDR community
demand for a wider range of data-centric ser-
vices. Though some efforts have been devoted
to upgrade PMR technologies with better data
transfer capabilities, the progression towards
an enhanced mobile broadband PMR stan-
dardized solution still lags behind the achieve-
ments made in the commercial  wireless
industry, which recently culminated in Long-
Term Evolution (LTE) technology. Because of
this contrasting progress, the adoption of com-
mercial mainstream LTE technology to satisfy
the PPDR community’s data communication
needs is gaining momentum and offers signifi-
cant opportunities to create and exploit the
synergies between the commercial and PPDR
domains, which have remained almost entirely
separate to date. In this context, this paper
first discusses the suitability of LTE and relat-
ed technologies for mobile broadband PPDR
service provisioning. Next,  it  presents the
argument that the most plausible future sce-
narios to deliver the increasingly data-inten-
sive applications demanded by the PPDR
agencies are expected to rely on the use of
both dedicated and commercial LTE-based
mobile networks. From this basis, the paper
proposes a system architecture solution for
PPDR service provisioning that enables PPDR
service access through dedicated and commer-
cial networks in a secure and interoperable
manner and ensures proper allocation of the
networks’  capacity to PPDR applications
through the dynamic management of prioriti-
zation policies. In addition, the spectrum-
related issues that are central to the proposed
PPDR service provisioning solution are
addressed, and a solution based on the joint
exploitation of dedicated and shared spectra is
proposed.
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the PPDR users to have a tight control of the
service provisioning and network resources. To
this end, we first discuss the suitability of LTE
technology for PPDR service provisioning. We
then describe a plausible system view for future
PPDR networks based on the coexistence of
dedicated and commercial infrastructures. From
this basis, we develop the proposed system
architecture and address the radio-spectrum-
related issues that are central to the proposed
solution. Finally, a discussion on current out-
standing initiatives concerning the use of LTE
for PPDR is provided, leaving our main conclu-
sions for later.

LTE AS A TECHNOLOGY ENABLER
FOR PPDR BROADBAND SERVICES

LTE has been designed to provide a high-rate,
very-low-latency IP connectivity service between
User Equipment (UE) and external IP networks,
referred to as Packet Data Networks (PDNs).
This IP connectivity service can be utilized by
almost any application relying on IP communica-
tion, enabling a large number of services to be
provided over LTE networks. 

An LTE network consists of two main parts
[4]:  the radio access network,  known as
Evolved UMTS Terrestrial Radio Access Net-
work (E-UTRAN), and the Evolved Packet
Core (EPC). E-UTRAN is mainly responsible
for radio transmission functions, while the ses-
sion and mobility management functions are
handled by the EPC. E-UTRAN consists of
base stations called evolved NodeBs (eNBs)
that implement the whole radio protocol stack.
The EPC comprises a Mobility Management
Entity (MME), which handles the control
functions (e.g., location management), a Serv-
ing Gateway (S-GW), which anchors user traf-
fic from/to the E-UTRAN into the EPC, and a
PDN Gateway (P-GW), which provides the IP
connectivity to the external IP networks. The
operation of the EPC is assisted by the Home
Subscriber Server (HSS), a central database
that contains, among other things, user sub-
scription-related information.

The LTE IP connectivity service is realized
through the establishment of Evolved Packet
System (EPS) bearer services between the UE
and P-GW. The EPS bearer represents the level
of granularity for the quality of service (QoS)
control. IP-based service control platforms, such
as the IP Multimedia Subsystem (IMS) also part
of the 3rd Generation Partnership Project
(3GPP) specifications, can be used in addition to
this QoS-aware LTE connectivity service to sup-
port advanced multimedia services. 3GPP has
also specified a Policy and Charging Control
(PCC) system, which provides the operators with
advanced tools for service-aware QoS and charg-
ing control. The PCC architecture, through the
Policy and Charging Rules Function (PCRF)
entity, enables the control of the EPS bearers
(e.g., QoS settings) for both IMS and non-IMS
services. Figure 1 illustrates the LTE network
components and main interfaces among these
components, as well as the concept of the EPS
bearer service.

PROVISIONING OF PPDR SERVICES OVER LTE
A diverse range of data, imaging, and multime-
dia applications is currently in demand within
the PPDR community. The demand is being
driven by changes in working practices, requiring
access to a far wider range of multimedia sources
(textual, images, and video). Some examples of
mobile data applications being demanded are
video on location, mobile office applications and
online database enquiry [5]. 

Most of the new in-demand PPDR services
are data-centric services that can be implement-
ed in client and server applications residing on
terminals and network servers. This type of ser-
vices only requires IP connectivity between
clients and servers so they can be made readily
available through the basic IP connectivity ser-
vice provided by LTE. In addition to LTE, stan-
dardized commercial technologies, such as IMS
and a number of service enablers specified by
the Open Mobile Alliance (OMA), can also be
leveraged for the realization of IP-based multi-
media services tailored to PPDR users. There
are IMS-based solutions, such as Voice over
LTE (VoLTE) and OMA Push-to-Talk over
Cellular (PoC), which can be adopted for the
implementation of enriched PMR-like services
over LTE capable of one-to-many,
voice/video/data communication with PTT capa-
bilities. In the longer term, the support of PMR-
like services over LTE is crucial for facilitating
the convergence of legacy PMR services and
emerging data-intensive/multimedia PPDR ser-
vices over the same infrastructure. 

PRIORITIZATION OF PPDR SERVICES OVER LTE
The capability to ensure that important connec-
tions/calls are always established is essential for
mission-critical PPDR communications. Prefer-
ential treatment for access to and utilization of

Figure 1. Basic architecture of an LTE network.
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LTE network resources can be supported as a
realization of the Multimedia Priority Service
(MPS) specified by 3GPP. MPS is a subscrip-
tion-based service that creates the ability to
deliver and complete high-priority sessions in
times of network congestion. A set of priority
levels shall be defined and granted to authorized
MPS subscribers. These MPS levels are then
used to select the QoS parameters of the EPS
bearer(s) that will enforce the desired preferen-
tial treatment, including pre-emption.

The decision making on the appropriate set-
ting of an EPS bearer’s QoS parameters (e.g.,
QoS Class Identifier (QCI), Allocation and
Retention (ARP) and Guaranteed Bit Rate
(GBR)) is handled by the PCRF entity accord-
ing to the network operator policy. The inputs
for the PCRF decisions can consist of subscrip-
tion-related information (e.g., MPS priority
level) as well as dynamic session information
provided to the PCRF by application servers
and/or IMS platforms involved in the user ses-
sion signaling (e.g., the interface Rx shown in
Fig. 1). In addition to QoS settings, the MPS pri-
ority level is also used to grant the MPS sub-
scriber with one or more of the special access
class categories used in E-UTRAN to prevent an
overload of the radio interface control channels
by restricting access attempts from some users.

SYSTEM VIEW OF
FUTURE PPDR NETWORKS

There is a wide consensus among PPDR organi-
zations regarding the need of dedicated Public
Safety Networks (PSNs) for mission-critical com-
munications because commercial Public Mobile
Networks (PMNs) are not considered able to
provide the required degree of service availabili-
ty, reliability, and security. Nevertheless, the sig-
nificant investment required to rollout dedicated
PSNs may not be considered convenient or even
affordable for some public administrations.
Hence, while some countries can deploy new
dedicated PSNs with nationwide coverage, oth-
ers may decide to cover only some critical areas

with dedicated infrastructures or to rely exclu-
sively on PMNs. 

Even when dedicated PSNs can be rolled out,
the unpredictable nature of the time, place, and
scale of an incident renders it virtually impossi-
ble to ensure that the first responders will have
proper support from the PSNs during the emer-
gency (e.g., due to lack of coverage, capacity, or
damaged infrastructure). In this context, signifi-
cant opportunities for creating and exploiting
synergies between PMNs and PSNs arise. Syner-
gies can produce a number of benefits, including
increased aggregate capacity, improved resiliency
and enhanced radio coverage. Consequently, the
use of PMNs is anticipated to be a cornerstone
for the provisioning of emerging data-inten-
sive/multimedia PPDR services, yet the level of
dependability on dedicated and/or commercial
networks and their use can be quite varied across
countries and regions. 

The introduction of LTE for PPDR is expect-
ed to complement, not replace, the existing lega-
cy PMR networks (e.g.,
TETRA/TETRAPOL/Project 25 (P25)/Analog
PMR), which will continue to be the standards
for mission critical voice service for at least the
next 10 years. Therefore, interworking services
with legacy systems and the adoption of
PMR/LTE multimode UE will also be funda-
mental to PPDR users. Figure 2 depicts such a
system view of the future PPDR networks and
illustrates the cases where access to specific
PPDR services (e.g., communications with con-
trol rooms and access to PPDR service plat-
forms) is achieved while attached to a
commercial network, group call communications
are established among PPDR users connected
through the different networks, and the service
continuity between networks is provided through
multimode PMR/LTE terminals.

FUTURE PPDR SERVICE
PROVISIONING: 

SYSTEM ARCHITECTURE

Our system view of future PPDR network sce-
narios with coexisting dedicated LTE-based PSNs
and PMNs raises a number of technical chal-
lenges. In particular, the PPDR service provision-
ing solutions shall encompass capabilities to:
• Enable PPDR service access through PSNs

and PMNs in a secure and interoperable
manner

• Ensure a proper allocation of the network
capacity to PPDR users according to the
established prioritization policies

Though several approaches are possible, a solu-
tion allowing PPDR users to have a tight control
of the mentioned capabilities is proposed. The
core infrastructure of this solution (depicted in
Fig. 3) consists of IMS functions, application
servers, and a given set of 3GPP network com-
ponents (i.e., HSS, PCRF, and P-GW), all inter-
connected by means of a private IP network.
This core infrastructure will be used to provide
PPDR services to the users in the field equipped
with LTE-enabled PPDR terminals through a
number of dedicated LTE-based PSNs and/or
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Figure 2. System view of the future PPDR networks.
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commercial PMNs interconnected by means of
standardized 3GPP interfaces (e.g., S5/S8 for
data transfer and S6a/S6d for signaling transfer
[4]). The LTE interface of PPDR terminals may
have added functionality when connected to
LTE PPDR broadband technology while being
backward compatible with commercial LTE
access. This core infrastructure will also be inter-
connected through Application Programming
Interfaces (APIs) to Control Rooms Systems
(CRSs) used for tactical and operational man-
agement. CRSs can include dispatch applications
to communicate with users in the field as well as
control and monitoring applications to address
the administrative and operational issues of the
provided PPDR services. The operation of this
core infrastructure, along with the dedicated
PSNs, will be managed by a PSN operator
through a Network Management System (NMS).
Further details on the required capabilities for
PPDR service access and prioritization manage-
ment are provided in the next section.

ACCESS TO PPDR SERVICES FROM
PSNS AND PMNS

Access to an LTE network is controlled through
the management of the subscription information
(e.g., IMSI, security keys, and service profile)
handled by the Universal Subscriber Module
Identity (USIM) module on the terminal side
and by the central HSS database on the network
side. Maintaining control over such PPDR sub-
scription information is essential to the tactical
and operational PPDR managers because it
allows PPDR users to completely manage the
user provisioning process (e.g.,

activation/removal of subscribers) and to estab-
lish the required subscriber capabilities (e.g.,
subscriber service profiles). Therefore, as depict-
ed in Fig. 3, the envisioned solution considers
that PPDR users will deploy their own HSS as
part of the core infrastructure and issue and
control their own USIM cards. This solution
would be a natural choice in the case that PPDR
users can afford to deploy dedicated LTE-based
PSNs. The dedicated networks will have their
own Public Land Mobile Network Identifiers
(PLMN IDs) and PPDR users, or a governmen-
tal agency or private PS specialized service
provider on their behalf, would serve as full
Mobile Network Operators (MNOs). If no dedi-
cated PSNs are rolled out, the proposed solution
can be viewed as a possible realization of the
Mobile Virtual Network Operator (MVNO)
model in which the MVNO has its own PLMN
ID but relies exclusively on the network capacity
provided by the commercial MNOs. This solu-
tion allows PPDR users to get access through a
number of commercial MNOs without changing
its PPDR users’ USIM cards. The realization of
this solution requires both roaming agreements
to be established among PPDR users and com-
mercial operators and the deployment of the
associated a signaling interfaces to support the
roaming service between the PPDR core infra-
structure facilities and participating commercial
PMNs (i.e., S6d interface [4]). Control and
administration of the PPDR subscribers’ data
will be realized through specific User Manage-
ment Applications integrated within the CRS.

The proposed solution also considers that the
PPDR core infrastructure integrates its own ded-
icated P-GW so that the IP connectivity service

Figure 3. System architecture to support access to commercial networks on a priority basis with service
interoperability across PSNs and PMNs.
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can be autonomously managed (e.g., private IP
address allocation). This approach also facili-
tates seamless mobility across PSNs and PMNs
with the P-GW serving as a mobility anchor
point for PPDR traffic. Hosting the P-GW with-
in the PPDR core infrastructure requires the
deployment of an additional interface (i.e., S8
interface [4]) with the commercial networks,
which shall support access through external P-
GWs (i.e., a home-routed roaming configuration
[4]). End-to-end security can be further
improved by deploying PPDR-customized
Mobile Virtual Private Network (VPN) solutions
between the terminals and PPDR core infra-
structure. 

Enabled by IP connectivity through the PPDR
P-GW, the delivery of PPDR services will rely
on the IMS service control functionalities, a
number of server applications and a number of
related client applications installed in the PPDR
terminals. Dynamic management of the provided
service capabilities will be possible through spe-
cific Service Management Applications within
CRS so that PPDR users in the control rooms
can adjust PPDR service provisioning to specific
operational needs (e.g., creation of groups) or to
address unexpected events during the emergency
crisis. Solutions for the terminals’ client applica-
tions downloading and installation can also be
considered for PPDR terminal programming and
customization (e.g., the likes of popular applica-
tions’ stores in the commercial domain), along
with other post-manufacturing terminal configu-
ration performed via Mobile Device Manage-
ment (MDM) software solutions (e.g., OMA
Device Management).

PRIORITIZATION MANAGEMENT
The solution depicted in Fig. 3 is a possible real-
ization of the MPS in which a PCRF functionali-
ty is allocated within the PPDR core
infrastructure. In addition to the PCRF entity,
the proposed implementation also considers the
following 3GPP functional entities: an Applica-
tion Function (AF) located within IMS and the
application servers, which is needed for the
dynamic invocation of MPS and transferring
dynamic session information to PCRF (e.g., the
requested media types and session/application
priority extracted from IMS signaling); the Ser-
vice Profile Repository (SPR), which contains
the subscriber-related information (e.g., users’
MPS priority level and allowed services) and can
be integrated within the HSS; and the Policy and
Charging Enforcement Function (PCEF), which
is located at the P-GW and is used to enforce
the policy decisions in the user data plane (e.g.,
rate control). This solution enables operational
and tactical PPDR managers in the control
rooms to have direct control on the priority poli-
cies applied to the PPDR traffic. Therefore,
through Priority Access Management Applications
in CRS, PPDR managers would be able to con-
figure the information and rules used by the
PCRF of the PPDR core infrastructure for QoS
decision making. Thus, PPDR users will be able
to dynamically enforce the desired priority access
policies that may consider not only the relative
priority of a particular user based on their agen-
cy affiliation but also the situational context of

applications (e.g., mission critical) or type of
emergency. 

The deployment of this solution through
commercial PMNs requires policies and related
QoS parameters used for prioritization manage-
ment to be harmonized and agreed upon by both
the commercial operators and PPDR users. Lim-
its on the maximum capacity allocated for prop-
er PPDR and commercial traffic sharing shall be
determined as well. The establishment of a well-
defined, validated policy framework for prioriti-
zation management is essential to avoid
uncertainties in network congestion situations
and to eventually increase their trust in the oper-
ation of prioritization. All of these aspects must
be considered in the formulation of the roaming
and service level agreements to be established
among PPDR users and commercial operators
[6]. 

FUTURE PPDR SERVICE
PROVISIONING: 

SPECTRUM MANAGEMENT

Clearly, the deployment of future dedicated
LTE-based PSNs raises the issue of identifying
the spectrum band(s) and spectrum management
model(s) on which these networks will be
deployed and operated. Although the inherent
spectrum flexibility of the LTE standard is a
technological facilitator, the political, regulatory,
and economical facets will have greater influ-
ence on the final solutions to be adopted.

The allocation of a dedicated, exclusive-use
spectrum has been the traditional approach to
support PPDR communications and is the pre-
ferred option of the PPDR community. Never-
theless, dedicated spectrum is not well matched
to the dynamics of PPDR spectrum needs, which
show a high fluctuation between the amount of
spectrum needed in major incidents/events and
that used for daily routine tasks. Therefore, driv-
en by the growing competition for spectrum and
the requirement that the spectrum be used more
efficiently, innovative spectrum sharing solutions
are needed for PPDR communications to have
instant and reliable access to sufficient spectrum
while simultaneously improving the overall spec-
trum utilization [7].

In this context, our envisioned approach for
wide-area coverage in future PPDR network sce-
narios (depicted in Fig. 4) consists of a hybrid
solution based on the joint exploitation of two
categories of spectrum for PPDR: dedicated and
shared spectrum.

The dedicated spectrum is for exclusive use
by PPDR and shall be sufficient to satisfy PPDR
needs for mission-critical communications in
most operational scenarios. Investment in dedi-
cated PSNs is believed to be fully contingent
upon the allocation of some amount of dedicat-
ed spectrum below 1 GHz. In the United States
(US), a total of 10+10 MHz spectrum in the 700
MHz band has been already designated. In
Europe, a need in the range of 10+10 MHz [8]
has been initially identified and spectrum regula-
tory authorities have started the process of find-
ing a proper spectrum allocation. As discussed in
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the next section, the two most propitious candi-
date bands in Europe are 400–470 MHz and
694–790 MHz.

The shared spectrum represents an additional
spectrum that is not exclusively assigned to
PPDR but shared with other domains. This spec-
trum can provide additional capacity to better
cope with a surge of PPDR traffic demand dur-
ing an emergency situation. Two potential non-
mutually exclusive, spectrum-shared components
are envisioned for exploitation for PPDR:
• Secondary access to television (TV) white

spaces (WSs) [9]. Good propagation condi-
tions and the anticipated high availability of
TV WS in low populated areas (e.g., rural
areas) make this spectrum a valuable asset
also for PPDR communications. Further
regulatory/technical extensions could be
conceived to increase the reliability of this
spectrum for PPDR use (e.g., higher autho-
rized maximum transmission power for
PPDR equipment and/or support of priority
access PPDR applications).

• Temporary licensed access to some shared
bands, aligned to the concept of the
Licensed Shared Access (LSA) model [10].
A LSA regime is intended to enable a
dynamic use of shared spectrum with pre-
dictable QoS. In the context of a possible
European Union (EU) second digital divi-
dend in the 700 MHz band, this model can
be introduced to share some amount of
spectrum between the commercial and
PPDR network operators. Furthermore, the
military bands offer another challenging
case in which the LSA concept might be
conveniently exploited. The European
Comission (EC) standardisation mandate
(M/512) issued in November 2012 pursues
the study of architectures and interfaces for
the dynamic use of spectrum resources
among commercial, civil security, and mili-
tary applications for disaster relief.
In addition to the proposed hybrid solution to

support wide-area PPDR communications, addi-
tional spectrum above 1 GHz will also be used
for local-area communications. In Europe, reso-
lution ECC/REC/(08)04 for the implementation

of Broad Band Disaster Relief (BBDR) radio
applications, issued by European Conference of
Postal and Telecommunications Administrations
(CEPT), recommends countries’ administrations
make at least 50 MHz of spectrum available
within two possible frequency bands: 5,150-5,250
MHz (the preferred option) and 4,940-4,990
MHz (which coincides with the band allocated in
the US and some other countries). This amount
of spectrum in 5 GHz can permit PPDR agen-
cies to implement on-scene broadband wireless
networks (e.g., permanent “hot-spot” devices in
high-use areas or temporary incident command
centers erected at an incident scene) and estab-
lish temporary fixed links.

STATE OF PLAY
Most leading operators, device, and infra-
structure manufacturers support LTE as the
mobile technology for the future. The first com-
mercial LTE networks were launched in
December 2009 and, as of January 2013, there
are more than 100 LTE networks in service in
over 60 countries, and many additional trials
and deployments are underway. In the PPDR
arena, as early as 2009, the National Public
Safety Telecommunications Council (NPSTC)
and other organizations in the US endorsed
LTE as the technological standard for broad-
band PPDR communications. Some PPDR enti-
ties were given waivers by the US Federal
Communications Commission (FCC) [1] along
with federal stimulus grants to pursue the early
deployment of statewide or regional LTE-based
PSNs. Many of these networks were scheduled
to begin operating in 2013, but the deployments
were halted during 2012 to ensure the initia-
tives to get on track with the plans of the First
Responder Network Authority (FirstNet), an
independent authority within the National
Telecommunications and Information Adminis-
tration (NTIA) tasked with overseeing the
development of a nationwide LTE-based PSN
with a total of 10+10 MHz spectrum and $7
billion in funding. The FirstNet board has
already noted that building a dedicated stan-
dalone network would be infeasible from a cost

Figure 4. Dedicated and shared spectrum for PPDR communications in Europe.
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standpoint, so partnerships with network opera-
tors will be essential to leverage the existing
network infrastructures [11].

In Europe, the LTE standard is also increas-
ingly backed as the technology of choice for the
evolution of current PMR networks [2]. Never-
theless, the main discussion is still centered on
the allocation of European- harmonized spec-
trum for broadband PPDR, a task being pri-
marily addressed through the CEPT Project
Team FM49 started in September 2011. Below
1 GHz, the two main candidate bands under
consideration are the 400-470 MHz band, which
is widely used by two-way radio, and the 694-
790 MHz band, which is primarily used for TV
broadcasting but expected to be allocated to
the mobile service after 2015 on a co-primary
basis. The allocation of some spectrum in the
400-470 MHz band is feasible in many coun-
tries, but there is no chance for a single harmo-
nized band, as was achieved for the current
5+5 MHz allocation for narrowband PPDR
communications. Alternatively, the 694-790
MHz band is a viable option to enable the nec-
essary harmonization, but this option would
require a second digital dividend and a new
reallocation of TV broadcasters, which is not
supported by some national administrations. A
decision from PT FM49 is not expected before
2014, and the opinion of industry organizations,
such as the TETRA and Critical Communica-
tions Association (TCCA), is that dedicated
LTE-based PSNs using harmonized frequencies
and standards can be eventually realized by
approximately 2020. Given such a long-term
perspective, the TCCA recognizes that com-
mercial networks can be the solution to provide
wide/broadband data capacity moving forward
[12]. In this regard, ASTRID, the Belgium
national provider of mission critical communi-
cations through a nationwide TETRA network,
has already unveiled its plans to become a
MVNO and offer mobile data services to its
PPDR users through the commercial 3G/LTE
networks.

At a standardization level, cooperation has
been established between 3GPP and other
groups, such as ETSI Technical Committee (TC)
TETRA, TCCA, and the US National Institute
of Standards and Technology (NIST), to ensure
a broad representation of the PPDR community
and carry out the specification of the additional
LTE features that will increase the suitability of
the LTE technology for PPDR. In this regard,
support for device-to-device communications
and enhanced group communications over LTE
was recently agreed upon as two strategic areas
to be prioritized in LTE Release 12, scheduled
for June 2014. In addition to PPDR, these two
areas are also important to raise new business
opportunities in the commercial and other pro-
fessional sectors (e.g., transportation, utilities,
and government). Device-to-device communica-
tions is being addressed by the Proximity-based
Services (ProSe) Work Item (WI). ProSe capa-
bility is intended to satisfy the need for
direct/talk-around communication among PPDR
users in even the absence of network coverage.
Proximity-based services are to be complement-
ed with enhanced group communications with

PTT features. The WI Group Communication
System Enablers for LTE (GCSE_LTE) will
establish the requirements as relevant to improve
LTE for group communications and will define
the functional split between the application and
network layers. This work will determine whether
new native LTE features have to be added to the
standard to more efficiently support group com-
munications. In addition to ProSe and
GCSE_LTE features, the delivery of PMR-like
services over LTE will also benefit from the
enhancements being introduced for the VoLTE
service, such as the bundling of transmission
opportunities for terminals at cell edges to
improve the uplink power budget. Furthermore,
the specification of a high-power UE class is
underway to further increase the coverage range
of PPDR terminals. 

CONCLUDING REMARKS
The adoption of LTE as the common technical
standard for PPDR and commercial mobile
broadband offers significant opportunities for
creating and exploiting the synergies between
both domains. After a discussion on the suitabili-
ty of LTE to cope with the new demand of
PPDR data-centric services, this article has pro-
posed a system architecture that enables PPDR
service access across a number of LTE-based
dedicated and commercial networks and is con-
ceived to allow the PPDR users to have a tight
control of the service provisioning and network
resources. The solution can be implemented
through a MVNO model in the case that no
dedicated LTE networks are deployed. The con-
trol of PPDR priority access policies to commer-
cial networks is a cornerstone of the proposed
solution.

The article has also discussed spectrum-relat-
ed issues that are central to planning invest-
ments in future PSNs and proposed a solution
for the management of the PPDR spectrum
based on the joint exploitation of both dedicated
and shared spectra.

Finally, main initiatives towards the introduc-
tion of LTE for PPDR in the US and Europe
has been discussed, noting the technical work
currently being undertaken within 3GPP to fur-
ther increase the suitability of the LTE standard
for PPDR and other professional sectors. 
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INTRODUCTION

Transmitter-based signal processing techniques
are becoming increasingly popular in recent
years, in response to a growing demand for high
data rate multimedia communications combined
with persisting requirements for simple, cost-
effective and computationally-efficient mobile
devices. Illustrative of the above, is the fact that
precoding schemes are gradually being intro-
duced in modern communication standards, with
the most prominent example being the 3GPP
long term evolution (LTE) [1] amongst others. It

has been demonstrated that precoding tech-
niques can facilitate achieving the ever-growing
performance targets of communication systems,
while at the same time shifting the signal pro-
cessing computational effort from the mobile
units to the base stations of cellular communica-
tion networks during downlink transmission. 

Particular effort has been placed on acquiring
and using the communication channel’s state
information (CSI) to counteract its effects on
transmission. It has been shown that in both
time- and frequency- division duplex modes the
CSI can be made known to the transmitter (a
situation termed as CSIT). The a priori knowl-
edge of interference is therefore not an uncom-
mon situation and it is in fact readily available at
downlink transmission, when CSIT combined
with the knowledge of all data symbols intended
for transmission can be used to explicitly predict
the resulting interference between the symbols.
Costa in [2] has shown by information theoretic
analysis that in the cases where CSIT is avail-
able, known interference does not affect the
capacity of the broadcast channel, which is there-
fore equivalent to the respective noise-only
channel. In [2] it is also stressed that the opti-
mum strategy to achieve this capacity would be
to invest power not in cancelling interference
but rather in coding along interference. Never-
theless, the majority of existing precoding imple-
mentations attempt to eliminate, cancel or
pre-subtract interference. Indeed, a number of
important contributions exist that make use of
the channel knowledge to mitigate or manage
interference. Only recently however, there has
been a rising interest in making use of the inter-
ference power to enhance the useful signal. In
accordance with this and from a viewpoint of
improving the reliability of transmission and
enhancing the error rate performance, this arti-
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cle raises two major questions: “Is all interfer-
ence always harmful and is removing it always
optimal from an error rate performance perspec-
tive?” “Are there performance benefits to be
gained from judiciously exploiting the interfer-
ence power?” From a statistical perspective the
answers to the above seem obvious. Interference
imposes a “random,” noise-like perturbation to
the transmitted information and introduces a
variance to the received signal which on average
hinders detection and deteriorates the resulting
performance. This perception is the topic of the
present article, which is based on an instanta-
neous, as opposed to statistical, view of interfer-
ence in the generic communication system. We
attempt to show that interference can contribute
to the detection of the useful signal and this
phenomenon can be utilised in the CSIT-assisted
downlink transmission and other known-interfer-
ence scenarios to improve performance without
raising the transmitted power. In modern sys-
tems where transmitted power restrictions are,
for a variety of reasons, becoming more and
more central in the overall designs and perfor-
mance, the use of signal power from interference
which is inherent in the communication system
provides an important source of additional green
useful power for reliable signal detection and
therefore an exciting topic for further research.

In the following we first discuss the separa-
tion of interference to constructive and destruc-
tive components for phase shift keying (PSK)
modulation. The validity and extensions of this
concept are investigated for quadrature ampli-
tude modulation (QAM) that also appears in
current communication standards such as the
abovementioned LTE and WiMax. We then
question the optimality of the conventional
error rate minimization based on uniform mean
square error (MSE) constraints. A number of
initial directions towards influencing and
exploiting interference are overviewed, based on
existing work on linear and non-linear precod-
ing and potential applications of the generic
concept on more advanced transmission
schemes are discussed. Extensions of the above
concepts to other transmission scenarios such as
cooperative communications and cognitive radio
are also investigated. In this context, this article
finally proposes some open research problems
with respect to the interference exploitation
concept.

INTERFERENCE ANALYSIS: 
IS ALL INTERFERENCE HARMFUL?

This section presents a qualitative analysis of
instantaneous interference and explores the pos-
sibility of treating part of interference as con-
structive, as a step towards the design of
innovative transmission schemes. As a start, a
fundamental example of two users with orthogo-
nal (non-interfering) and non-orthogonal (inter-
fering) channels h1 and h2 is geometrically
represented in Fig. 1. One could think of this as
a multiple input single output (MISO) channel
with two transmit antennas and one receive
antenna. To focus the study on the interference
between the two transmissions, noise is assumed
to be zero in this example. In all three subfig-
ures, the axes depict the directions of the chan-
nels and x1, x2 Œ {–1, 1} (specifically x1 = –1, x2
= 1 in this example) represent binary-PSK
(BPSK) modulated symbols transmitted from
each of the transmit paths. The bold-lined arrow
in each subfigure represents the received signal r
and the purple arrows denote its projection to
each of the channel axes which represents the
match filtered symbols d1, d2 at the receiver
before the decision stage. The orthogonal case
(denoted by the fact that the angle between the
two channels is right) is shown in Fig. 1a where
it can be seen that the received signal r (the
addition of both transmitted signals modulated
by the respective channels) has a projection on
each of channel axes that is identical to the cor-
responding transmitted symbol. In this case, due
to the orthogonality of the two transmissions,
the received symbols are unaffected by each
other. In the case of Fig. 1b, in the absence of
orthogonality, the two transmitted symbols add
up destructively to form a smaller received signal
compared to Fig. 1a. Consequently the projec-
tion of the received signal on the channel axes
yields reduced symbol energy and the detection
is destructively affected by interference. In the
third case of Fig. 1c however, the addition of the
users’ transmitted data yields a received signal
which has higher amplitude compared to the
destructive case but more importantly even high-
er than the one for the orthogonal case of Fig.
1a. As a result the detected symbols represented
by the projections of the received signal on the
channel axes have higher amplitudes which in a
practical scenario and in the presence of noise

Figure 1. Geometrical representations of interference scenarios: a) orthogonal (no interference), b) destruc-
tive, c) constructive.
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translate to higher signal to noise ratios (SNRs).
Note that in all three cases the amplitude of the
transmitted symbols x1, x2 (and hence the trans-
mitted power) is the same. Moreover, note that
in the case where different combinations of sym-
bols x1, x2 are transmitted, the configurations of
Fig. 1b, c may result in constructive and destruc-
tive interference respectively. In other words, a
channel configuration that yields constructive
interference for a specific symbol combination
may result in destructive interference for other
combinations and vice versa. It should be high-
lighted that while the above example refers to a
two-user transmission scenario for illustration
purposes, the interference can alternatively be
thought of as the addition of different multipath
components h1 and h2 at the receiver, in a multi-
path fading scenario. In this case the interfer-
ence described reflects the inter-symbol
interference between subsequent data symbols
x1, x2. Furthermore, the example shown can be
extended to model inter-cell interference in a
multi-cell environment and other generic inter-
ference limited transmissions. It is clear from the
above that the characterization of interference
and its separation into constructive-destructive
depends not only on the correlation of the trans-
mission paths but also on the instantaneous sym-
bol values. 

To illustrate the usefulness of the above
observations for PSK modulation, Fig. 2 shows
examples of possible received constellation
points for different PSK modulations. These
are represented by randomly positioned dots in
the PSK constellations, centered around the
nominal PSK constellation points. The red dots
denote received signals corrupted by destructive
interference while the green dots represent
received symbols resulting from constructive
interference. To specifically characterize inter-
ference, the generic criterion is: constructive is
the interference that yields received signals that
have increased distances from the decision
thresholds of the PSK constellation compared
to the nominal constellation points. For the
BPSK modulation of Fig. 2a the desired user’s
signal x ∈ {–1, +1}, the decision threshold is
the imaginary axis, so interference from a spe-
cific symbol is constructive when it has the
same sign as the desired data. For quadrature-
PSK (QPSK) modulation, since there are two

decision thresholds (the real and imaginary
axes) the above criterion has to be applied sep-
arately to the real and imaginary part of the
received signal. Again, the received symbols
that satisfy this requirement are shown in green
color in Fig. 2b. Analytical characterisation cri-
teria of the interference for B-, Q- and higher
order PSK modulation are derived in [3]. Early
work carried out on simple precoding tech-
niques that will be discussed in the following,
indicates that there are significant benefits to
be derived by the above observations. The
important feature is that these benefits are
drawn not by increasing the transmitted power
of the useful signal, but rather by the reuse of
interference energy that already exists in the
communication system; a source of green signal
energy that with conventional interference can-
cellation techniques is left unexploited.

UNIFORM MSE MINIMIZATION:
CHALLENGING ITS OPTIMALITY

Traditionally, the precoding techniques oriented
towards error-rate performance optimization (as
opposed to capacity achieving methods) aim to
minimize the received MSE given by

e = E{Ôr – xÔ2} (1)

where x is the information symbol (or vector of
symbols), r is the received symbol (or vector of
symbols), ÔyÔ denotes the amplitude and E{y}
denotes the expectation of the random variable
y. It has been proven that MSE minimization
strategies achieve average SNR optimality [4]
and consequently maximize performance. Let
us explore the optimality of this uniform MSE
constraint in Eq. 1 by means of the example
shown in Fig. 3a. Here the contours of a set of
two MSE constraints corresponding to Eq. 1
achieving different error values e1, e2 are shown,
denoted by the areas enclosed by the black-
coloured circles. Without loss of generality, the
example focuses on the 1 + i constellation
point of QPSK modulation. The fact that the
MSE constraint is uniform is seen by the fact
that the contours are of circular shape which
results in a constant error bound e1, e2 for each
of the cases, in all directions around the con-

Figure 2. PSK constellations and constructive (green) — destructive (red) interference sectors.
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stellation point. Based on the above discussion
and specifically on the QPSK case of Fig. 2b it
can be seen that in terms of error-rate perfor-
mance the uniform MSE contours are equiva-
lent to the non-uniform contours denoted by
the red-coloured lines for the worst case inter-
ference that has a destructive direction (i.e. an
orientation towards the decision thresholds of
the constellation). This is evidenced by the fact
that the minimum distances to the decision
thresholds (real and imaginary axes) are equal
for both types for contours for both sets of
error constraints e1, e2. However, the non-uni-
form contours allow for the received symbols to
move towards the direction opposite to the
decision thresholds. Note that in this case,
while the cost function in Eq. 1 is violated, the
resulting symbols have a higher average
received SNR which results in an improved tol-
erance to noise and consequently yields an
improved average probability of correct detec-
tion. Moreover, note that the constraints denot-
ed by the non-uniform contours are relaxed
compared to the ones resulting from the tradi-
tional MSE minimization approach. This is evi-
denced by the fact that the red shaded sector
spans a larger area compared to the black shad-
ed area for conventional MSE. It further
implies that the resulting optimization is more
efficient which, based on the specific transmit-
ter technique used, could translate to better
transmit power minimization or allow for fur-
ther performance improvement. In other words
the non-uniform contours benefit the communi-
cation system in two ways: First, by allowing the
received signals to fall in the constructive inter-
ference part of the constellation as shown in
Fig. 2b the received signal benefits from the
energy of constructive interference. Secondly,
by relaxing the optimization constraint a more
efficient optimization is achieved, which typical-
ly allows for further optimization of the trans-
mit power. 

It should be reminded that the application of
the above concept requires the knowledge of the
interfering data symbols to determine the con-
structive interference sectors and the resulting
error-constraining contours. Initial work first

proposing the idea of relaxing the MSE opti-
mization appears in [5] where the authors pro-
pose an adaptive, data-dependent MSE
minimization for use at the base stations of wire-
less cellular networks. It is demonstrated that
the relaxed-MSE optimization achieves perfor-
mance equivalent to the conventional MSE min-
imization for lower values of transmitted power.
This comes at the cost of increased transmit
complexity due to the need of adapting the data-
dependent optimization criterion on a symbol-
by-symbol basis. While computationally
expensive, the technique sets an upper bound on
the tradeoff between transmit power and achiev-
able performance that can be yielded by allowing
for constructive interference in the MMSE sense.
A number of initial computationally more effi-
cient techniques have also been developed in
previous work, which will be briefly overviewed
in the following.

CONSTRUCTIVE INTERFERENCE IN
QAM CONSTELLATIONS

It was shown in the previous section that there
are benefits to be gained from utilizing interfer-
ence in PSK-based communication systems.
Notably, low order PSK appears in numerous
scenarios in many communication standards [1].
Indeed BPSK and QPSK are favored in high
interference scenarios where the achievable
rates are limited due to the ill-conditioned
nature of the channel or the density of the com-
munication access points. Evidently, the more
the interference, the more the gain from utiliz-
ing it as opposed to eliminating it. In a highly
correlated or a densely populated multi-access
channel conventional schemes would employ
low order PSK modulation and invest most of
their power in canceling the existing interfer-
ence, so it is in these scenarios where it is
expected to gain the most from exploiting inter-
ference. 

For the completeness of the discussion how-
ever, we must not omit situations where higher
transmission rates are achievable, in which case
higher order QAM modulation would be used

Figure 3. Conventional MSE constraint and worst-case-SE-equivalent contour.
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according to the communication standards. It is
therefore reasonable to raise the following ques-
tions: “Can the above concept be applied to
QAM constellations?,” “How much benefit can
be extracted from interference energy in these
cases?.” To answer these issues let us observe
the 16-QAM constellation, shown in Fig. 3b,
along with the MSE-equivalent contours that
accommodate constructive interference. It can
be seen that for the inner constellation points,
since they are bounded by decision thresholds in
all directions around them, the concept of con-
structive interference does not hold. Interference
that shifts the received inner constellation point
away from one decision threshold pushes it clos-
er to another decision threshold. In this case the
conventional MSE minimization is indeed opti-
mal and the error bounds are circular as shown
in the figure. However, for the outer constella-
tion points there is still some space for construc-
tive interference. Indeed for the points at the
corners of the 16-QAM constellation the condi-
tions are identical to the ones for the QPSK
constellation points. Therefore, as shown in Fig.
3b the SNR optimization contours are similar to
the ones discussed above. Moreover, for the
outer constellation points in-between the corner
points again there exists a margin of constructive
interference as shown in Fig. 3b, which could
allow for a relaxation of the conventional MSE
constraints. These remarks indicate that, while
the advantages of interference exploitation are
more pronounced in systems using PSK modula-
tion, there are still benefits to be gained in
QAM-based systems. While the benefits for PSK
constellations have been studied in previous
work on linear precoding techniques, it is yet to
be explored how these qualitative observations
quantify in performance gain for the QAM con-
stellations. 

OVERVIEW OF APPLICATIONS,
EXISTING WORK AND EXTENSIONS

The discussion so far and specifically the exam-
ple as set in Fig. 1 use the interference between
different spatial streams in a MISO system to
illustrate the main concept treated in this article.
The above, however, can be applied to any sys-
tem where there exists a correlation between
simultaneous transmissions and the resulting
interference can be predicted. Clearly, in terms
of multiple access techniques, it is straightfor-
ward to extend this approach to multiple input
multiple output (MIMO) systems but also to
code division multiple access (CDMA) schemes
for the interference resulting from the correla-
tions of different users’ codes. Moreover, this
can be applied to orthogonal frequency division
multiple access in multiple spatial layers
(MIMO-OFDMA) and so on. In terms of
resource allocation techniques, the above
approach can be used for developing alternative
techniques that allocate the available resources
with the aim of enhancing constructive and
avoiding destructive interference. This section
presents an overview of some initial work on
interference exploitation and its potential exten-
sions.

INTERFERENCE EXPLOITATION IN
LOW COMPLEXITY PRECODING SCHEMES

Early work such as the one in [3, 6] has looked
at adapting simple precoding techniques to
accommodate for constructive interference in
both CDMA and MIMO systems. The scenario
considered there is that of downlink transmis-
sion where a single base station transmits to
multiple mobile users. Here the main idea is to
retain the correlation between the transmitted
symbols when it yields constructive interference
and eliminate the correlation when it results in
destructive interference by means of zero forcing
(ZF) precoding. A further step towards transmit-
ting along the interference is shown in [7] for
MIMO systems. Instead of observing and char-
acterizing the interference and zero-forcing it
accordingly, the precoder actively influences the
interference by means of rotational precoding to
yield constructive interference constantly. In this
case the useful signal benefits from all interfer-
ing signals’ energy at every symbol period. A
generic block diagram of the low-complexity pre-
coding adaptations for a MIMO downlink is
shown in Fig. 4. The essential additional compo-
nents involve the symbol-by-symbol characteriza-
tion of interference and the judicious precoding
block. As an indicative measure of the potential
benefits of exploiting interference Fig. 5a com-
pares the symbol error rate performance of the
techniques in [3, 7] with conventional zero-forc-
ing (ZF) and regularized ZF precoding (termed
channel inversion and regularized channel inver-
sion in [8]) for a 4 × 4 MIMO system with QPSK
and 8PSK modulation. It is evident that both
adaptive techniques benefit from constructive
interference while the rotational precoding of [7]
shows further improvement by actively influenc-
ing interference, which persists for higher order
modulation. The reader is referred to the rele-
vant articles for further details.

INTERFERENCE EXPLOITATION IN
DIRTY PAPER CODING SCHEMES

The capacity achieving alternative to low-com-
plexity linear precoding is dirty paper coding
(DPC). Relevant work such as the one in [9]
investigates the interference channel expressed by 

Y = X + S + N (2)

where X is the transmitted coded signal, Y is the
received signal, S is the interference known non-
causally at the transmitter and N is the Gaussian
noise. In [9] and relevant DPC work the central
idea is to apply a strategy that pre-subtracts the
interference S in the form of X = t ([u – S]modL)
where u denotes the useful symbol, [.]modL rep-
resents the modulo operation with base L and
t(.) denotes a generic coding strategy. The receiv-
er then applies a corresponding strategy Y =
[Y]modL to achieve an effective noise-only chan-
nel Y = [u + N]modL where N is the noise com-
ponent at the receiver after decoding,
independent of the useful symbol u. In this pro-
cess since interference is not judiciously charac-
terized, the transmitter unavoidably subtracts the
interference that instantaneously contributes to
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the useful signal’s energy. In line with the con-
cept in the current article, [10] uses an encoding
strategy where the amplitude and phase of the
useful signal is optimized, within the constructive
constellation sectors as shown in Fig. 2 and
under an SNR threshold g, such that the result-
ing interference is better aligned to the symbols
of interest. In this way the power required to
subtract the interference (and therefore the
transmitted power) is minimized, leading to a
more power-efficient transmission. The benefits
of the above strategy are shown by the compari-
son in Fig. 5b for a 4 × 4 MIMO system, where
the transmit powers of the techniques in [9, 10]
based on the well known Tomlinson-Harashima
precoder (THP), are compared for different
threshold values g. The figure illustrates the per-
centage of transmit power used with respect to
THP. The results show that with the strategy in
[10] the transmitted power can almost be halved
for the same performance as the THP of [9], just
by judiciously precoding along the interference.

INTERFERENCE OPTIMIZATION BY
RESOURCE ALLOCATION AND

RELEVANT MAC LAYER TECHNIQUES

The gains obtained by the above adaptations
could possibly be augmented by employing
specifically tailored resource allocation tech-
niques. This of course covers a vast area of con-
ventional techniques that aim to optimize the
allocation of resources such as spatial streams in
MIMO systems with transmit diversity, subcarri-
ers in OFDMA, codes in CDMA, space-frequen-
cy combined resource blocks in LTE systems,
and so on. To enhance the performance of the
interference exploitation schemes the goal of
resource allocation would be, instead of allocat-
ing resources that inherently experience mini-
mum interference, to optimize the interference
between the resources according to specific per-

formance optimization criteria. It is these crite-
ria that need to be reformed to accommodate
for constructive interference, either by directly
targeting at optimizing interference or in a con-
figuration that jointly optimizes interference
along with one of the conventional criteria (for
example transmission rates). There is currently
little work in this area and evidently this offers
an interesting open problem for future work.

Complementary to the above the potential of
exploiting interference stimulates the adaptation
of higher layer techniques such as medium access
control (MAC) and cross-layer techniques. User
selection, admittance and scheduling in the con-
ventional downlink transmission are some of the
obvious candidates. A possible selection tech-
nique would choose a user that maximizes con-
structive interference. Again the possibility of
optimizing the above in conjunction with achiev-
able transmission rates maximization can lead to
novel and potentially fruitful cross-layer tech-
niques. Finally, systems with adaptive modula-
tion capabilities, currently supported by
communication standards, could be a topic of
great importance especially as the benefits of the
concepts discussed above are dependent on the
type and order of modulation used.

EXTENSIONS TO COOPERATIVE
MULTICELL COMMUNICATIONS

Let us now explore the adaptation of the
above ideas in more advanced system scenarios,
envisaged for the collaboration between commu-
nication networks in future generations of wire-
less communications. Figure 6 shows the
conventional single-cell broadcast channel dis-
cussed up to this point (Fig. 6a) along with the
most prominent candidates for future networks,
cooperative communications [11] (Fig. 6b, c) and
cognitive radio [12] (Fig. 6d, e). 

Figure 4. A generic linear precoding block diagram for the exploitation of interference. Three distinct opera-
tions can be observed: interference estimation, interference characterisation and judicious precoding.
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COOPERATIVE DOWNLINK TRANSMISSION

Cooperative transmission techniques have been
proposed for the enhancement of current cellu-
lar networks. The two main configurations inves-
tigated so far are shown in Fig. 6b,c. Fig. 6b
shows the base station collaborative cellular
setup. Typically it is expected that a cluster of
base stations belonging to the same operator
exchange information through a backhaul net-
work to mutually enhance the performance of
the cell-border users by eliminating inter-cell
interference. This backhaul link is typically
assumed to employ a high speed connection [13]
which facilitates the exchange of data between
the collaborating base stations, that is essential
for identifying and utilizing constructive interfer-
ence. Network MIMO [14] is an emerging
paradigm of cell cooperation with data exchange.

Evidently, the option of allowing part of interfer-
ence that instantaneously enhances the cell-bor-
der users’ received power would have a positive
impact on the overall network performance and
throughput. 

The alternative cooperative transmission sce-
nario of Fig. 6c involves an inactive mobile unit
serving as a relay for the transmission of a
remote user. In this case the relay is used to
improve the spatial diversity of the channel by
acting as an auxiliary antenna to create a virtual
MIMO system. This can have a significant
impact on the performance of cell-border users
by providing a low attenuation signal path where
typically the direct channel is ill-conditioned.
The relay techniques existing in the literature
are separated into two main categories: amplify
and forward and detect and forward. It is in the
latter case, where the relay detects the symbols

Figure 5. Performance and power efficiency results: a) Uncoded symbol error rate for channel inversion, selective channel inversion, reg-
ularized inversion, selective regularized inversion, correlation rotation precoding in the single cell broadcast channel [7]; b) transmit
power with respect to Tomlinson-Harasima Precoding (THP), for THP and Interference Optimized THP [10], Transmit signal to
noise ratio required for an uncoded symbol error rate of 10–2 vs. number of secondary users for channel inversion and correlation rota-
tion in the; c) CR broadcast network [15] and ;d) cognitive relay assisted network [16].
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transmitted by the original source, that the
causal knowledge of the transmitted signal can
be used to predict and exploit interference as
seen at the receiver. 

COGNITIVE RADIO DOWNLINK CHANNELS
Cognitive Radio (CR) [12] is an emerging tech-
nology that seeks to overcome spectrum scarcity
introduced by the traditional approach of allo-
cating different frequency bands to different ser-
vices. CRs promise a more efficient, flexible and
dynamic spectrum access that can be achieved
through the utilization of techniques that enable
sensing, prompt measurement, dissemination
and adaptation to the real-time conditions of the
network environment. The benefit of circum-
venting the scarcity of spectrum, however, comes
with the trade-off of introducing a new source of
interference. Contradictory to cooperative sys-
tems, the coexistence of transmissions here could
involve separate and heterogeneous communica-
tion networks. Typical examples involve the
coexistence of local WiFi networks with mobile
network providers, home UHF femtocells with
TV broadcasters ect. Two main configurations of
the relevant CR scenarios are shown in Fig. 6d,
e. The main difference to cooperative communi-
cation is that here it is only the system that
opportunistically accesses the resources (typically

unlicensed users) of the legacy system (the
licensed user of the spectrum) which has to be
aware of the interference while it is a require-
ment that the primary system is not overwhelm-
ingly affected by this opportunistic transmission.
In the case of Fig. 6d the unlicensed base station
is aware of the transmission of the primary base
station and precodes its signal in order to mini-
mize its effect on the primary transmission. The
typical paradigms studied in the literature are:
• Overlay, where a degree of cooperation

between primary and secondary transmit-
ters is possible in a master-slave manner,
given that secondary transmitter assists the
primary communication by partially trans-
mitting the primary message. 

• Underlay, where the secondary system com-
municates independently, subject to its
interference to the primary falling under an
acceptable threshold.

• Interweave, where the secondary opportunis-
tically utilizes resources that are unused by
the primary system in order to achieve com-
pletely orthogonal transmission.
Clearly, potentially fruitful results could

emerge by incorporating the ideas described
above in the overlay and underlay scenarios. A
realization of the above concept in CR is shown
in [15] where a cognitive transmitter adaptively

Figure 6. Current and future applications of interference exploitation in cooperative communications and cognitive radio: a) broadcast
transmission; b) cooperative broadcast transmission; c) relay assisted; d) cognitive base station transmission; e) cognitive relay assisted
transmission.
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precodes its transmission to allow constructive
interference to the primary user. The cognitive
user in this case transmits its own message while
actively assisting the transmission of the primary
user. At the same time it can use some of the
transmit power or degrees of freedom, conven-
tionally utilized for suppressing its interference
to the licensed user, to improve its own trans-
mission. An indicative performance result is
shown in Fig. 5c for a CR channel with a sec-
ondary cell with varying numbers of secondary
users (SUs) affecting 6 primary users (PUs) out
of the total number of users in the primary cell.
The required transmit SNR for an uncoded sym-
bol error rate of 10–2 for both primary and cog-
nitive links is compared for the conventional CI
approach and the correlation rotation for
increasing numbers of secondary users. For a
given noise power the transmit SNR require-
ment directly translates to a transmit power bud-
get. The results show that significant transmit
power savings can be obtained by exploiting the
intercell interference, benefiting from the green
signal power provided by the opportunistic cog-
nitive users. Hence, the existence of the cogni-
tive transmission within the licensed spectrum is
in this case facilitated by allowing the primary
transmission to benefit from the constructive
inter-link interference.Such a potential could
possibly make the cognitive radio concept more
attractive to the network operators who are cur-
rently hesitant to allow for opportunistic access
of their resources from unlicensed users. 

An extension of the above scenario is shown
in Fig. 6e, where a cognitive relay is present that
ensures that both primary and secondary systems
achieve the required performance [16]. In these
scenarios it may be the case that none of the
base stations are aware of each other’s transmis-
sion. The awareness of the interference at the
relay is used conventionally to cancel interfer-
ence by orthogonalizing the directions of trans-
missions by the base stations. Clearly, there are
transmit power savings to be gained by designing
an adaptive transmission from the relay that
facilitates the exploitation of constructive inter-
ference between the coexisting links. An indica-
tive result for this scenario is shown in Fig. 5d,
illustrating the transmit SNR requirement for the
primary link as discussed above. Again it can be
observed that considerable power savings can be
obtained by exploiting the inter-cell interference
by means of simple and practical precoding.

All the application areas discussed above con-
sist of open research topics, as the existing work
overviewed above has only introduced the poten-
tial of exploiting interference by means of simple
adaptive techniques for initial observations. The
encouraging results so far and the current lack
of studies in the more advanced systems promise
a prolific field for further research.

CONCLUSION
The performance of modern cellular communi-
cation systems is currently dominated by the
constraints on the transmitted power of the base
stations. It is anticipated that, with the growth of
the population of wireless devices, the limita-
tions imposed by the restrictions of transmission

power will become more severe in the imminent
future. This article has discussed the potential of
making use of a source of green signal power
that is currently being largely ignored by conven-
tional transmission techniques in existing com-
munication systems. The judicious utilization of
constructive interference could provide a means
of circumventing the bottleneck in current wire-
less broadcast channels imposed by transmit
power restrictions. While initial work in this
direction has already provided an early proof-of-
concept, open research problems have been
identified in the areas of advanced single cell
precoding and resource allocation, as well as
cooperative multicell communications. The pos-
sible applications of the overall concept offer a
broad field for exciting research for the upcom-
ing years.
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INTRODUCTION AND MOTIVATION

Recently, the research community has proposed
the combination of optical and wireless tech-
nologies to provide anywhere-anytime broad-
band access networks meeting the bandwidth
requirements of the next-generation applica-
tions. The acronym WOBAN, which stands for
Wireless-Optical Broadband Access Networks,
has been used by the authors in [1] to refer to a
Passive Optical Network (PON) whose termina-
tion points are attached to wireless (either WiFi-
or WiMAX-based) or cellular access technolo-
gies.

WOBANs are seen as attractive broadband
access networks since they combine the benefits
of PONs: 
• High bandwidth capacity, typically 1 - 10

Gb/s, 
• Network based on a passive infrastructure

that eases Operation, Administration and
Management (OAM), 

• Capital Expenditure (CAPEX) savings since
many users share the optical fiber connec-
tion to the Central Office, 

• Simple interoperability for the case of Eth-
ernet-based PONs,

together with the advantages of mature wire-
less/cellular technologies:
• Radio coverage of hundreds of meters for

WiFi, and several kilometers for cellular
technologies, 

• Tens to hundreds of Mbit/s for WiFi, and
tens of Mbit/s for cellular technologies, 

• Wide popularity and availability of wireless
devices among end-users.
However, before such a hybrid broadband

access network becomes a reality, it is required to
study certain aspects of the mobility management
of users moving between wireless Access Points
(APs) attached to the PON. These, and other
related challenges are outlined in [2]. Indeed, pre-
vious studies have already addressed a number of
key aspects to achieve real optical-wireless inte-
gration, i.e. those related to keeping Quality of
Service (QoS) over the EPON and WiMAX [3,
4], effective routing strategies considering capaci-
ty and delay aspects [5] or from an energy effi-
ciency point of view [6]. However, very few works
have considered mobility in WOBANs. For
instance, [7] proposes a new, non-standard, mobil-
ity mechanism that requires special hardware at
the ONUs and PON splitter, as well as support
from the end-user mobile node. The authors in
[8] also propose to integrate PMIPv6 over EPONs
defining two possible architectures, but it requires
additional changes to provide mobility support.

This article proposes an integrated mobility
architecture for converged optical-wireless archi-
tectures, and particularly for WOBANs, based
on Proxy Mobile IPv6 (PMIPv6) and the han-
dover optimizations enabled by the use of the
IEEE 802.21 Media Independent Handover
(MIH) Services. Essentially, the architecture
locates the Mobile Access Gateways (MAGs)
defined in PMIPv6 at the leaf nodes of the PON,
that is, the Optical Network Units (ONUs), and
the Local Mobility Anchor (LMA) at the root,
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i.e. the Optical Line Terminal (OLT). This archi-
tecture facilitates the optical-wireless integration
for several reasons: First, the OLT-LMA module
is able to combine traffic statistics of the ONU-
MAGs and mobility information of the end
Mobile Nodes (MNs) connected to every MAG.
This might be useful to redefine the Dynamic
Bandwidth Allocation (DBA) strategies based
on the MNs attached to the ONUs, rather than
on the ONUs solely. Second, the mobility proce-
dures of PMIPv6 may be optimized thanks to
the single-IP-hop, point-to-multipoint topology
of the PON, which provides multicast services at
no extra bandwidth cost. And third, the OLT-
LMA leverages the static location of the ONUs
to infer possible destinations of Mobile Nodes,
and to design an effective procedure to reduce
packet loss during the handover process. 

The remainder of this work is thus organized
as follows: we review the architecture of a typical
WOBAN and the IP mobility management pro-
tocol of choice, PMIPv6, together with the tech-
nology used to optimize the handover process,
IEEE 802.21 Media Independent Handover
(MIH). We propose the integrated PMIPv6-
WOBAN architecture that manages end-user
mobility across the wireless access points hang-
ing from the ONUs. This section also overviews
the benefits of such an integrated architecture,
especially concerning seamless handovers, which
are further discussed, including a simulation-
based validation of our proposal. Finally, we
review the main contributions of this work.

TECHNOLOGIES INVOLVED
This section overviews the optical part of a
WOBAN, the Proxy Mobile IPv6 mobility-man-
agement protocol and the IEEE 802.21 MIH
specification, being all of them key technologies
to enable mobility in WOBANs.

ETHERNET PASSIVE OPTICAL NETWORK
Essentially, a WOBAN is a Passive Optical Net-
work (PON) whose terminating points, the Opti-
cal Network Units (ONUs), are attached to one

or more heterogeneous wireless Access Points
(WiFi, WiMAX, cellular or other). The PON is
a passive point-to-multipoint (PtMP) optical
access network following a tree topology, as
shown in Fig. 1. The leaf nodes, or ONUs, are
connected to the root node, referred to as the
Optical Line Terminal (OLT) via a passive split-
ter/combiner that needs no power supply or con-
figuration. The role of such a passive device
[splitter] is two-fold: First, it splits the OLT sig-
nal into, typically, 32 or 64 copies for the ONUs
in the downstream direction; and second, it com-
bines the signals generated by the ONUs into a
single one in the upstream direction. Thus, the
PON operates as a broadcast-and-select network
in the downstream direction, since the data
sourced at the OLT is replicated by the passive
splitter/combiner and delivered at all ONUs.

An Ethernet PON (EPON) is a type of PON
employing IEEE 802.3/Ethernet frames, which
contain a small EPON-specific header in its
Preamble (Fig. 2). The Logical Link Identifier
(LLID) field specifies the recipient ONU(s) of
the EPON frame, and the Mode bit specifies
whether the LLID is unicast (M = 0) or broad-
cast/multicast (M = 1). A unicast LLID is
assigned to each ONU by the OLT. Hence, upon
the reception of an EPON frame, every ONU
must check the LLID field to filter out all the
frames intended for other ONUs.

On the other hand, the upstream wavelength
is shared by all ONUs on a Time Division Multi-
plexing (TDM) basis, so a channel access arbi-
tration mechanism must be defined to avoid
collisions at the passive splitter/combiner. In
light of this, the IEEE 802.3ah standard also
defines the Multi-Point Control Protocol
(MPCP), where the OLT schedules transmission
windows to the ONUs after a clock synchroniza-
tion process. A number of Dynamic Bandwidth
Allocation (DBA) algorithms have already been
defined in the literature, being Interleaved
Polling with Adaptive Cycle Time (IPACT) [9]
the most popular one.

In the following, we consider that the PON is
terminated either on single wireless Access

Figure 1. Ethernet passive optical network (EPON) architecture.
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Points or any other wireless layer-2 cloud (for
instance, wireless mesh topologies), as long as
these behave as a single IP hop. 

PROXY MOBILE IPV6
Proxy Mobile IPv6 (PMIPv6) is a mobility-man-
agement protocol that allows legacy mobile ter-
minals to perform handover operations across
heterogeneous networks, without their involve-
ment in the management of their own IP mobili-
ty signaling. As an example of operation (Fig. 3),
consider a Localized Mobility Domain (LMD)
scenario, where PMIPv6 provides mobility sup-
port, that comprises two Mobile Access Gate-
ways (MAGs), and a Local Mobility Anchor
(LMA). In addition to maintaining the state
regarding the location of the MN in the LMD,
the LMA must maintain an IPv6-in-IPv6 tunnel
with every MAG for forwarding the data traffic
of their MNs. When an MN first arrives at the
LMD, it attaches to an Access Point (AP) and
sends a Router Solicitation (RS) message
requesting an IPv6 prefix. This message is
received by the MAG, which asks the LMA for
an IPv6 prefix for the MN through a Proxy Bind-
ing Update message. Next, the LMA replies to
the MAG with a newly assigned IPv6 prefix for
the MN through a Proxy Binding Acknowledg-
ment message and stores the mapping in its local
lookup table, named Binding Cache. Then, the
MAG forwards the IPv6 prefix to the MN
through a Router Advertisement (RA) message.
Finally, the LMA uses the existing IPv6-in-IPv6
tunnel with the MAG (or creates a new one if
there is none) for the data traffic exchanged by
the MN with the network. When the MN moves
to the coverage area of a second MAG, the pro-
cess is repeated, but this time the LMA finds an
existing entry in its Binding Cache for that MN,
and therefore replies to the MAG with the same
IPv6 prefix that the MN was using previously,
updating the record for the MN and diverting its
traffic to the new MAG tunnel. Thanks to the
fact that the MAGs show the same layer-2 and
IPv6 link local addresses to the MNs, these do
not detect any layer-3 change while moving with-
in the LMD.

In conclusion, thanks to PMIPv6, a Mobile
Node may change from one layer-2 Point of
Attachment (PoA) to another, but it always
keeps the same IP address across the LMD man-
aged by an LMA. It is also worth noticing that
the operation of PMIPv6 does not require the
MN to implement any modification or extra soft-
ware in its layer-3 stack, although it may require
the assistance of some layer-2 mechanisms to
work more efficiently. These mechanisms are
known as link-layer triggers, and are required to
quickly detect a change of layer-2 PoA. In the

proposed architecture we rely on IEEE 802.21
MIH to provide such link-layer trigger function-
ality, as described next.

IEEE 802.21 MEDIA INDEPENDENT
HANDOVER SERVICES

The IEEE 802.21 Media Independent Handover
(MIH) Services [10] standard defines a common
interface to allow the optimization of handovers
between heterogeneous IEEE 802 systems, as
well as between IEEE 802 and cellular systems.
This is achieved by adding a technology-indepen-
dent function — the Media Independent Han-
dover Function (MIHF) — that improves the
communication between different entities, either
locally (mobile node) or remotely (network func-
tions). The MIH standard defines different roles
according to the relationship between the net-
work-based MIHFs and the MN. These are the
Point of Service (PoS) and Point of Attachment
(PoA). The former identifies a network-based
MIHF that talks directly with an MN, while the
latter corresponds to the network-side endpoint
of a layer-2 link with the MN. In addition, MIH
defines three main mobility services: 
• The Media Independent Event Service

(MIES) provides event reporting of dynam-
ic changes in link characteristics, status and
quality. 

• The Media Independent Command Service
(MICS) enables MIH clients to manage
and control the link behavior related to
handover and mobility. 

• The Media Independent Information Ser-
vice (MIIS) provides details about the char-
acteristics and services provided by the
serving and surrounding networks.
The use of MIH in the PMIPv6-WOBAN

architecture proposed in the next section is
twofold: On the one hand, the link-layer event
support provided by the MIES is employed to
trigger certain actions at the MAG, for example
sending a Proxy Binding Update upon MN
attachment to a connected Access Point. On the
other hand, the handover optimization signaling
is used to piggyback information that enables the
WOBAN mobility optimizations described in the
next section.

INTEGRATED PMIPV6-WOBAN
ARCHITECTURE

Figure 4 (Top) shows the proposed PMIPv6-
WOBAN integrated architecture, together with
the signaling (left boxes) and data (right boxes)
paths. For simplicity, we show three ONUs, two
of them connected to a single WiFi Access Point,
and another one connected to three Access
Points. Note that the Localized Mobility Domain
comprises the whole radio coverage of the five
APs of the WOBAN.

It is worth emphasizing that the PMIPv6-
WOBAN architecture requires that any wireless
access network connected to an ONU behaves as
a single layer-2 domain. In such a case, there is
no difference between an isolated AP connected
to the MAG or a group of APs forming a mesh,
as long as they operate as a single IP hop. The

Figure 2. IEEE 802.3ah EPON frame format.
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interested reader is referred to the IEEE 802.11s
amendment, which details how to deploy a layer-
2 wireless mesh.

An EPON exhibits a hierarchical architecture
where the OLT dynamically assigns time-slots to
the ONUs following some DBA algorithm, for
instance IPACT. This structure resembles the
one of a PMIPv6-enabled LMD, in which the
LMA anchors the IP addresses assigned to the
Mobile Nodes that are attached to the MAGs,
which are likewise controlled by the LMA. Based
on this observation, we propose an integrated
PMIPv6-WOBAN architecture, where the LMA
is collocated with the OLT, and the MAGs are
collocated with the ONUs (one MAG per
ONU). From an MIH functionality perspective,
we consider that the Point of Service (PoS)
resides at the OLT, while all ONUs are also
IEEE 802.21 capable, that is, they implement an
MIHF acting as non-PoS MIH entities.

It should be noted that, although WiFi has
been assumed as the access technology through-
out the previous description of the proposed
PMIPv6-WOBAN architecture, other technolo-
gies are also supported, as long as the mobile
node supports IPv6 and IEEE 802.21. Both pro-
tocols are defined to operate over different wire-
less technologies, such as WiMAX and 3GPP
ones, among others. Since ONU-MAG devices
behave as IPv6 routers, their interfaces may
employ completely different layer-2 technolo-
gies, including wireless ones. If the wireless
attachment point is not co-located with the
ONU but it is a remote device connected by
Ethernet to the ONU-MAG, then the wireless
technology should support IEEE 802.1D bridg-
ing capabilities (so wireless frames could be sent
back and forth as Ethernet frames, as well as to
support intra-ONU mobility) or the communica-
tion between the MAG and the MN should be
able to behave as a point-to-point link as stated
by PMIPv6. As an example, interworking with
3GPP cellular networks is enabled by the use of
PMIPv6, which is one of the solutions adopted
by the 3GPP Evolved Packet System (EPS) to
provide inter-access mobility support between
3GPP and non-3GPP access networks.

The proposed integrated PMIPv6-WOBAN
architecture enables a set of optimizations that
enhance the operation of each protocol with the
intrinsic characteristics of the other. Next we
present these optimizations and describe the
architecture by detailing the different mobility-
related operations.

INITIALIZATION AND
MOBILE NODE ATTACHMENT

The first box of Fig. 4 describes the MIH events
(dashed arrows) and PMIPv6 messages (solid
arrows) exchanged between the mobility man-
agement modules when a new Mobile Node
(MN) first arrives at the WOBAN. These steps
are:
(1–5) The MN initially attaches to an AP fol-

lowing standard technology-dependent pro-
cedures (in this case following the
association procedure defined by IEEE
802.11). The finalization of the layer-2
attachment generates a Link_Up event at

the MN,1 which sends a Router Solici-
tation message that reaches the access
router — i.e. the MAG. In parallel a
Link_Up event is also generated at the PoA
(AP1), which is the corresponding end point
of the layer-2 connection. This event is
propagated through an MIH_Link_Up
indication to the MAG, triggering the
registration to the LMA.

(6) This message triggers the MAG at the
ONU to send a Proxy Binding Update
to the LMA at the OLT, requesting for an
IPv6 prefix for this new MN.

(7) The LMA looks up its Binding Cache and
creates a new entry for this new MN. The
LMA delegates an IPv6 prefix to the MN,
conveyed back to the MAG in a Proxy
Binding Acknowledgement message.

(8) The MAG then sends a Router Adver-
tisement to inform the MN about the
assigned prefix, allowing the MN to config-
ure a valid IPv6 address using standard
Stateless Address Autoconfiguration
(SLAAC) techniques.
After this process is completed, the MN has

network connectivity, and its traffic should be
encapsulated on an IPv6-in-IPv6 tunnel from/to
the MAG to/from the LMA. Such a tunnel
between the MAG and the LMA yields us to the
first optimization proposed in the integrated
PMIPv6-WOBAN architecture.

Optimization no. 1: No need for IPv6 tunnel-
ing. In this case, there is no need for an IP-in-IP

Figure 3. Proxy mobile IPv6 (PMIPv6) scenario.

MN 2

MN 1

Mobile access
gateway
(MAG1)

Mobile access
gateway
(MAG2)

Local
mobility

anchor (LMA)

Localized mobility domain
(LMD)

ID

MN1
MN2

Binding cache

Prefix

Pref1::/64
Pref2::/64

AR

MAG 1
MAG 2

1 Following IEEE 802.21,
the Link_Up event is
generated by the wireless
driver when a layer 2 con-
nection is established on
that particular link inter-
face.

URUENA_LAYOUT_Layout  9/27/13  12:30 PM  Page 175



IEEE Communications Magazine • October 2013176

Figure 4. End-user mobility inside PMIPv6-WOBAN. Signaling on the left boxes, and simplified data frames on the right hand side.
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tunnel between the MAG and the LMA since
the connection is one-hop distant. Essentially, all
traffic sent by the OLT is received by all ONUs,
which just filter out EPON frames destined to
other nodes based on the LLID and destination
MAC address. In the uplink direction, the same
reasoning applies since the traffic sent by a given
ONU arrives only at the OLT (never at the other
ONUs). This benefit leverages the point-to-mul-
tipoint topology of the EPON and applies to the
communication between the LMA-MAGs, thus
reducing the overhead of the communication. 

HANDOVER OPERATION IN THE
INTEGRATED ARCHITECTURE

Now, consider the previous MN moves to a new
AP, which triggers a handover in the mobile net-
work. Such an action may occur due to mobility
reasons (the MN is moving away of the radio
coverage of the AP) or due to network reasons
(the current ONU/AP is overloaded and the net-
work decides to move some users to a neighbor-
ing ONU/AP). Then, the IEEE 802.21 MIH
framework is used to enhance the handoff per-
formance by making it proactive (the so-called
make-before-break approach). The following pro-
cedure assumes that the handover decision and
target selection is performed by the OLT-LMA,
since it has full knowledge about the status and
available resources of the WOBAN. Thus:

(9,10) At some point in time, the link layer at
the MN detects poor signal level (or any other
suitable metric), triggering a Link_Going_Down
event at the MN, which indicates an imminent
loss of radio coverage. This message is propagat-
ed to the network entity in charge of the mobili-
ty management of the MN (e.g., the PoS), in this
case the OLT-LMA. Note that this message fol-
lows the path MN Æ AP Æ ONU Æ OLT, encap-
sulated as a layer-3 packet (as defined in RFC
5164). 

(11,12) Then, the OLT-LMA suggests a list
of suitable PoAs to the MN with the

MIH_Net_HO_Candidate_Query request
message. This is an optimized list since the
OLT-LMA contains both the network load sta-
tus of the PON (collected via MPCP) and the
mobility management information about the
number of users attached to each AP (thanks to
the MAGs). Thus, the OLT-LMA suggests which
APs/channels are worth scanning, hence reduc-
ing the handover operation delay. The MN indi-
cates its preferences to the OLT-LMA using an
MIH_Net_HO_Candidate_Query response
message.

(13) Optimization no. 2: Optimal Target Net-
work Selection. The OLT-LMA has all the infor-
mation regarding the traffic load of each ONU
and the geographical location of every AP.
Hence, the OLT-LMA can make a decision
about the best ONU/AP to hand over to. 

(14–16) Once the most suitable AP is chosen,
the OLT-LMA queries the new MAG for its
suitability in hosting the moving MN, via the
MIH_N2N_HO_Query_Resources request
primitive. Through this message, the OLT-LMA
is also able to inform the target ONU (ONU2) of
the IP address of the ONU currently serving the
MN (ONU1). This information is later used to
optimize the handover (see step 18). Under the
assumption that the target MAG accepts the
MN, the new MAG would then reply to the
LMA with an MIH_N2N_HO_Query_Resources
response message.
The next set of steps corresponds to the han-
dover preparation procedure: 

(17) Next, the LMA informs the target MAG
(ONU2) about the imminent handover. The MN
will be notified about the target MAG in step
21, once the handover preparation is ready.

(18–21) Optimization no. 3: Data bicasting
during handover. At this moment, the LMA and
the target MAG (ONU2) know that the MN
handoff is imminent. In order to avoid packet
loss during the handover process, the OLT sends
all the MN traffic to both old and new ONUs
(bicasting). To enable this optimization, each

Figure 5. Simulation results: a) CDF of the number of lost packets without optimization and b) CDF of the optimized handover delay.
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PMIPv6-WOBAN ONU has an associated multi-
cast MAC address (which may be pre-configured
or directly derived from its IP address), and thus
receive all the broadcast EPON frames destined
to that address, or to any other multicast MAC
address they are listening to. Then, it is just nec-
essary that ONU2 joins the layer-2 multicast
group of ONU1 (step 18), and the OLT starts
sending the MN traffic to the broadcast LLID
and the ONU1 multicast MAC address (step 20).
This way, the MN traffic is received by ONU1
and ONU2 only, since the other ONUs filter
these EPON frames out because of the destina-
tion multicast MAC address (Fig. 4, second box
of the simplified data frames). Therefore such
multicast-based bicasting does not consume any
additional bandwidth capacity of the EPON. The
bicasting preparation starts when the target
MAG (ONU2) receives the MIH_N2N_HO_Com-
mit request from the LMA, and before it
replies back with an MIH_N2N_HO_Commit
response (remark that the IP address of ONU1
was sent to ONU2 in message 14). Finally, once
the data bicasting process has started, the LMA
informs the MN that it is now able to perform
the actual layer-2 handover to the target AP
(message 21). 

(22–32) The following procedure is very simi-
lar to the one explained for messages 1 to 8.
Once the layer-2 connection to the new AP is
established, the MN and AP2 generates a
Link_Up event, which is used by MAG2 to trig-
ger the sending of a Proxy Binding Update
message (step 28). Since the PMIPv6 handover
is now complete, the OLT can stop the bicasting
and send the MN’s traffic directly to the new
serving MAG (ONU2), which also stops listening
to the multicast MAC address of ONU1 (Fig. 4,
bottom right box). Note that the MN keeps
using the same IPv6 address, despite the change
of MAG/AP since it is provided with the same
prefix used in the previous attachment by means
of a Router Advertisement (step 32). Thus,
in both up/downstream directions, PMIPv6 hides
all mobility management details to the MN. 

(33,34) Finally, once the handover is com-
plete, the MN notifies the PoS (OLT) through
the MIH_MN_HO_Complete messages.

It is worth noting that when an MN moves
between two APs of the same ONU-MAG, the
handover procedure is much simpler. Essentially,
the handover may be performed at layer 2 with-
out the need for any PMIPv6 signaling. Also,
data bicasting is not necessary since this type of
handover involves a single ONU-MAG.

DISCUSSION OF PERFORMANCE
OPTIMIZATIONS

The three mobility optimizations proposed in
the previous section have a clear impact on the
performance operation of the PMIPv6-WOBAN,
as noted from the following sections. 

BANDWIDTH WASTE REDUCTION
Thanks to the first optimization, no IPv6-in-IPv6
tunnel is required between the LMA and the
MAGs, which saves 40 bytes per packet (due to
the extra IPv6 tunnel header). This accounts for

a 5.6 percent of bandwidth waste in realistic
wireless access scenarios [11] (with an average
packet size of 710 bytes), and could even rise to
46.5 percent for voice over IP calls where traffic
is encoded with the Internet low bit rate codec
(iLBC) used by Skype. This accounts for an
important amount of bandwidth savings. 

FAST HANDOVER PROCEDURE
Real tests conducted with an in-house PMIPv6
implementation show an average handoff inter-
ruption time of 950 ms (without layer-2 triggers).
Most of this delay can be reduced thanks to the
use of MIH link-layer triggers (to send Proxy
Binding Update messages), together with the
fact that the OLT-LMA tells the MNs which chan-
nels to scan for the handover process (second
optimization). In-house measurement studies con-
ducted by the authors with a modified version of
the ath9k driver2 that scans only one channel and
includes other layer-2 attachment refinements
have shown average handover delays of
68.58±0.76 ms, which is much smaller than the
original one-second handover delay of a PMIPv6
architecture without MIH and optimal channel
selection. This optimized delay value is given in
Table 1 and shall be used in the validation section.

REDUCED PACKET LOSS
The bicasting (third) optimization proposed in
the integrated architecture, where the OLT-
LMA multicasts the traffic of a moving MN to
both the old and the new ONU-MAGs, allows
minimizing packet loss during the handover pro-
cess. This optimization does not consume any
extra bandwidth, since the MN’s data traffic is
not duplicated but just transmitted once through
the PON. This sharply contrasts with other stan-
dardized handover-optimization mechanisms
that have a suboptimal routing in WOBAN sce-
narios. For instance, Fast Handovers for Proxy
Mobile IPv6 (FPMIPv6) [12] is based on redi-
recting the MN traffic during a handover by
means of a direct IPv6-in-IPv6 tunnel between
the old and new MAGs. However this solution
does not fit well in a WOBAN scenario because
all packets sent between two MAGs (i.e. ONUs)
need to go through the OLT. Therefore, during
an FPMIPv6 handover, the MN downstream
traffic would have to be sent first from the LMA
to the old MAG (OLT Æ ONU1), which in turn
would encapsulate it in an IPv6-in-IPv6 tunnel
and send it to the new MAG (ONU1 Æ OLT Æ
ONU2). This is clearly suboptimal for a PON
scenario. 

HANDOVER ESTIMATED DELAY
Table 1 shows an estimate3 of the different
delays involved in the handover decision, prepa-
ration and finalization. Following this table4 , the
total worst-case delays in each block of Fig. 4
can be estimated as:
• Initial attachment: TL2ho + TAP´ONU +

TONUÆOLT + TLMA + TOLTÆONU +
TAP´ONU + TWLAN –~ 75.6 ms. 

• Handover decision: (TWLAN + TAP´ONU +
TONUÆOLT) + (TOLTÆONU +TAP´ONU +
TWLAN) + (TWLAN + TAP´ONU +
TONUÆOLT) + TOLTÆONU + TONUÆOLT –~
19.14 ms. 

The bicasting (third)

optimization 

proposed in the 

integrated 

architecture, where

the OLT-LMA 

multicasts the traffic

of a moving MN to

both the old and the

new ONU-MAGs,

allows minimizing

packet loss during

the handover 

process.

2 See http://linuxwireless.
org/en/users/Drivers/ath9k

3 The PMIPv6 implemen-
tation used in our experi-
ments can be found in
http://www.openairinter-
face.org/openairinterface-
proxy-mobile-ipv6-oai-pm
ipv6.

4 In Table 1, N refers to
the number of ONUs (typ-
ically 32 or 64), Tg = 1.5
ms refers to the guard
time, and r is the total
traffic load in the PON.
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• Handover preparation: TOLTÆONU +
TONUÆOLT + (TOLTÆONU +  TAP´ONU +
TWLAN) –~ 6.54 ms. 

• Handover finalization: TL2ho + TAP´ONU +
TONUÆOLT + TOLTÆONU + (TAP´ONU +
TWLAN) + (TWLAN + TAP´ONU +
TONUÆOLT) + (TOLTÆONU + TAP´ONU +
TWLAN) –~ 82.78 ms 
Without the bicasting optimization, data loss

may occur from the beginning of step 22 (layer-2
connection) to the end of step 30 (Proxy Binding
Acknowledgment), since only at this time the
target ONU-MAG may forward data to the
incoming MN. Essentially, the bicasting flow
allows the target ONU-MAG to buffer the MN’s
data until step 30. 

VALIDATION OF THE PROPOSED ARCHITECTURE
BASED ON SIMULATION

This section further evaluates the performance
improvements achievable by the optimizations
proposed before. To do so, the authors have
extended the event-based special-purpose simu-
lator developed in [15] with EPON and PMIPv6
modules. The simulator estimates the service
disruption time caused during the handover pro-
cess of an MN that moves between two APs con-
nected to different ONUs. In our scenario, we
consider a PON with N = 32 ONUs employing
IPACT, where the distance between a given
ONU and the OLT is 5 km (i.e. 25 ms one-way
propagation delay). Each of the ONUs is con-
nected to an IEEE 802.11g AP via Fast Ethernet
(we consider a negligible propagation delay
between AP and ONU and a serialization delay
of 82 ms/KByte). To simulate the EPON and
specifically the IPACT algorithm, the simulator
uses a hybrid packet analysis based approach.
On one hand, each packet exchanged between
the OLT and the studied MNs in downlink is
simulated on a per-packet basis. On the other
hand, uplink traffic follows an analytical model,
used to compute the average queuing delay of
the packets sent by the MNs. For the validation
of our proposal, we consider that the EPON
operates at medium load levels (30–40 percent

[16]). Following this, we assume a total offered
load in the upstream channel of 30 percent (i.e.
r = 0.3), thus producing an average cycle time
of 

for a guard time of Tg = 5 ms. In IPACT, the
cycle time denotes the time elapsed between the
beginning of two consecutive transmission win-
dows for the same ONU in the upstream chan-
nel. Hence, we have approximated the average
queuing delay of a packet arrival at a given
ONU as 3/2E(Tcycle), as noted in [14].

Regarding the PMIPv6 implementation, we
extended the OLT with basic PMIPv6 function-
ality by developing a version of the Binding
Cache to store the mapping between the Proxy
Care-of Address and the corresponding IP
address of the ONU (MAG), extra functionality
required to parse the Proxy Binding Update
messages and create the Proxy Binding Acknowl-
edgement was also added. A secondary module,
performs a mapping between the ONU’s IP and
MAC addresses, hence removing the need for an
IP tunnel as required by the standard PMIPv6
specification. This module also implements the
bicasting functionality by replacing the destina-
tion unicast MAC address with the multicast one
when necessary (after appropriate signaling is
received).

In the simulation, the OLT sends data to an
MN, which at a random time, initiates a han-
dover between two ONUs. The IEEE 802.21 sig-
naling is implemented as successive message
exchanges, but we only consider the actual size
of the MIHF messages, not their real content.
The impact of this signaling on the simulation is,
as expected, an extra delay between the starting
of the handover process and the subsequent
layer-2 detachment.

To validate the proposal, we have considered
three different traffic sources:
• The case when the OLT transmits Poisson

traffic to the MN at an average bitrate of 1

ρ
=

−
=E T

NT
ms( )

(1 )
0.23cycle

g

Table 1. Values used on the theoretical and simulation analysis.

Delay Analytical model Comment Values

TWLAN: MN ´ AP Gaussian (mean ± std) WLAN delay, value from in-house experimentation [13] 1.18 ± 0.474 ms

TAP´ONU: AP ´ ONU 82ms/Kbyte Serialization delay in a 100 Mb/s Ethernet connection 0.12 ms

TONUÆOLT : ONU Æ OLT
ρ−

NT
1.5

1
g Worst case upstream PON TDMA [14] 5 ms

TOLTÆONU: OLT Æ ONU 5ms/km + 8.2ms/Kbyte Worst case downstream PON (propagation and serial-
ization delay) 0.112 ms

TL2ho : layer-2 Connection
(Wireless Link)

Gaussian (mean ± std) Value from in-house experimentation [13] 68.52 ± 0.76 ms

TLMA: Processing time at LMA Gaussian (mean ± std) Value from in-house experimentation [13] 0.6 ± 0.2 ms
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and 10 Mbps (packet size of 1500 bytes)
which considers the case of aggregated traf-
fic with low and high data rate profile
respectively; and 

• The case when the MN receives a Skype-
like VoIP communication (iLBC codec, 50
packet/sec, 116 bytes/packet).
We further assume a total offered load in the

downstream direction of 30 percent (same as
upstream, used to compute the average queuing
time). We simulated each step during the han-
dover process with the parameters explained in
Table 1, whose values are supported by real
testbed scenarios (see related references in the
table), and we measured the number of lost
packets without any of the proposed optimiza-
tions (data bicasting, no need for IPv6 tunneling
and optimal target selection) in order to quantify
the performance gains in terms of packet loss
and connectivity disruption time. The only opti-
mization that impacts the packet loss is the data
bicasting, which prevents it completely because
the data addressed to the MN is being bicasted
and buffered before its actual movement. In the
simulation we consider that the handover pro-
cess delay is reduced to the value of TL2ho shown
in Table 1.

Figure 5 shows the empirical cumulative dis-
tribution function (CDF) of the number of lost
packets in a WOBAN as the one proposed, with-
out the data bicasting optimization. As shown,
this optimization brings important packet loss
savings for the three traffic profiles. For exam-
ple, in the VoIP traffic profile, the number of
lost packets shows a median of four packets
(Fig. 5a), which implies about 80 ms of conversa-
tion disruption. Similar benefits are shown for
the other two traffic profiles, since the data
bicasting optimization implies no packet loss
during the handover. Finally, Fig. 5b presents
the handover duration CDF. As previously
explained, the handover time for all cases is sim-
ilar, since we assume an optimized layer-2 delay
in all scenarios. As shown in Fig. 5b, the average
handover duration corresponds to 87.29 ms,
which is in line with the values computed theo-
retically.

SUMMARY AND DISCUSSION
Hybrid Wireless-Optical Broadband Access Net-
works (WOBANs) are a promising technology
to provide high-speed wireless access to end-
users. This article takes one step further in the
integration of wireless-optical technologies by
proposing an integrated PMIPv6-WOBAN
architecture that simplifies the mobility manage-
ment of MNs. This architecture maps the
PMIPv6 framework and IEEE 802.21 MIH Ser-
vices into the hierarchical structure of the
WOBAN’s Passive Optical Network (PON) by
collocating the Local Mobility Anchor (LMA)
with the Optical Line Terminal (OLT), and the
Mobile Access Gateways (MAGs) with the Opti-
cal Network Units (ONUs), which controls a set
of heterogeneous wireless Access Points (e.g.,
WiFi and cellular). Such a tight integration
enables the optimized use of resources, since
the centralized OLT-LMA node is able to com-
bine traffic statistics and user mobility informa-

tion collected from the ONU-MAGs, and thus
may initiate handovers of MNs due to ONU or
AP overload. Moreover, the proposed architec-
ture includes a number of optimizations that
leverage the particular characteristics of a
WOBAN. For instance, the single-hop, point-to-
multipoint topology of an Ethernet PON
(EPON) avoids the overhead of maintaining
tunnels between the LMA and its MAGs; and
enables the use of multicast EPON bicasting
during handoffs to prevent from packet loss,
therefore providing a seamless handover experi-
ence. We argue that the complexity of the pro-
posed architecture is moderate since OLT/ONU
devices are already full-fledged IP routers,
hence adding LMA/MAG functionality would
require a minor software update. Regarding the
optimizations considered, only the Optimized
Target Selection may incur in high complexity in
case it is integrated with the OLT scheduler,
since then a smart scheduler, providing higher
bandwidth to the ONUs with a higher number
of attached users may be implemented, requir-
ing access to the Dynamic Bandwidth Allocation
(DBA) table at the OLT. 

Finally, this PMIPv6-WOBAN architecture
supports other access technologies different
from WiFi on the Localized Mobility Domain
(LMD), and therefore a multi-interfaced MN
would be able to roam between different tech-
nologies or make use of them simultaneously
(e.g., to perform traffic offloading, flow mobility
or multi-link aggregation).
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INTRODUCTION

Mobile broadband access is experiencing an
impressive market growth, the number of mobile
broadband subscribers being expected to be
about five billion by 2016. This growth is associ-
ated to an increased energy consumption of
mobile networks, therefore, increasing the car-
bon footprint. Even considering that Long Term
Evolution (LTE) may replace legacy technolo-
gies this will only occur several years after its full
commercial deployment, hence, huge efforts
needs to be made in order to allow a proper
LTE network design to improve energy efficien-
cy as much as possible.

Until now, the design of mobile networks had
been focused on reducing the energy consump-
tion of the User Equipment (UE), since battery

power imposes stringent requirements on energy
consumption [1, 2]. However, UE energy con-
sumption is only a small fraction of the global
energy consumption of these networks, the larg-
er one being associated to Base Stations (BS).
As a consequence, recently, a lot of attention
started being devoted to the energy efficiency of
radio networks, their components, management,
and design, among other aspects.

The work presented here was developed in the
context of the EARTH project, within the 7th
European Research Framework Programme.
EARTH’s goal is to reduce energy consumption of
LTE networks by 50 percent compared to current
ones, enabling operators to provide more extensive
coverage, namely to less densely populated areas,
while ensuring high levels of energy efficiency,
hence, reducing the carbon footprint [3, 4]. In
order to achieve this objective, different levels are
considered, this article focusing on the improve-
ment of radio transmission techniques, namely
Beamforming, Multiple-Input-Multiple-Output
(MIMO) antenna techniques and precoding.

Different aspects of beamforming techniques
are addressed from an energy saving perspective.
In a first approach, potential gains from recon-
figurable antennas are evaluated in a scenario
where antenna parameters are adapted accord-
ing to spatial changes in traffic situation; the
adaptation is done to capture fairly slow changes,
in a time scale in the order of hours or longer,
and is typically applied to all antenna ports in a
cell. This technique is sometimes denoted as
cell-specific beamforming. In a second approach,
two aspects related to beamforming with active
antennas are addressed: one is implementation,
and the other is the gain from applying user spe-
cific beamforming. The latter means that each
user, or group of users, is served by a beam
uniquely designed on a very short time scale
(seconds or less).

ABSTRACT

The goal of the European ICT Project
EARTH is to enhance energy efficiency of cur-
rent LTE cellular networks by 50 percent,
enabling operators to provide more extensive
coverage, namely to less densely populated
areas, while ensuring high levels of efficiency,
hence, reducing the carbon footprint. In order to
achieve this objective, different strategies, at dif-
ferent levels, are being addressed. Energy effi-
cient transmission techniques for LTE, proposed
within the framework of EARTH, are addressed
and discussed, with an emphasis on beamform-
ing and MIMO. It is concluded that the strategic
objective of EARTH is achievable. Combined
MIMO mode selection, resource allocation,
scheduling and precoding strategies will allow an
energy consumption reduction of more than 50
percent in macro-cells. A reduction in MIMO
power consumption of 91.7 percent (factor of
12) can be achieved in pico-cells.
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The potential of MIMO as a strategy to
improve energy efficiency is also addressed from
different perspectives. A selection between Sin-
gle-Input-Single-Output (SISO) and MIMO may
have to be performed, namely on energy effi-
ciency terms, this selection being assessed
according to two ways to down-scale the system
power when the available rate obtainable from
full load operation is higher than the required
throughput, namely duty-cycling in frequency
and in time. Resource allocation, scheduling and
precoding design are also addressed as energy
efficiency enablers.

To properly evaluate the energy efficiency of
the proposed techniques an appropriate power
model, developed in the scope of EARTH was
used [5]. This model allows modelling all the
details of a BS including uplink and downlink
chains. In this work emphasis is given to the
downlink which dominates power consumption
especially in macro-cells. It must be stressed
that reducing the average power consumption
for a given average spectral efficiency is equiva-
lent to improving the energy efficiency of the
system.

This article is structured as follows. The ref-
erence scenarios and the BS being considered
for energy efficiency evaluation are addressed in
the next section. In the next one, Beamforming
techniques, namely, reconfigurable and active
antennas are detailed. In the following one, dif-
ferent MIMO techniques are addressed, the
main focus being given to MIMO modelling and
power-performance optimization in pico-cells,
resource allocation and scheduling in macro-cells
and precoding. Conclusions are drawn at the
end.

REFERENCE SCENARIOS AND
BASE STATION POWER MODEL

The reference scenarios being considered in this
article, urban macro and pico-cell environments
are defined in [6], where a set of reference
deployments is specified allowing the modelling
of urban macro, and pico-cells, among others. In
the macro-cell scenario three sectorized BS
arranged in a hexagonal grid with an inter-site
distance of 500m is considered. In the pico-cell
scenario a random deployment and no sectoriza-
tion is assumed. A lower user mobility and aver-
age number of users per cell as well as an
increased traffic per user is considered in pico-
cells when compared to macro-cells. A detailed
description of the baseline scenarios being con-
sidered, including radio specifications, antenna
characterization, channel models, and traffic and
mobility models can be found in [6].

In order to properly evaluate energy savings
in these scenarios a complete BS power model
developed within the EARTH project was used
[5, 7]. To properly estimating the BS power con-
sumption, the model being used is based on a
high-level block diagram with the main radio
hardware components for each BS type. This
comprises an antenna interface, a Power Ampli-
fier (PA), a Radio Frequency (RF) small-signal
transceiver section, a baseband (BB) interface
section, a DC-DC power supply, an active cool-

ing system, and an AC-DC unit (Main Supply)
for connection to the electrical power grid. The
power consumption is estimated individually for
each sub-component at maximum load, which is
the RF power needed to be complaint with the
release 8 LTE standard. Moreover, the power
model also allows evaluating the power con-
sumption as a function of signal load and other
system parameters. A complete description of
the power model can be found in [5]. For illus-
tration, Fig. 1 shows a typical power consump-
tion breakdown for macro and pico-cells at
maximum load.

From Fig. 1 it is interesting to note that in
macro BSs it is mainly the PA that dominates the
total power consumption while in smaller BS like
pico-cells it is the baseband part that dominates
the overall power consumption. In a conventional
BS, the power consumption depends on the traf-
fic load; it is mainly the PA power consumption
that scales down due to reduced traffic load. This
happens when, e.g., the number of occupied sub-
carriers is reduced in lower load operation,
and/or there are subframes not carrying data.

Figure 1. BS power consumption breakdown.
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BEAMFORMING TECHNIQUES

In this section, beamforming techniques and
reconfigurable antennas are addressed from an
energy saving perspective. In the former case,
antenna parameters are adapted according to
spatial changes in traffic situation. In the latter,
the implementation and use of active antennas is
addressed, and the gain from using user specific
beamforming is evaluated.

RECONFIGURABLE ANTENNAS
From a functional perspective, the antenna sys-
tem in cellular mobile communications allocates
communication resources, in the spatial domain,
to locations where they can be utilized. Further-
more, by means of spatial filtering, a set of
resources are made available within a limited
area, allowing for reuse of the same resources in
a neighboring area. As of today, most antenna
systems deployed have properties that are fixed
over very long time, months or longer, whereas
changes in traffic load and spatial traffic location
occur on a much shorter time scale. The idea
behind reconfigurable antenna systems is to
adaptively change antenna properties according
to changes in average traffic location and load,
such that communication resources dynamically
can be made available where needed. As a result,
resources are managed efficiently enabling better
energy efficiency. It is well known that antenna
tilt is an efficient means, and also the dominating
antenna property that is considered for tuning
after deployment, for adapting the system to
average traffic load. Antenna tilt can also be
used for (off)-loading traffic but then typically
between sites. Tuning more antenna parameters
improves the ability to handle spatial traffic load
variations also within a site, such as hotspots, by
(off)-loading also between cells within a site. The
antenna parameters considered here, namely,
nominal beam pointing direction, azimuth beam
pointing variation, antenna tilt, beamwidth in
azimuth and beam pointing direction for the
tuned beam are indicated in Fig. 2. 

A reconfigurable antenna system consists of
two main components: one is the implementa-
tion of the tuneable antenna system, and the
other is the control system, which is part of the
network management. The objective of the con-
trol system is to decide upon proper actions,
based on, e.g., observations of traffic and
resource utilization, when it comes to change

antenna properties in order to improve system
performance. The timescale at which changes
will be done depend on how fast the traffic situ-
ation changes, how fast and accurate these
changes can be observed, and also on how fast it
is desired to affect the antenna system, e.g., from
a coverage perspective. Time scales can range
from hours (duration of sport or other events,
transportation to/from work, etc.) to days, weeks
or even longer. 

The antenna system can be implemented in
different ways, either as a passive one as most
antennas currently deployed, or with active com-
ponents. In more advanced antenna systems, one
can imagine also beam shapes in both elevation
and azimuth, being tuned in addition to the pre-
viously mentioned beampointing direction and
beamwidth in azimuth. 

As already mentioned, a reconfigurable anten-
na system is a means for network management to
improve system performance when traffic situa-
tion changes. Of special interest are changes in
the spatial domain, where the system load is
high. Energy consumption is the Key Perfor-
mance Indicator (KPI) being considered, but
other aspects, such as load balancing, can be also
of interest. The effect of using reconfigurable
antennas is shown in Fig. 3, where spatial SINR
(Signal-to-Interference-plus-Noise-Ratio) distri-
butions are presented for two different scenarios.

In Fig. 3a, the parameters for all antennas
are identical, and based on the assumption that
the distribution of spatial traffic is uniform. If
the traffic is clustered into hotspots, as indicated
by the black circles, these antenna parameters
will no longer be the best suited, as several clus-
ters are located in areas with poor SINR, which
will result in low throughput and poor power
efficiency. If instead antenna parameters are
adjusted to the non-uniform traffic distribution,
load performance can be improved as shown in
Fig. 3b; SINR has now become high at the loca-
tion of the hotspots, by means of adjusting anten-
na parameters for the central three cells (9
sectors) in the system, whereas antennas in other
cells remain unchanged. It is clear from Fig. 3
that both azimuth beampointing directions and
beamwidths have been changed to better meet
the non-homogeneous spatial traffic distribution. 

The estimation of the potential in energy sav-
ing is based on 20 random locations of 6 hotspots
with a hotspot probability of 60 percent, i.e., 60
percent of the traffic load served by the three cen-
tral cells appears within the hotspots. By applying
the power model as derived within the EARTH
project [5], it is observed that at high load an
energy consumption reduction in the order of 10
percent is observed, when reconfigurable antennas
are used and adapted to the location for each set
of hotspots. The estimation is based on both sys-
tems delivering the same global throughput.

BEAMFORMING IN ACTIVE ANTENNAS
Since the very beginning of the mobile commu-
nication era, the radio equipment of a BS has
been connected to the antennas by means of
coaxial cables typically a few metres long. The
signal attenuation due to coaxial cables depends
on their length, and it might be as high as a few
decibels, so their impact on the energy efficiency

Figure 2. Beam parameters.
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of a mobile communication system is not negligi-
ble. A significant step forward has been repre-
sented by Remote Radio Heads (RRHs), since
they are placed on top of masts close to anten-
nas, being connected to the BS at the base of the
mast through optical fibers. From an energy effi-
ciency perspective, this has meant a significant
reduction in the losses along the
Transmitter/Receiver (TX/RX) chain and, as a
consequence, an energy efficiency improvement. 

The next step in the evolution of radio access
networks will most likely include active antennas,
where signal conversion steps, filtering, active RF
parts, and the radiating elements become inte-
grated into a new device fed by optical fibers.

What is most remarkable from the efficiency
point of view is that active antennas could enable
significant power savings in the BS and also in
the UE. In fact, RF transceivers are integrated
into the antenna so that feeder losses are
removed, downlink (DL) power needs are
reduced, and a better sensitivity of the BS recep-
tion chain is achieved. Beamforming algorithms
allow concentrating the DL radiated power on a
per-user basis, and to select the received signal
from each user, so that interference is reduced
and the overall power consumption requirements
drop, therefore, improving energy efficiency.

A particular active antenna array is presented
here, describing the architecture and the overall
layout, and having in mind the benefits that such
an antenna array could ensure with respect to
the energy efficiency of the system as a whole.
As a general definition, an active antenna system
includes a certain number of active antenna ele-
ments arranged in an array, allowing the radia-
tion pattern shaping to be remotely controlled.
The array could be developed either in the verti-
cal direction only, in a planar arrangement, or in
other geometries, depending on the beam shap-
ing needs. Each active antenna elements contain
a number of traditional antenna elements
(dipoles, patches or other geometries) and a
complete radio transceiver digitally connected to
a Beamforming Unit (BFU) able to perform dig-
ital beamforming processing. The active antenna

is digitally connected to a Central Unit (CU)
(where the baseband processing is performed)
via optical fiber, using E/O (electrical/optical)
and O/E (optical/electrical) transceivers, as in
the connection between a CU and an RRH using
standard interfaces (CPRI/OBSAI — Common
Public Radio Interface/Open Base Station Archi-
tecture Initiative), Fig. 4; in this figure, the
antenna is represented by cross-polarized
dipoles, connected to RF front-ends.

The active antenna system can enable the
independent beam shaping control of each trans-
mitted or received radio channel (or cell), allow-
ing cell splitting and advanced sectorization
antenna configurations. In order to do this, the
CU is linked, typically through an IP (Internet
Protocol) connection, to a management system
(dedicated to the radiation pattern beam shaping
selection and application). In different applica-
tions, the system enables advanced beamforming
techniques based on a “per-user” approach.

The right dimensioning of the components of
the active antenna is a matter of the highest rele-
vance, in particular with reference to energy effi-
ciency improvements. Depending on the usage of
the active antenna system, the number of active
elements could significantly vary, influencing, as
a consequence, the overall system design.

An estimation of the achievable performances
of beamforming applied on active antennas in an
adaptive manner has been done through a simu-
lation campaign on a DL LTE network. An
urban macro-cellular scenario cellular layout
consisting of 19 three-sector cells with antennas
vertically polarized (inter-element spacing of
half a wavelength), and users moving at 30 km/h
has been considered; the traffic model consid-
ered has been the EARTH full load one [7],
with 10 users per cell. With these settings, the
improvements in terms of normalized user
throughput has been calculated, and a clear
increase is noticeable when using higher order
beamforming methods with respect to the SIMO
(Single Input Multiple Output) case, used as a
reference for the case of no beamforming. The
beamforming adaptation procedure was imple-

Figure 3. SINR for different antenna systems, macro-cell, 500m inter-site distance: a) optimized for spatially uniform traffic; b) reconfig-
urable for non-uniform traffic.
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mented at a time scale on the order of seconds
or less. 

In order to evaluate the possible improve-
ments ensured by the use of adaptive active
antennas, the EARTH power model has been
applied. The RF radiated power in each cell has
been kept unchanged, and the corresponding
consumed power in the BS has been estimated.
The decrease in the power consumption has
been evaluated as a function of the achieved
throughput with improvement in the range of 30
percent being observed. Additional results
obtained with more realistic daily traffic model
can be found in [8]. The energy efficiency
improvement averaged on a daily (24 hours)
basis can be as high as 40 percent. 

MIMO TECHNIQUES
In this section, different MIMO strategies, name-
ly, MIMO mode selection, resource allocation
and scheduling and precoding design are
addressed from the energy efficiency point of
view, Fig. 5. 

MIMO mode selection consists of selecting
the best MIMO configuration, including the
number of antennas, modulation, coding rate
and duty-cycling scheme. Duty-cycling in time
groups the transmitted data over time, by maxi-
mizing the time-slots without effective transmis-
sion, therefore, allowing the deactivation of
components in time slots of no transmission.
Duty-cycling in frequency allows reducing the
spectral occupation and the resource elements
and thus reduce the power of the transmitted
signal, allowing exploiting the energy potential

of hardware features which adapt their opera-
tion for maximum energy efficiency to the level
of transmitted signals.

Resource allocation and scheduling tech-
niques allow adapting network operation to vari-
ations in the channel quality as well as to small
time scale variations in the traffic, in particular
to idle periods of only seconds or milliseconds.

Precoding design and scheduling of users
allows one to achieve high capacity and low inter-
user interference in the DL of multiuser MIMO
communication systems, since, it affects the trans-
mitted power at each antenna through the choice
of appropriate precoder coefficients, hence,
improving the spectral efficiency of the system. 

MIMO MODELLING AND POWER-
PERFORMANCE OPTIMIZATION IN PICO-CELLS

MIMO schemes are now used in most wireless
systems, including LTE and LTE-Advanced.
Selecting the best SISO or MIMO mode, as a
function of the channel and network conditions, is
crucial for maximum spectral and energy efficien-
cy. Evidently, the selection of the MIMO mode
together with link parameters, such as the modu-
lation and coding rate, can also affect the peak
throughput, by changing the system duty-cycling
based on the required data rate. Therefore,
MIMO mode selection can bring a strong poten-
tial for energy savings, by scaling down the MIMO
processing and the number of active antenna
chains. SIMO modes with diversity reception are
not considered. The reason is that the mobile ter-
minals also target a minimal energy consumption,
which means that when receiving a single stream,

Figure 5. MIMO strategies.
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switching off additional antenna chains is more
efficient than exploiting diversity reception.

In this section, the impact on the energy con-
sumption of selecting the best SISO or MIMO
mode that satisfies the required throughput in a
pico-cell is addressed. Even though the use of
MIMO is necessary for high throughput scenar-
ios, important energy gains can be achieved
through the use of a single antenna whenever
network load requirements are low. Simulations
based on channel, performance, and power mod-
els have been performed.

The focus of the channel and performance
modelling is the derivation of the link SNR-PER
(Signal to Noise Ratio — Packet Error Rate)
characteristics that leads to the selection of the
best mode and link parameters. Such modelling
builds on a standard-compliant chain, all including
realistic channel models and non-idealities of ana-
log components. By combining PER values with
the throughput derived from the selected link
parameters, one can determine the goodput (use-
ful data rate from correct packets) of the system,
which leads to better spectral efficiency. The chan-
nel model is based on the path loss and shadowing
model of EARTH for pico-cells [6]. The power
models reported in [5] and [7] were used as well in
order to provide consistent results. The flexibility
features of the model are exploited in order to
allow energy saving by duty-cycling the system.

Combining the previous performance and
power models, the corresponding average power
consumption is obtained as a function of SNR
and required throughput, after optimizing the
selection of MIMO mode, modulation and cod-
ing rate. This is illustrated in Table 1 for a fixed
throughput requirement corresponding to an
average spectral efficiency of 0.67 bps/Hz, i.e.,
the slowest available mode being SISO QPSK
with 1/3 coding rate. As an example, if for a
given SNR the system can support 4 × 4 MIMO
with 64-QAM and coding rate 3/4, which means
a spectral efficiency of 18 bps/Hz, the system
load only has to be 3.7 percent (0.67/18).

When the full system load is not required, the
BS can reduce its activity in two ways, in order to
save energy. The first approach is based on so-
called duty-cycling in frequency, P_Df. It means
that not all subcarriers are loaded. For example,
at 50 percent load requirement, the system stays
continuously active but only half of the subcarri-
ers are loaded. The second approach uses duty-
cycling in time, P_Dt. When doing so, the BS will
alternate periods of full-load activity with periods
of sleep. For example, targeting again 50 percent
load, the BS will spend half of the time transmit-
ting at full load and the other half in sleep mode
with no transmission at all. This alternance
should be applied on a short time scale in order
not to impact the system latency. In case of P_Df,
the peak power consumption is slightly reduced
but remains constant over time. In case of P_Dt
the peak power consumption is not reduced but
the average power is strongly reduced by alter-
nating active phases (peak power) and sleeping
phases (almost zero power).

From Table 1, we can observe that time-
domain duty-cycling is much better for energy
savings than frequency-domain duty-cycling. The
reason is that in frequency-domain duty-cycling,
even when the system works at partial load, most
components are continuously active and cannot
save power. This is the case for the full analog
front-end (PA excluded) and the time-domain
digital signal processing. Hence, only the fre-
quency-domain digital processing of symbols
benefits from this duty-cycling by only working
on loaded subcarriers, as well as the PA but with
reduction in efficiency. On the other hand, time-
domain duty-cycling allows all components to
sleep during the periods without transmission,
leading to an energy saving of the whole system
proportional to the load reduction.

Furthermore, one observes that MIMO, com-
pared to SISO, does not lead to energy savings.
The primary goal of MIMO is indeed to increase
the spectral efficiency, which is the main reason
why it is deployed in BS. The energy saving mode

Table 1. Average power consumption as function of SNR and duty-cycling mechanism for a throughput
corresponding to an average spectral efficiency of 0.67 bps/Hz.

SISO MIMO 2 × 2 MIMO 4 × 4

SNR
[dB] Mode P_Df

[W]
P_Dt
[W] Mode P_Df

[W]
P_Dt
[W] Mode P_Df

[W]
P_Dt
[W]

10 QPSK, 1/3 3.9 3.9 QPSK, 1/2 7.0 4.1 /

15 16-QAM, 1/3 2.8 2.1 QPSK, 2/3 6.1 3.1 /

20 16-QAM, 1/2 2.4 1.4 64-QAM, 1/3 6.0 2.1 /

25 16-QAM, 7/8 2.2 0.9 64-QAM, 1/2 5.6 1.4 /

30 64-QAM, 2/3 2.1 0.8 16-QAM, 5/6 5. 6 1.2 QPSK, 1/3 11.0 5.9

35 64-QAM, 3/4 2.0 0.7 16-QAM, 2/3 5. 5 1.0 16-QAM, 1/3 10.2 3.0

40 64-QAM, 3/4 2.0 0.7 64-QAM, 2/3 5.5 1.0 64-QAM, 1/3 10.1 2.0

45 64-QAM, 3/4 2.0 0.7 64-QAM, 3/4 5.5 0.9 64-QAM, 1/3 10.1 2.0

MIMO schemes are

now used in most

wireless systems,

including LTE and

LTE-Advanced.

Selecting the best

SISO or MIMO

mode, as a function

of the channel and

network conditions,

is crucial for 

maximum spectral

and energy 

efficiency.

CARDOSO_LAYOUT_Layout  9/27/13  12:23 PM  Page 187



IEEE Communications Magazine • October 2013188

actually comes from down-scaling to SISO when
the full system capacity is not required, letting one
or more chains completely in sleep. From simula-
tions, one found a variation up to a factor of 12
between the worst-case power consumption and
the optimally selected MIMO mode, assuming the
constraint of a fixed output power spectral density
as present in LTE, i.e., power consumption can be
reduced to as low as 8.3 percent, depending on
the running conditions. Relaxing this constraint
and focusing only on the output power could open
the door to additional savings. Furthermore, a bet-
ter precoding scheme and advanced MIMO receiv-
er architectures could potentially improve the
energy efficiency of MIMO schemes by improving
the system performance.

MIMO SCHEMES AND
RESOURCE ALLOCATION IN MACRO-CELLS

Typically MIMO is used to improve the spectral
efficiency of the communication links. However,
transmission modes with many antennas and
high spectral efficiency are not always optimal
from the power consumption viewpoint. The
most energy efficient transmission mode depends
on the required data rates, traffic type, BS power
characteristics, users’ location and the availabili-
ty of the channel knowledge. The number of
transmit antennas and the number of used physi-
cal resource blocks (PRB) play an important
role in the power consumption of a BS. For
example, if the number of users is low and the
BS needs to use a minor portion of the available
capacity, single antenna transmission with appro-
priate scheduling may provide the required qual-
ity and low power consumption, although it is
not very spectral efficient. In what follows, the
energy efficiency for different MIMO schemes
and resource allocation methods, in a macro-cell
scenario, is addressed. 

In order to evaluate the overall network
power consumption, system level simulations
were performed. Proportional fair scheduling
strategies are used with discontinuous transmis-
sion or continuous frequency domain scheduling.
The aim is to use PRBs as little as possible in
time or frequency domain. Discontinuous time
domain adaptation allows PA to go sleep mode
enabling significant power savings. LTE refer-
ence signals have been assumed to be transmit-
ted every time-slot. 

It is assumed that the BS and the UE are
equipped with 4 and 2 antennas, respectively; the
BS may use 1, 2 or all 4 antennas for transmis-
sion. The number of active antennas can be
changed at a time scale of subframe according to
instantaneous cell traffic load. An LTE network,
in Time Division Duplex, with 10 MHz bandwidth
is considered, consisting of 19 hexagonal three-
sector sites in an urban macro-cell scenario. The
baseline reference scheme is based on LTE
release 8, 2 × 2 MIMO, as described in [5]. Con-
tinuous frequency domain scheduling has been
applied in the reference scheme. The power
model described in [6] with EARTH component
improvements is assumed in all studied MIMO
schemes. A total RF output power of 40 W is
assumed in 2 × 2 and 4 × 2 MIMO schemes
whereas 20 W is assumed in the case of single

antenna transmission. The network load is defined
as the total network input data rate per unit area,
ranging from 30 to 120 Mb/s/km2; the traffic
model being considered is valid for video stream-
ing, with a continuous data rate of 1 Mb/s per
user. The number of users depends on the consid-
ered network traffic load.

Globally, it is observed that for the case of
low or medium network load, the single antenna
transmission is the most energy efficient mode.
Furthermore, LTE standard compliant Channel
Quality Indicator (CQI) is enough for scheduling
and link adaptation to serve users satisfactorily
at the medium network load. When compared to
the reference scheme, single antenna transmis-
sion allows about 48 percent and 63 percent
power savings with continuous frequency domain
scheduling and discontinuous transmission,
respectively, when traffic load is between 10 and
60 Mb/s/km2. 

Single antenna transmission provides the low-
est BS power consumption also for higher net-
work loads, but it is not able to serve cell edge
users with a 1 Mb/s throughput. For a 70 to
90 Mb/s/km2 network load, 2 × 2 MIMO pro-
vides the most acceptable coverage and energy
efficiency. The energy efficiency of the 2 × 2
baseline system can be improved by 25 percent by
applying discontinuous transmission scheduling.

In the case of higher network loads, e.g.,
120 Mb/s/km2, 4 transmit antennas are needed
to guarantee 1 Mb/s throughput to cell edge
users. When channel state information (CSI) is
available at the transmitter, Multi User-MIMO
(MU-MIMO) technologies provide further ener-
gy efficiency enhancement in highly loaded net-
works. 4 × 2 MU-MIMO with CSI and
discontinuous transmission scheduling obtains
about 4 percent or 17 percent power savings
compared to the 2 × 2 or 4 × 2 reference sys-
tems, respectively.

PRECODING DESIGN
In the DL of MU-MIMO communications sys-
tems, precoding design and scheduling of users
are one of the keys to achieve high capacity and
low inter-user interference [9]. For instance, in
3GPP Release 10 and beyond (LTE-Advanced), a
Zero-Forcing (ZF) precoder will be mainly used
if high performance is required in case of MU-
MIMO processing. Here, ZF precoding elimi-
nates inter-user interference effectively by using
channel state information measured at UEs and
fed back to the BS. Note that precoding design
also affects the transmit power at each antenna,
depending on the coefficients of the precoder.
The ZF precoder loads each antenna with a dif-
ferent transmission power, because the coeffi-
cients of the precoder have different amplitudes,
and then weight the input signals differently. Con-
sequently, each power amplifier needs to be
designed for a higher maximum transmit output
power (per antenna) rather than that of a pre-
coder fulfilling the constant modulus property.

Focusing on a novel MU-MIMO precoding
design for wireless communications systems aim-
ing at the reduction of power consumption, the
feature of the proposed approach is to allow a
precoder to fulfil the constant modulus property,
while trying to mitigate inter-user interference as
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much as possible. In order to do this, each ele-
ment of the proposed precoder consists of a
phase shifter as shown in Fig. 6.

An optimization method needs to select the
best phase set of qi,k which minimizes inter-user
interference; for simplicity, one assumes that
each UE has only one antenna. Inter-user inter-
ference is suppressed if the equation H × P = I
is satisfied, where H, P and I are the channel (D
× M), precoding (M × D), and identity (D × D)
matrices, respectively, M being the number of
transceivers at the BS, and D the number of
UEs. However, due to the fact that P only per-
forms phase corrections, it is impossible to satis-
fy the equation in most of the cases. Therefore,
at least, H × P needs to be as close as possible
to the identity matrix, by adjusting the phases of
elements in P to suppress inter-user interfer-
ence. One should note that a precoder is calcu-
lated using a quantized channel matrix instead of
the channel matrix H. The quantized channel
matrix is constructed at the transceiver, based on
the quantized channel information sent back
from UEs [10, 11]. Here, the quantized channel
information is based on a codebook as defined
in LTE [12], therefore, it includes a quantitation
error compared to the real channel.

Figure 7 summarizes the performance com-
parison between the channel quantitation based
ZF method and the proposed method, assuming
4 antennas at the transmitter and 1 at each
receiver, and the selection of 4 users at maximum
out of a set of 20 users. It is observed that the
performance of the proposed method is close to
the channel quantitation based ZF method [10].
The proposed method cannot remove the inter-
user interference completely, because the pre-
coder changes only the phases of input signals;
on the other hand, some amount of inter-user
interference remains also in the case of ZF pre-
coding, due to the error caused by the quantized
channel, which is why the difference between the
proposed method and conventional ZF is small.
Also, the simulation results show that the pro-
posed method has the capability to reduce the
power consumption of a power amplifier by
around 0.5 dB, i.e., about 10 percent .

Note that here we achieve energy savings by
reducing the power consumption of the power
amplifiers. Clearly, the gain is slightly reduced if
one includes the complexity increase required to
perform the exhaustive search to find the best
phase set, which is higher than the one of apply-
ing directly the codebook entry fed back by the
terminals. Nevertheless, the computational com-
plexity of the proposed method is in the same
order as the one of pure ZF precoding.

CONCLUSIONS
In this article, improved radio transmission tech-
niques, namely Beamforming, MIMO, and
advanced coding and scheduling schemes are
addressed, to show how energy consumption of
current mobile broadband LTE networks can be
reduced, in order to achieve the strategic goal of
a 50 percent power consumption reduction.

In macro-cells it is observed that up to 10
percent of energy consumption at high load can
be saved if reconfigurable antennas are used and

adapted to the location for each set of hotspots.
A factor of 30 to 40 percent reduction has been
estimated when active antennas are used. More-
over, a proper MIMO mode selection and appro-
priate precoding, scheduling and resource
allocation schemes will allow reducing even
more the consumed power. It should be stressed
that the amount of power reduction, obtained
from combining all, or some, of these techniques
still needs to be evaluated at system-level; never-
theless, preliminary results seem promising to
achieve the previously mentioned 50 percent
power consumption reduction objective.

In pico-cells, with an appropriate MIMO mode
selection, a variation up to a factor of 12 between
the worst-case MIMO power consumption and
the optimally selected MIMO mode can be
obtained, i.e., power can be reduced to as low as
8.3 percent, hence, being well above the strategic
goal of 50 percent power consumption reduction. 
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CALL FOR PAPERS

CONTEXT-AWARE NETWORKING AND COMMUNICATIONS

Context-aware communication and computing have attracted increasing attention since it allows automatic adaptation of
devices, systems, and applications to the changing user's context. The context is the information characterizing the situation of
an entity and providing information about the present status of people, places, things and devices in the environment. An enti-
ty is a person, device, place, or object relevant to the interaction between a user and an application, such as location, time, activ-
ities, and services. Context awareness allows for customization or creation of the application to match the preferences of the
individual user, based on current context such as enterprise environment or home network.

A first area of interest concerns the Person Context Awareness. The recent emergence of the so-called social networks, the
widespread presence of smartphones equipped by heterogeneous sensors, such as GPS receivers, accelerometers, compasses,
microphones and cameras, and the availability of geo-referenced information enable analysis of new context definitions that
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INTRODUCTION

Nowadays, wireless communication services and
broadband Internet access have converged to
deal with the present requirements for ubiqui-
tous and highly reliable communications. Inter-
national Mobile Telecommunications-Advanced
(IMT-Advanced) quantifies these requirements
promising an all-Internet Protocol (IP) packet
switched network with data rates analogous to
those provided by wired communication systems.
In this direction, a new architecture of cellular
networks introduces a major paradigm shift from
wide-range cells with high transmit power
(macrocells) to low-power small-sized cells [1].
The success of this shift relies on capitalizing on

the performance improvements derived by
increasing the spatial spectrum utilization and
enhancing the indoor coverage. Historically, spa-
tial spectrum reuse has been, by far, the most
efficient approach in improving cellular system
capacity, compared to approaches such as the
use of wider spectrum, cell split, or the adoption
of efficient modulation schemes. Also, the
enhancement of indoor coverage will be essen-
tial in the near future, since more than 60 per-
cent of the data traffic will originate from indoor
users [1]. To this end, the 3rd Generation Part-
nership Project (3GPP) standardized a novel
type of small-sized cells called femtocells or fem-
tos [1]. Femtocells are expected to be the most
energy-efficient and cost-effective solution for
improving spatial spectrum utilization and indoor
coverage. Since the licensed spectrum resources
are expensive and scarce, femtocells are expect-
ed to spatially reuse licensed spectrum under the
so-called co-channel deployment. Installed by
the consumers in an unplanned manner, they
also provide the option to serve only a limited
set of subscribed users through the so-called
closed subscriber group (CSG) mode, changing
in that way the landscape of cellular networks in
the following years. 

Before operators and consumers reap the
benefits provided by femtocells, several chal-
lenges must be addressed. The main issue here is
the mitigation of the generated interferences in
femto-overlaid networks, which calls for the
design of effective interference management
(IM) schemes tailored to the Long Term Evolu-
tion-Advanced (LTE-Advanced) system [2], one
of the prominent cellular networks standardized
to meet the IMT-Advanced requirements. As
described in [3], the unplanned co-channel
deployment and the CSG mode are the domi-
nant interference aggressors in a femto-overlaid
LTE-Advanced network. 

In a femto-overlaid LTE-Advanced network,
where femtocells operate under the co-channel
deployment and the CSG mode, multiple types
of interference can be found. A possible classifi-
cation divides them into data and control chan-
nel interferences. Most approaches in the
literature deal with the interference problem in
data channels (e.g., [4, 5]), assuming that the IM
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techniques used for data channel protection are,
in most cases, also applicable to control channel
protection (e.g., power control). However, tailor-
ing the design of IM techniques to the protec-
tion of the control channels is worthwile for the
following reasons: the importance of the control
channel context; the peculiarity in LTE-
Advanced of using, for the basic control signal-
ing, a predefined resource area that spans over
the whole bandwidth; and the need to avoid mis-
perceptions about radio link or access failures
because of degraded control channels. More-
over, as described in [6], macrocell users in a
femto-overlaid LTA-Advanced network are
expected to experience a control channel cover-
age hole for 20 percent of the time, on the aver-
age, putting the protection of control channels in
first priority.

Motivated by the reasons mentioned above,
this article focuses on control channel IM in
LTE-Advanced networks overlaid by CSG fem-
tocells. A categorization of fundamental and
emerging IM schemes and a performance com-
parison from the perspective of control channel
protection are provided. Four different cate-
gories of IM approaches are considered (fre-
quency-domain, time-domain, power control,
and resource allocation), and the advantages and
limitations of each approach are presented. The
evaluation focuses on the downlink (DL) control
channel interference caused by femtocells to
macrocell users located in the total macrocell
area or in a target femtocell area; also, the
impact of the femtocell deployment density on
such interference is assessed.

The rest of the article is organized as follows.
At first, we provide an overview of the femto-
overlaid LTE-Advanced network, focusing on
the physical layer and the different types of gen-
erated interferences. Sequentially, we present
the control channel IM categories, and we com-
pare their performances. Finally, we contain our
conclusions.

INTERFERENCE IN FEMTO-OVERLAID
LTE-ADVANCED NETWORKS

FEMTO-OVERLAID LTE-ADVANCED NETWORKS
The coexistence of macrocells and femtocells
can offer benefits at many levels to both opera-
tors and consumers. Typically, macrocells are
deployed based on network planning/dimension-
ing methods, whereas femtocells are deployed
randomly inside the macrocells, requiring a high
quality IP connection to the operator’s core net-
work (e.g., DSL line, or fiber). According to
LTE-Advanced terminology, the macrocell and
femtocell base stations are referred to as evolved
Node Bs (eNBs) and Home eNBs (HeNBs),
respectively, while the mobile terminals are
referred to as User Equipments (UEs). An inter-
connection through the X2 interface is available
among (H)eNBs, while each base station is con-
nected through the S1 interface to a mobility
management entity (MME) and a serving gate-
way (S-GW). In practice, HeNBs are considered
as low power eNBs that spatially reuse the spec-
trum bands assigned to eNBs. They have the
option to serve only a specific set of subscribed

UEs (CSG mode), while they can be unpre-
dictably switched on and off by the consumers,
burdening in that way the IM problem.

LTE-ADVANCED PHYSICAL LAYER
In the time domain, the transmissions in an
LTE-Advanced network are organized into radio
frames of 10 ms, while each radio frame is divid-
ed into 10 subframes. Each subframe consists of
2 slots, while each slot consists of 6 or 7 orthog-
onal frequency division multiplexing (OFDM)
symbols for the extended or the normal cyclic
prefix (CP), respectively. In the frequency
domain, scalable bandwidth up to 100 MHz
divided into subcarriers of 15 KHz spacing is
supported. Subcarriers are organized into
resource blocks of 180 KHz each, i.e., 12 subcar-
riers define a resource block. One resource
block for the period of one slot defines a physi-
cal resource block (PRB). A PRB is the mini-
mum allocation unit and, in case of normal CP,
consists of 12 × 7 = 84 resource elements (REs).
A RE is the minimum resource unit and is
defined by 1 subcarrier for the period of 1
OFDM symbol, as shown in Fig. 1. 

Focusing on a DL subframe, a PRB contains
predefined REs for data, control, broadcast, syn-
chronization, and antenna reference signals. The
control REs occupy up to 3 OFDM symbols at
the beginning of the subframe, and form the
control region of the subframe. The control
region includes the physical control format indi-
cator channel (PCFICH), the physical hybrid-
automatic repeat request H-ARQ indicator
channel (PHICH), and the physical downlink
control channel (PDCCH). The PCFICH is a
very important channel transmitted at the first
OFDM symbol in each subframe. It carries the
control format indicator (CFI), specifying the
number of OFDM symbols used for the control
channel region. The PHICH includes an indica-
tor to acknowledge (or not) a successful recep-
tion of an uplink (UL) transmission from a UE,
while the PDCCH carries the UE specific
resource assignments for data transmissions. The
synchronization and broadcast REs occupy the

Figure 1. The structure of an LTE-Advanced DL subframe.
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middle six PRBs of the available bandwidth pro-
viding the physical cell identity (PCI) of the cell,
and the physical broadcast channel (PBCH),
respectively. The antenna reference REs include
common reference signals (CRS) for each avail-
able antenna port and are used for mobility
measurements and for demodulation of the DL
control and data channels. In general, interfer-
ence protection can be provided for all the REs
in each subframe. However, adaptive IM
schemes can be proposed, depending on the
physical characteristics and the importance of
each RE type. 

INTERFERENCES IN FEMTO-OVERLAID
LTE-ADVANCED NETWORKS

Let us consider a femto-overlaid LTE-Advanced
network, where femtocells operate under the co-
channel scenario and the (H)eNBs are synchro-
nized, i.e., the DL subframes of all macrocells
and femtocells are time synchronized [7]. The
widely-accepted evaluation process in [8] shows
that the most severe interference is suffered by
macrocell UEs (MUEs) during the DL sub-
frame, and is caused by HeNBs in CSG mode.
Focusing on this type of interference, the impact
on MUE receivers varies according to the impor-
tance of the interfered REs. Taking into account
the LTE-Advanced physical layer, the protection
of data, control, reference, broadcast, and syn-
chronization REs can be done separately, while
existing IM schemes could perform differently
for each RE type. On this basis, several charac-
teristics of control channels make the designing
of IM for control REs very appealing. Since con-
trol REs span over the whole system bandwidth,
control channel IM schemes can hardly take
advantage of adaptive resource allocation tools
and potential channel gains in some subcarriers.
From a more general perspective, the protection
of the control channels strives to keep the signal
to interference plus noise ratio (SINR) at the
MUE receivers above a specific decoding thresh-
old. Compared with the case of data channels, in
control channel protectiona potential surplus in
the received SINR value is less important, while
a possible deficit is much more critical.

INTERFERENCE
MANAGEMENT SCHEMES

In LTE-Advanced networks, the channel mea-
surements, the exchange of interference indica-
tors, and the multiple input multiple output
(MIMO) techniques are for the design of effec-
tive by IM schemes. The most commonly used
measurements are the reference signal received
power, which is the average received power (by
HeNB or UE) from the reference signal (e.g.,
R0 in Fig. 1) over a desired channel bandwidth.
Also, special interference indicators are
exchanged among (H)eNBs by utilizing the X2
interface. From the perspective of DL inter-cell
interference, the MIMO – broadcast channel is
an attractive scenario involving the use of pre-
interference cancellation techniques [9]. Howev-
er, the physical characteristics of the transmitted
signal must be known to the interferer aggressor,

which in our case is a different base station
(HeNB). 

Channel measurements and interference indi-
cators fuel two fundamental approaches in con-
trol channel IM: power control (PC) and resource
allocation (RA), which are explained later in this
section. In addition, LTE-Advanced has intro-
duced the carrier aggregation (CA) technique
with cross-carrier scheduling, in the frequency
domain, and the use of almost blank subframes
(ABSs), in the time domain, as the main tools for
combating control channel interference.

FREQUENCY-DOMAIN APPROACH
LTE-Advanced allows the scalable expansion
from 20MHz channel bandwidth, the maximum
available in previous LTE releases, to 100MHz.
However, a 100MHz portion of continuous spec-
trum is rarely available, and the most effective
way to achieve this is through the CA technique.
With CA, multiple component carriers (CCs) of
smaller bandwidth are aggregated to utilize frag-
mented spectrum. CA is defined for continuous
(adjacent) or non-continuous CCs located in the
same or different spectrum bands. Each UE uses
a primary CC for basic functionalities, such as
radio link failure monitoring, while other (sec-
ondary) CCs can be used dynamically for data
transmissions. However, for backward compati-
bility reasons, each individual CC inherits the
basic physical layer design, and includes refer-
ence and broadcast signals. 

From the perspective of IM, CA can be con-
sidered as a frequency-domain interference
avoidance/mitigation technique, involving func-
tionalities that exploit the availability of multiple
CCs. The most suitable functionality for control
channel protection is the cross-carrier scheduling
(Fig. 2), which refers to the ability to schedule a
UE transmission/reception in multiple CCs,
while the allocation messages are transmitted on
a particular primary CC. More specifically, a car-
rier indicator field (CIF) of 3 bits is included in
the downlink control information (DCI) of the
PDCCH. CIF is used to indicate on which CC
the UE data is transmitted, while DCI includes
the UE resource allocations for the DL and UL
transmissions. Since in the control region of a
single CC more than one DCI messages (equal
to the number of aggregated CCs) are included,
the mapping of the PDCCH on the control
region is an additional problem. On the other
hand, the primary CC that will include the con-
trol signaling must have a 20MHz bandwidth to
guarantee the maximum achievable data rates of
non-CA capable UEs (LTE Rel. 8/9). 

In any case, cross-carrier scheduling allows
(H)eNBs to select a different CC for their con-
trol signaling to avoid conflicts with neighbor
cell transmissions [10]. On this basis, a dynamic
and sophisticated selection scheme of the appro-
priate primary CC is needed, especially under
high density femtocell deployments, where mul-
tiple interference aggressors exist. Taking into
account that the selection of a CC is correlated
with many factors, such as the traffic distribu-
tion, the relative location of (H)eNBs, and the
fact that a CC in higher frequencies can lead to
better utilization, the optimal selection of a CC
for each (H)eNB is a very challenging task. 

From the perspective
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TIME-DOMAIN APPROACH

ABSs are proposed by 3GPP as the basic control
and data channel IM scheme in the time domain.
ABSs can be constructed either by configuring
the so-called multicast/broadcast over single-fre-
quency network (MBSFN) subframes, or by avoid-
ing to schedule unicast traffic in certain subframes
[11]. In the former case, an ABS includes only
reference signals, while in the latter it includes all
the reference, synchronization, and broadcast sig-
nals maintaining the connection with the serving
UEs. In both cases, data and control channels are
not included, making room for interference-free
transmissions/receptions by victim UEs. The
neighbor (H)eNBs can be informed about the
ABS transmissions in order to transmit control
signals and/or allocate resources for victim UEs in
these subframes, taking advantage of the mute
period of the aggressor (H)eNB (Fig. 2). To this
end, two types of ABS bitmap patterns can be
exchanged through the X2 interface to configure
ABSs among (H)eNBs [11]. The first one is called
ABS Pattern, and is referred to as the time-
domain Relative Narrow-Band Transmit Power
(RNTP) indicator. It uses each bit of the ABS
bitmap to inform the receiving (H)eNBs of its
intention to send on a per-subframe basis. The

second bitmap resolves a side effect caused by
using ABSs; as few transmissions are included in
ABSs, channel measurements made by UEs dete-
riorate, including their average estimations mea-
surements of non-transmitting (blank) subframes.
Thus, the second ABS bitmap, called Measure-
ment Subset, informs the receiving (H)eNBs on
the set of subframes that can be used for mea-
surements by the UEs.

A simplification of the ABS idea can be found
in [12], where the HeNBs left blank 2/3 of their
control region in specific subframes introduced
by the eNB to gain in the reception of control
signals at victim MUEs. Also, the reverse idea of
muting eNBs instead of HeNBs can lead to bet-
ter performance in terms of cell identification
[13]. In general, the use of ABSs is an altruistic
IM approach, where each (H)eNB agrees to
spend some resources to reduce the interference
to “foreign” UEs (i.e., UEs served by other
(H)eNBs located in their vicinity). The decision
on whether and when to configure ABSs in a
network involves a trade-off between avoiding to
affect the performance of serving UEs and
improving the performance of interfering UEs.
This trade-off imposes a careful design of ABS
patterns, capable of encapsulating the dynamic
nature of a dense femto-overlaid network.

Figure 2. CA with cross-carrier scheduling and ABS IM schemes.
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POWER CONTROL APPROACH

PC takes place at (H)eNBs and refers to power
assignment for DL and UL transmissions. DL
cross-tier interference (e.g., from HeNBs to
MUEs) can significantly deteriorate a PC
scheme, due to the fact that a victim MUE locat-
ed in a HeNB transmission range receives much
lower power from the far located serving eNB
than from the aggressor HeNB. 3GPP proposes
two basic PC schemes to alleviate cross-tier
interference, which can potentially be used for
control channel protection [7]. The first one
requires exhaustive network optimization to
derive basic parameters used in the PC formula.
The second one is more practical and uses the

reference signal received power (RSRP) mea-
sure available at the HeNBs, combined with an
estimation of the path loss between the HeNB
and the victim MUE. The latter value can be
derived at the HeNB through X2, S1, or over
the air coordination with the eNB/MUE. The
formula that describes this scheme is as follows:

Ptx = median (PeNB–HeNB
+ PLHeNB–MUE, Pmax, Pmin) (1)

where Ptx and PeNB–HeNB denote the transmit
power of the HeNB and the measured RSRP
from the eNB, respectively, while PLHeNB–MUE
notes the path loss between the HeNB and the
victim MUE, the parameters Pmax and Pmin refer
to predefined maximum and minimum transmit
power settings, respectively. 3GPP PC schemes
have launched the design of more sophisticated
approaches, focusing mainly on protecting victim
MUEs, while guaranteeing the service quality at
femtocell UEs (FUEs). In general, using PC for
control channel IM requires reliable measure-
ments and information about the existence of a
victim MUE. However, PC is an efficient and
backward compatible method for interference
mitigation, which can follow the dynamic nature
of generated interference in femto-overlaid net-
works and is applied only when victim UEs are
located inside the transmission range of an
aggressor (H)eNB. Finally, PC can be supple-
mentary to other IM techniques with no deterio-
ration on the use of spectrum resources.

RESOURCE ALLOCATION APPROACH
Interference-aware RA can reduce the interfer-
ence perceived in data channels by allocating
interference-free resources to victim MUEs. This
idea can also be exploited for control channel
protection to reduce the conflicts between neigh-
bor cells when the control region is sparsely uti-
lized. LTE-Advanced adopts a mapping
technique to pseudo-randomize the locations of
control channels inside the control region [7,
14]. In more detail, the PCFICH carries the CFI,
i.e., the number of OFDM symbols used for con-
trol signaling at the beginning of a subframe.
The CFI information is included in a 32 bits
long codeword transmitted in 16 REs. These
REs are grouped in the frequency domain in
four RE groups and allocated in the control
region according to a PCI-based formula
described in [7]. The PDCCH and the PHICH
are allocated in a similar way in the rest of the
control region. In this way, the PCI value indi-
rectly determines the allocation of all control
channels, making room for control channel pro-
tection through the use of PCI manipulation
techniques (e.g., [14]). The idea is to use smart
PCI allocation to indirectly avoid conflicts on
the control channels of neighbor cells. However,
the performance of this approach depends on
the utilization level of the control region, having
no effect in case of a fully utilized control region.
A heavily loaded control region may occur due
to bad channel conditions, where more resources
for the PDCCH of each user are used. Also, a
cell may serve a large number of low-rate voice
over IP flows, filling up in that way the control
region with control channels. On the other hand,Table 1. Basic simulation parameters.

Parameter Value

eNBs deployment grid Hexagonal

HeNB deployment grid Random

eNBs reuse factor 1

Duplex mode FDD

Inter-eNB distance 1000m

Frequency 2GHz

Channel Bandwidth 10MHz (4 × 10MHz for CA)

Cyclic prefix (CP) Normal

eNB antenna type 3GPP TR36.942

eNB antenna transmission scheme 2 × 2

eNB TX power 43dBm

HeNB antenna type Omnidirectional

HeNB TX power 20dBm fixed and 3GPP TR36.921 PC

Number of Dual-Stripe Blocks 21 per sector

Number of floors per stripe 3

Apartment size 10 × 10m

Target Block distance from eNB 225m

Probability of HeNB being in an Apartment 0.1

Pathloss model Dual-stripe based on 3GPP TR36.814

Environment Urban

Penetration losses 20dB

Control Channel Decoding Threshold –5dB

Channel model AWGN

Control channel modulation QPSK (1/12)
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the offloading of the control region can be
achieved by using semi-persistent-scheduling
[10]. Also, in case that CFI = 1 or CFI = 2,
instead of using one or two OFDM symbols to
carry the control channel information, respec-
tively, an idea is to expand the control region to
carry 3 OFDM symbols providing more space
for RA. In any case, as the femtocells are expect-
ed to serve a low number of users, the RA tech-
niques can be used as an extra shield against
control channel interference. 

PERFORMANCE EVALUATION OF
IM SCHEMES

In this section, we evaluate the DL control chan-
nel interference perceived by MUEs located
inside a femto-overlaid LTE-Advanced macro-
cell. For this evaluation, the system level simula-
tor available in [15] was adopted and used with
the appropriate adjustments. At first, we assume
a fully utilized control region, i.e., a scenario
where each base station fills up the control
region of each transmitted subframe. The per-
formance of CA with cross-carrier scheduling,
ABS, and PC IM schemes is assessed, targeting
at the level of control channel interference gen-
erated in the total area served by an eNB sector
(macrocell). Subsequently, we focus on specific
indoor interference-hot areas inside the macro-
cell, and derive the impact of HeNBs deploy-
ment density on the mean SINR and the block
error rate (BLER) perceived by victim MUEs.
Finally, we examine how the offloading of the
control region allows the use of RA approaches
for control channel interference mitigation.

For the case of CA with cross-carrier schedul-
ing, we assume 4 CCs of 10 MHz each, while
each cell selects randomly one of them for con-
trol signaling at its initial configuration. For the
use of ABSs, coordination between each HeNB
and eNB is considered. Also, in case that the
MUEs perceive interference from multiple
HeNBs, the eNB allocates the control informa-

tion of the victim MUEs in ABSs transmitted by
the strongest interferer. Additionally, the 3GPP
PC scheme 2 [7] is selected for evaluation,
depicting the peculiarities of alleviating interfer-
ence in control channels by manipulating the
transmission power of HeNBs. For the case of a
non-fully utilized control region, the selected
RA IM scheme assumes coordination among
neighbor HeNBs for maximizing mutually dis-
joint allocations of the PDCCH. 

Theoretically, each control channel IM
scheme has to maintain the SINR level per-
ceived by victim UEs above a specified thresh-
old, which will be referred to as Control Channel
Decoding Threshold (CCDT). A radio link fail-
ure in PDCCH is avoided with BLER < 1 per-
cent. Towards this goal, each (H)eNB utilizes
channel quality information to select for each
control channel transmission the most appropri-
ate modulation/coding and aggregation level for
the PDCCH. For our analysis, we assume the
frequency division duplex (FDD) is used in the
2GHz frequency band. We further assume that
Quadrature Phase-Shift Keying (QPSK) 1/12 is
used in an additive white Gaussian noise
(AWGN) channel, resulting in a CCDT value
of –5 to –6dB for BLER = 1 percent [6]. The
parameters values used in the simulation are
summarized in Table 1.

At first, we calculate the cumulative distribu-
tion function (CDF) of SINR values that can be
potentially perceived by MUEs in a femtocell-
overlaid area served by a specific eNB sector.
Fig. 3a shows the performance of CA with cross-
carrier scheduling and ABS schemes, compared
to a baseline scenario with no use of IM and a
conventional one where no femtocells are used.
Both IM schemes shift the CDF curve to the
right, substantially lowering the frequency of
occurrence of SINR lower than the CCDT. How-
ever, a tail of very low level SINRs remains in
both the CA and ABS curves, corroborating the
assertion that the elimination of interference in
interference-hot areas, such as close to HeNBs
or in macrocell edges, is very challenging. Also,

Figure 3. Control channel interference in total cell area, assuming fully loaded control region.
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note in Fig. 3a that the ABS scheme perform
slight better than the CA with cross-carrier
scheduling scheme; this is especially so because
the assumed coordination with the eNB cancels
the interference caused by the coordinated
HeNB (typically the stronger interferer). 

Next we reconsider the scenario of Fig. 3a,
but now we also use PC, in addition to CA or
ABS. As shown in Fig. 3b, the combined schemes
of PC with CA and ABS, referred to as CA+PC
and ABC+PC, respectively, attain even better
performance, which is now much closer to that
of the “No femtocells” case than either of the
three schemes (i.e., CA, ABS, PC) operating
alone. The comparison of the results in Fig. 3a
and Fig. 3b also reveals the substantial shorten-
ing of the CDF tails for low SINR values
achieved by the combined schemes. 

While indoor MUEs are subject to high inter-
ference, outdoor MUEs are protected through

the insulation provided by the external walls of
the buildings. Thus, for a deeper understanding
of the efficiency of each IM scheme, we evaluate
the mean SINR and the BLER values perceived
by visiting MUEs in a single femtocell area
(indoors), under different femtocell deployment
densities. The target building block is located
225m away from the eNB, simulating the case
where the femtocell aggressor is neither at the
cell edges nor very close to eNB. 

As shown in Fig. 4a, an increased number of
HeNBs per building block (from 2 to 18) strongly
affects the efficiency of the ABS scheme because
the blank frames are used only by the stronger
interferer (in coordination with the eNB). On the
contrary, CA with cross carrier scheduling is
applied to the whole set of HeNBs, independent-
ly of the MUEs presence, and the impact of the
femtocell density is considerably decreased. In
the case of CA, practically the number of inter-

Figure 4. Control channel interference in a single femtocell area (indoors). Upper part: impact of femtocell deployment density for all
IM schemes with fully loaded control region (a) on mean SINR values and (b) on corresponding BLER curves. Lower part: impact of
femtocell deployment density with partially loaded control region on mean SINR values (c) for the RA scheme and (d) for joint RA -
PC scheme.
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ference aggressors is divided by the number of
the available CCs, decreasing in that way the
number of interferers. However, as the selection
of the CCs by each HeNB is random, the inter-
ference caused by the target HeNB (the stronger
interferer) cannot be avoided, and, although the
mean SINR is slightly affected, instant fading can
occur. Also, note in Fig. 4a that a PC scheme
applied to all HeNBs attains a better mean SINR
performance than the other schemes for HeNB
densities up to 8 HeNBs per building block. 

Figure 4b shows the obtained results on BLER
as a function of the HeNB density. Note that,
even for very low femtocell deployment densities,
the use of an IM scheme is mandatory, since, with
no IM, BLER is unacceptably high. Also, observe
from Fig. 4b that even a slight mean SINR deficit
may lead to high BLER degradation; this behav-
ior underlines the importance of CCDT in design-
ing control channel IM schemes.

Next we relax the assumption for a fully uti-
lized control region, and measure the mean
SINR values on the PDCCH at a single victim
MUE located inside a single femtocell area. We
consider multiple HeNBs inside a building block
and different PDCCH loads in the control
region. As shown in Fig. 4c, the less the load in
the control region, the less the interference at
the victim MUE. Observe from the figure that
for loads that fill the control region not more
than 30 percent and up to 5 HeNBs per building
block, the mean SINR on the PDCCH remains
above the CCDT. 

As shown in Fig. 4d, the use of PC results in
significant performance improvement; observe
that with 10 HeNBs per building block, the mean
SINR value on PDCCH exceeds the CCDT. Fig.
4d practically shows that if we manage to achieve

the maximum number of disjoint PDCCH allo-
cations among neighbor HeNBs and eNB, a sim-
ple PC scheme can guarantee the successful
reception of PDCCH by a victim MUE located
inside a femto-overlaid building.

CONCLUSIONS
This article highlights the importance of control
channel protection in femto-overlaid networks,
providing an overview of control channel IM
schemes tailored to an LTE-Advanced network.
The analysis has focused on the DL control chan-
nel interference perceived by MUEs, revealing
the weak and strong aspects of each IM scheme.
Performance evaluation results depict the effect
of the femtocell deployment density and control
region load on the fundamental frequency-
domain, time-domain, PC, and RA approaches,
both in the total cell area and in target interfer-
ence-hot areas inside the cell. On the one hand,
coordination seems to be a dominant feature for
the CA with cross carrier scheduling and ABS
schemes, while both schemes can guarantee
interference avoidance from coordinated inter-
ference aggressors. On the other hand, PC and
RA can be adapted to the interference level,
while they can alleviate interference caused by
uncoordinated nodes. Finally, for the reader’s
convenience, the advantages and disadvantages
of each scheme are summarized in Table 2.
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Table 2. Comparison of control channel IM schemes.

Control Channel IM Advantages Disadvantages

Carrier Aggregation
(CA) with cross-carrier
scheduling

• Preventive method, any new establishment of
HeNB can select at its first configuration an appro-
priate CC.
• Suitable for dense femtocell deployments allow-
ing the use of different CC by neighbor HeNBs.

• Reliable measurements and/or centralized coordina-
tion are required at the first configuration.
• Unable to follow the dynamic nature of HeNBs, i.e.,
the unpredictable switch on and off.
• Problems on mapping the PDCCH of multiple CC in
the control region of the primary CC.

Almost Blank
Subframes (ABS)

• Control channel interference of the stronger inter-
ference aggressor can be avoided. Thus, better per-
formance than CA or PC in low femtocell
deployment densities can be achieved.
• Reactive approach. A HeNB protects “foreign” UEs
only when they are located in its vicinity.

• Frequent coordination among (H)eNBs is needed
(exchange of ABS patterns).
• Throughput performance of serving FUEs deterio-
rates.
• Side effect in UEs channel measurements.

Power Control (PC)

• Performance stability even in high femtocell
deployment densities because the adaptation is pro-
portional to the interference level.
• Reactive approach. A HeNB protects “foreign” UEs
only when they are located in its vicinity.
• No deterioration in spectrum resources.

• Reliable measurements and/or exchange of interfer-
ence indicators are needed.
• Negative impact on the performance of serving
FUEs may occur.

Resource Allocation
(RA)

• Preventive and dynamic method. HeNBs can allo-
cate resources taking into account possible conflicts
with neighbor HeNBs and victim UEs.
• No deterioration in spectrum resources.

• Effective only under low control region loads.
• Good performance if combined with PC.
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INTRODUCTION

Wireless spectrum is very valuable. The auction
of 700MHz spectrum in the United States raised
US $19.59 billion for the US government in
2008. However, most licensed spectrum bands
have surprisingly low utilizations (e.g., less than
20 percent on average in Chicago city across all
bands [1]). To satisfy the fast growing needs of
new wireless technologies and applications, it is
important to improve the spectrum utilization by
new technology advances, proper economic
incentives, and timely policy reforms.

Dynamic spectrum access (DSA) is a promis-
ing solution to this issue. In DSA, secondary unli-
censed users1 (SUs) can share the spectrum with
primary licensed users (PUs). There are two dif-
ferent approaches to DSA: coexistence and coop-
eration. In the coexistence approach, SUs try to
avoid interfering with PUs without explicit com-
munications with PUs. In the cooperation
approach, PUs and SUs explicitly communicate
with each other to reach a sharing arrangement. 

The past decade has witnessed significant
technological advances (e.g., software defined
radio and spectrum sensing) that make the coex-
istence feasible. The coexistence approach may
be the only feasible choice for legacy primary
systems, where any major upgrades of hardware
and software to enable communications between
PUs and SUs might be very costly. However, the
PUs are often not compensated in the coexis-

tence approach, and thus lack proper incentives
to share the spectrum. A lawsuit in 2009 between
the National Association of Broadcasters (repre-
senting hundreds of TV license holders in the
USA) and the Federal Communications Com-
mission aptly illustrated this issue. 

The cooperation approach makes flexible
negotiation and economic compensation easier
through explicit communications. In this
approach, the PUs can obtain economic returns
through the secondary spectrum market or per-
formance improvement with the help of SUs. SUs
often know the spectrum environment better
through communications and achieve a better
QoS with less efforts. This is suitable for newly
deployed primary systems (e.g., 4G cellular sys-
tems), where it is easy to integrate a common sig-
naling platform for both PUs and SUs. However,
the signaling scheme needs to be carefully
designed, otherwise heavy signal overhead will
waste already tight spectrum resources. Even with
explicitly signaling exchange, it is often not possi-
ble or desirable to exchange full network informa-
tion among the PUs and SUs, due to various
concerns such as privacy and selfish objectives. 

In this article, we study one particular type of
cooperative DSA: market-based spectrum trad-
ing. Here PUs and SUs exchange
spectrum/resource/money with each other to bet-
ter share the spectrum. We assume that PUs and
SUs are rational and have their local selfish
objectives, and thus a trading will be successful if
and only if when it leads to a win-win situation. 

MARKET MECHANISMS FOR
SPECTRUM TRADING

We can classify spectrum trading models into
two types. In a money-exchange model, SUs pay
PUs in the form of (virtual) money for the usage
of spectrum. In a resource-exchange model, SUs
provide communication resources for PUs’ trans-
missions in exchange for the usage of spectrum.

Money-exchange spectrum trading is most
effective when PUs have some temporarily
unused spectrum. There are many literatures in
this category, e.g., [2–4] and references therein.
When PUs’ own demands are high or the prima-
ry channels’ capacities are low (e.g., due to shad-
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owing and deep fading), however, there will be
hardly any spectrum left for sale. Resource-
exchange spectrum trading becomes an attractive
choice. In this case, a PU shares spectrum with
SUs in exchanging of his own performance
improvement. For example, the SUs can improve
PU’s communication reliability through ARQ
transmissions (e.g., [5]), or improve PU’s commu-
nication secrecy through beamforming (e.g., [6]). 

There are several market mechanisms that
enable spectrum trading (for both money-
exchange and resource-exchange), such as pric-
ing, contract, bargaining, and auction. Next we
discuss these mechanisms in terms of “sellers”
and “buyers.” For example, PUs can be the sell-
ers of spectrum resource and SUs are the buy-
ers. We can also think SUs as sellers of (relay)
services and PUs as buyers.

Pricing is often used when a seller knows pre-
cisely the value of the resource being sold. The
simplest pricing scheme is the flat rate, where
each buyer is charged the same fixed price regard-
less of how much network resource he uses. An
increasingly common one is usage-based charging,
e.g., AT&T’s monthly data plan of US$15 for 200
MB or US$25 for 2GB data. Another commonly
used one is the two-part tariff, where a buyer pays
a fixed fee for accessing the network plus any
usage-based charges. Finally, a seller can perform
price differentiation, either directly if the seller
knows the buyers’ complete information or indi-
rectly through an incentive-compatible pricing
menu [7]. With incomplete information, the pric-
ing menu becomes a special case of the contract. 

Contract is more effective when the seller
only knows limited information (e.g., distribu-
tion) of the buyers’ valuations. A simple example
is the labor market, where an employer offers a
contract with several different items specifying
different combinations of effort level and salary.
Each potential employee chooses one of the
contract items (including the choice of not
accepting the contract) to maximize his payoff,
depending on his own capability and constraint
(such as the outside offer when not accepting
the contract). By motivating the employees to
truthfully reveal their private information, the
employer can allocate the resource to maximize
its own profit or the social efficiency. 

Bargaining is useful when two or more users
must reach an agreement regarding how to dis-
tribute some resources. Each user prefers to
reach an agreement rather than not; however,
each prefers the agreement that maximize his
own interests. There are two types of bargaining.
One is the axiomatic approach using the frame-
work of cooperative game. The solution concept,
Nash Bargaining solution, satisfies appealing
axioms such as individual rationality, feasibility,
symmetry, Pareto optimality, independence of
irrelevant alternatives, and independence of lin-
ear transformation. The other is the strategic
approach, i.e., bargaining using noncooperative
game theory. For examples, users take turns to
offer and counter-offer until reaching an agree-
ment. The bargaining can happen under com-
plete network information, one-sided incomplete
information (i.e., only one user’s information is
unknown to the other user), or two-sided incom-
plete information. Figure 1. Three-phase cooperative spectrum trading.

Time

(Phase I)

T0/2

SR5

SR3
ST3

PT PR

ST5

ST2

ST4

ST1

SR4

SR2

SR1

T0/2 t1 t2 t3

Time

(Phase II)

T0/2

SR5

SR3
ST3

PT PR

ST5

ST2

ST4

ST1

SR4

SR2

SR1

T0/2 t1 t2 t3

Time

(Phase III)

T0/2

SR5

SR3
ST3

PT PR

ST5

ST2

ST4

ST1

SR4

SR2

SR1

T0/2 t1 t2 t3

HUANG_LAYOUT_Layout 1  9/27/13  4:57 PM  Page 202



IEEE Communications Magazine • October 2013 203

Auctions are suitable to model markets where
the sellers and buyers have asymmetric information.
Auction can help the seller (auctioneer) to effi-
ciently extract the valuation information from buy-
ers (bidders). The auctioneer announces the auction
rule, which determines the payments (from bidders
to auctioneer) and resource allocation (from auc-
tioneer to bidders) as functions of the bids. When
there are multiple sellers, the resources can be trad-
ed in a double auction, where sellers submit willing-
ness to sell and bidders submit willingness to buy.
The market will be cleared by matching supply and
demand. For a large wireless network where users
are spatially spread out, an auction needs to consid-
er the spatial interference relationship between
users. This is often formulated as a graph theoreti-
cal resource allocation problem. 

Among the four market mechanisms, pricing
is often the top choice when the seller has a
strong market power and knows the complete
information of the buyers. If the information is
incomplete and the market needs to be cleared
in one shot (which does not allow iterative price
adjustments), contract becomes a more attrac-
tive choice. When the seller has a weaker market
power, he might prefer to bargain with the buyer
or set up an auction. 

The focus of this article is to discuss the market
mechanism design for resource-exchange coopera-
tive spectrum trading under incomplete network
information. This is important in practice, as PUs
and SUs often do not belong to the same owner
and do not fully share network information with
each other. As an illustrative example, we will
look at a model where the SU relay the PU’s
traffic to improve PU’s data rate through coop-
erative communications, and obtain some net-
work resources in return. Such cooperative
spectrum trading has been been discussed in
[8–11] Han et al. in [8] analyzed the achievable
rates of spectrum sharing with one PU and one
SU. Simeone et al. in [9]considered the case
where the PU optimizes the resource allocation
based on the known channel state information
and transmission power, in a network with one
PU and many SUs. Zhang et al. in [10] consid-
ered a similar scheme between multiple SUs and
one PU. Both PU and SUs target at maximizing
their utility functions. Wang et al. in [11] studied
a sharing scheme between one PU and multiple
SUs, where SUs decide their power levels for
relaying PU’s traffic to achieve proportional
access time to the channel. All results in [8–11]
considered complete network information, which
is often impossible to have in practical networks. 

NETWORK INFORMATION AND
MODEL

Consider a wireless network with users belong-
ing to different owners. There are several types
of network information that may not be avail-
able to all users:
• Locations: users’ mobility pattens might be

difficult to predict, and precise node loca-
tions might be difficult to get without a cen-
tralized GPS system.

• Channel conditions: wireless channel condi-
tions might change over time due to user

mobility, shadowing, and fading. Acquiring
global channel information requires exten-
sive user collaborations in terms of mea-
surements and feedback. 

• Energy cost: A laptop connected to the
power outlet has more than enough power
resource, while a sensor node needs to bud-
get the limited battery resource very care-
fully over its life span. A more limited
energy source means that each unit of ener-
gy needs to deliver more data to achieve a
fixed communication objective, and thus is
more valuable to the user and more costly
to be used for other purposes (e.g., relaying
other users’ traffic.) Only a user precisely
knows its own energy constraint. 

• QoS requirements: A VoIP application
requires a low rate transmission but needs
to satisfy stringent delay requirements. An
elastic data transmission can adapt to the
network environment flexibly without sig-
nificantly affecting the QoS. 
As a concrete example, consider a network

with one PU and a set K = {1, …, K} of SUs as
shown in Fig. 1. Each user is a dedicated trans-
mitter-receiver node pair. The PU has the exclu-
sive usage right of the licensed spectrum band,
but suffers from the poor channel condition
between his transmitter PT and receiver PR. The
SUs are represented by K distinct transmitter-
receiver pairs {STi – SRi}iŒK. SUs do not have
the right to transmit in the licensed spectrum
unless explicitly permitted by the PU. 

The PU and SUs can achieve mutual perfor-
mance improvements and a win-win situation
through cooperative communications. The PU
can employ a subset of or all SUs to relay his
traffic; the involved SUs are allowed to transmit
information to their own receivers. The interac-
tion between the PU and the SUs involves three
phases: Phases I and II for the cooperative com-
munications with a total length of T0, and Phase
III for the SUs’ own transmissions. 
• Phase I: the primary transmitter PT broad-

casts his data to the primary receiver PR
and the involved SUs’ transmitters (e.g.,
ST1, ST2, and ST3 in Fig. 1). Note SU 4 and
SU 5 are not involved in this example.

• Phase II: The involved SUs’ transmitters
(STs) decode the data received in Phase I,
and forward to the primary receiver PR
simultaneously. Through proper choice of
space-time codes, SUs’ concurrent transmis-
sions do not interference with each other.

• Phase III: PU rewards each involved SU with
a dedicated time allocation for that SU’s
own data (e.g., {ti}3

i=1 for three involved
SUs). SUs access the spectrum using TDMA
and do not interfere with each other.2
Here we assume that the channel conditions

between nodes are fixed during the time of inter-
est. This corresponds to, for example, block-fad-
ing channel models where the coherence time is
reasonably long. The PU may or may not know
the channel conditions of the SUs.

There are several ways that the PU and SUs
can reach an agreement. For example, the PU and
the SU can bargain with each other on the
resource allocation, as illustrated later. The PU
can also design a contract by offering different
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reward-effort combinations to different SUs, as
discussed. We assume that the PU does not know
the SU’s energy cost. We further consider both
weakly incomplete information (where the PU
knows the characterization of the entire SU popu-
lation, but does not know the energy cost, channel
information, or transmission power of each indi-
vidual user) and strongly complete information
(where the PU only knows the distribution infor-
mation). We will use these examples to illustrate
how incomplete information will affect the market
mechanism design. The discussions are based on
our prior work [12, 13], where the interested read-
ers can find more in-depth technical analysis. 

BARGAINING-BASED COOPERATIVE
SPECTRUM TRADING

Our discussions in this section will be centered
around a simple bargaining model between one
PU and one SU (a special case of Fig. 1), where
the PU does not know the precise value of the
SU’s energy cost C. The focus is to illustrate
how different bargaining mechanisms can sup-
port the user cooperation.

ONE-SLOT ONE-STAGE BARGAINING
We first consider the simplest case, where PU
and SU only bargain once in a single time slot.
The time slot length (including all three Phases
in Fig. 1) is normalized to 1. The bargaining will
occupy a small fraction of time t , which is a
fixed value depending on the signaling exchange
needed for bargaining. If the bargaining is suc-
cessful, SU will occupy a fraction of the effective
transmission time 1 – t in Phase III. Here a is
the bargaining variable determined by the inter-
action between the PU and SU.

There are three possible outcomes as illus-
trated in Fig. 2:
• No bargaining: PU directly transmits during the

entire time slot and achieves a data rate Rdir. 
• Failed bargaining: PU offers a  and SU

rejects the offer. PU proceeds with direct
transmission for time 1 – t and achieves a
total data rate (1 – t)Rdir.

• Successful bargaining: PU and SU agree on
the value of a. The remaining 1 – t of the
time slot is divided into three Phases as
explained in Fig. 2. PU achieves a data rate of

(1 – t)(1 – a )Rr, 

where Rr is the per unit time rate achieved
with cooperative communications. SU
achieves an effective data rate (i.e., data rate
minus energy cost in both Phases II and
III) of 

where Rs is SU’s per unit time transmission
rate in Phase III, Ps is SU’s fixed transmis-
sion power in Phases II and III, and C is
SU’s energy cost. 
Now let us focus on cases (b) and (c). Give

an offer a, SU will accept it only if his effective
data rate is no smaller than the least positive
amount, say D.3 If PU knows the value of C, he
will compute the offer a  such that SU gets D.
The analysis of such complete information case
is similar as the one for the Ultimatum game
[14], although here the total effective data rate
of the PU and SU is not fixed. 

When PU only knows the distribution of C
(also called PU’s belief of SU), however, he needs
to choose the optimal offer a* to maximize his
expected rate, by balancing the gain from successful
bargaining and the loss due to failed bargaining.
Given the offer a*, an SU with a large enough C
will reject the offer (as the SU’s effective data rate
will be less than D if accepting the offer), and an
SU with a small enough C will accept the offer
and even get a significant effective data rate. The
probability of each case depends on the distribu-
tion of C. Then the PU will compare Rdir with his
maximum expected data rate by offering a*. If Rdir
is larger, he will choose direct transmission with-
out bargaining (case (a)). 

For simplicity, we will refer to the SU’s effec-
tive data rate and the PU’s expected data rate as
their payoffs in the rest of this section.

ONE-SLOT TWO-STAGE BARGAINING
Let us consider a more general model, where
the PU and SU can bargain twice during a single
time slot. Figure 3 represents the corresponding
game tree. PU and SU make decisions alterna-
tively at the non-leaf circle nodes. PU first
decides whether to bargain or not: no bargaining
with direct transmission only (D) (which ends
the game), or providing the first stage offer a 1
to SU. If SU accepts a  1 , then the game ends
and the transmission proceeds as in Fig. 2c (by
replacing a with a1). If SU rejects a1, then PU
makes a second offer a2. SU either accepts or
rejects a 2, and the game ends in both cases.
Every possible ending of the game is denoted by
a square in Fig. 3. 

The two-stage bargaining is a dynamic
Bayesian game. Different from the one-stage
bargaining model, the SU may reject the first
stage offer a1 even if his payoff is positive by
accepting a1, if he believes that the second stage
offer a2 is better. The PU will update his belief
about the distribution of C after observing the
SU’s rejection at the end of the first stage.

At a sequential equilibrium (denoted by the
superscript *) of the game contains the choices of
both users, at which no user can improve his pay-

τ α α− − +⎛
⎝⎜

⎞
⎠⎟R P C(1 )

1

2
,s s

Figure 2. Three outcomes of one-slot bargaining.

PU direct transmission

(a)

(b)

(c)

PU direct transmissionBargain

τ

Bargain

τ

SU direct
transmissionPU direct transmission

(1-τ)(1-α)/2

SU relay

1-τ

(1-τ)(1-α)/2 (1-τ)α

2 Using TDMA ensures
that each SU can com-
pute his benefit of spec-
trum sharing without
knowing the resource allo-
cation to other SUs. We
can also consider other
sharing mechanisms such
as CDMA or CSMA, in
which case the market
mechanism needs to con-
sider dependence among
SUs and thus will be
much more complicated
to design and analyze.

3 For mathematical con-
venience, we can set D = 0.
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off by deviating unilaterally. There are two types
of equilibria in this game. In the first type, a2* is
much better than a1*, and SU always rejects a1*.
The PU does not update his belief of C after the
first stage, as he does not obtain any information
about the SU. In the second type, a2* is slightly
better than a1*. The SU rejects a1* if his energy
cost C is large, and accepts a1* if C is small. The
PU can update his belief about C (by narrowing
down the support of the distribution) if SU
rejects a1*, and optimize the offer a2* accordingly. 

MULTI-SLOT SINGLE-STAGE BARGAINING
Finally, let’s consider the case where PU and SU
bargain over N time slots, with one-stage in each
slot. To simplify the discussions, assume that the
SU’s energy cost C has only two possible values: a
high cost Ch and a low cost Cl. PU’s belief on the
distribution of C will be updated over time
depending on the bargaining results in previous
time slots. Both PU’s and SU’s payoffs are com-
puted based on the summation over all time slots. 

There are several equilibria of this game,
depending on the relationship between parame-
ter Rs/Ps (SU’s data rate per transmission power)
and the two possible energy costs. 

Large Costs with Rs/Ps £ Cl < Ch — Both
costs are significantly high, and it is always too
costly for the SU to relay PU’s traffic. The bar-
gaining will never succeed with any offer. The
PU will direct transmit in each time slot, and the
SU does not get any resource.

Medium Costs with Ch < Rs/Ps £ Cl — A high
cost SU will never accept any offer, thus the PU
just needs to optimize the offer for the low cost
SU. This case thus is equivalent to the complete
information case. The PU will compute the
value of a * such that a low cost SU will always
accept and achieve the smallest amount of posi-
tive payoff Din each time slot. 

Small Costs with Cl < Ch £ Rs/Ps — This is the
most interesting case, as both types of SU may
accept an offer. More precisely, the PU will com-
pute two offers: a low offer for the low type SU,
and a high offer for the high type SU. When an
SU accepts the offer designed for its type, it will
receive a payoff of D. A high type SU will never
accept a low offer, otherwise it will get a negative
payoff. However, a low type is willing to accept a
high offer and achieve a payoff larger than D.
Thus a low type SU has the incentive to reject the
low offer during the early time slots of game, in
order to create a reputation of being a high type
SU. This will affect the PU’s belief about the SU’s
type, and may induce the PU to eventually offer a
high offer to a low type SU in later time slots. 

Figure 4 illustrates the reputation effect that
we just described. The x-axis shows that the
game has 20 time slots. The y-axis denotes the
probability of a low type of SU rejecting a low
offer in each time slot. In this particular exam-
ple, the low type SU will reject the low offer
with probability 1 during the first 9 time slots, in
order to create the reputation. As the game pro-
ceeds, the SU needs to balance the expected
benefit of creating a strong reputation in future
time slots and the loss of rejecting the offer in

the current time slot. Thus the rejection proba-
bility gradually decreases from time slot 10. Dur-
ing the last time slot (slot 20), the SU will
definitely accept the low type offer, as accepting
the offer leads to a small positive payoff Dand
rejecting the offer leads to a zero payoff.

CONTRACT-BASED COOPERATIVE
SPECTRUM TRADING

We now return to the model illustrated in Fig. 1
with the following generalizations. First, we allow
a PU to utilize multiple SUs as relays to increase
the relay rate rate in Phase II. Second, we allow
an SU to choose his transmission power in Phase
II to adjust his energy consumption. These gener-
alizations lead to new decision problems on both
sides. For an PU, he needs to decide which SUs
to use (as relays) and the time allocation for each
SU. For an SU, he needs to decide whether to
accept the PU’s offer (to become a relay), and
how much power he will use to relay PU’s traffic.
A dynamic bargaining model that incorporates
both generalizations is too complicated to ana-
lyze. Instead, we will consider a contract
approach to capture the interactions between
one PU and all SUs in a static network.

The idea of contract can be explained with an
analogy of the labor market. The PU is the
employer, and SUs are workers in the market.
The employer can hire one or more workers,
and the compensation for each worker depends
on his contribution to the employer. Similarly,
the PU can hire one or more SUs to relay the
PU’s traffic. The compensation for each SU i is
the time allocation ti in Phase III. An SU i’s con-
tribution to the PU is the data rate improvement

Figure 3. Possible results of a one-slot two-stage bargaining.
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that he brings to the PU, which increases with
SU i’s relay power in Phase II. Intuitively, a
higher level of contribution should lead to a
higher reward, and the contract will specify such
a relationship. 

More specifically, we can write the PU’s data
rate when using a set R of SUs as relays as follows, 

Here f(◊) is an increasing function that depends
on the specific choice of the cooperation com-
munication scheme (e.g., [15]). pi denotes the
received relay power (at the PU’s receiver) from
SU i. If an SU i transmits with a power pi

transmit

in Phase II and the channel gain between the
SU’s transmitter and the PU’s receiver is hi, then
pi = pi

transmit hi. For simplicity, we normalize the
total length of Phases I and II to one. This
means that the time ratio between Phases I/II
and the whole time period is 1/(1+S iŒRti). To
improve the data rate, the PU wants to a larger
SiŒRpi and a smaller SiŒRti.

For an SU i Œ R, his (normalized) effective
data rate (i.e., data rate minus energy cost in
both Phases II and III) is

pSU,i = qiti – pi.

Here qi characterizes the SU’s type and equals 

where Ri is SU i’s data rate in Phase III, Ps,i is
SU’s fixed transmission power in Phases III, and
Ci is SU i’s energy cost. Notice that qi is often SU
i ’s private information and not completely known
by the PU. This is because the PU may not know
the precise values of Ri, Ps,i, and Ci. Apparently,
pSU, i increases in ti and decreases in pi, hence the
PU and SUs have conflicting objectives. 

For simplicity, consider the case where all K
SUs have different types. Without loss of gener-
ality, we order types in an ascending order such

that qj < qk for any j < k. If the PU knows the
type of each SU, then he can design a K-item
contract, F = {(pk, tk), "k Œ K = {1, …, K}, and
assigns the contract item k to a type k SU with
parameter qk. The contract items need to satisfy
the Individual Rationality (IR), which means that
a type k SU should receive a nonnegative payoff
by accepting contract item k, i.e., qkpk – tk ≥  0. If
the payoff is negative, then the SU will never
accept the contract. However, it is possible to set
(pk, tk) = (0, 0), which means that the PU is not
interested in using a type k SU as a relay. 

If the PU does not know the type of each SU,
then he further needs to make sure that the con-
tract satisfies the Incentive Compatibility (IC),
which means a type k SU will achieve the maxi-
mum payoff by accepting contract the item k,
i.e., qkpk – tk ≥  qkpj – tj for any (pj, tj) Œ F. If the
IC constraint is violated, an SU has the incentive
to lie about his type and choose a different con-
tract item. Depending on how much the PU
knows about the SUs’ types, we can consider two
different information scenarios.

WEAKLY INCOMPLETE INFORMATION
We first consider the weakly incomplete informa-
tion scenario, where the PU knows the values of
all types (qk, k Œ K) but does not know the type
of each specific SU. This could happen, for
example, when the PU can measure the channel
gains hi’s through a proper feedback mechanism,
and knows the possible (discrete) values of the
SUs’ own transmission rates Ri’s, SUs’ own trans-
mission power levels Ps,i’s, and SU’s energy costs
Ci’s through historical interactions with the SUs.
However, it is often challenging to map the type
precisely to each particular SU. In this case, we
can show that the PU is only interested in involv-
ing the highest type K SU. Involving any lower
type SUs will increase the PU’s cost without
increasing his payoff proportionally. 

The optimal contract in this case has the fol-
lowing form: the PU offers a (component-wise)
positive contract item (pK, tK) to the highest type
K SU, and zero contract (pk, tk) = (0, 0) for all
other types k Œ{1, …, K – 1}. The choice of (pK,
tK) satisfies both the IR and IC constraints and
maximizes the PU’s payoff. The highest type K
SU will truthfully report his type at the equilibri-
um and obtains the contract item (pK, tK) , and
achieves a zero payoff, i.e., qKpK – tK = 0.4  This
means that the PU will obtain all the benefit of
the cooperation. All lower type SUs will also
truthfully report their types at the equilibrium
and obtain the (0, 0) contract time with zero
payoff. 

It is clear that the optimal contract in this
case is exactly the same as the one under com-
plete network information (i.e., the PU knows
the type of each SU). This seemingly counter-
intuitive result is actually quite natural. Although
an employer does not know the qualification
(type) of each potential worker, he knows the
best qualification in the market and tailors the
contract to attract that particular worker. 

Although the weakly incomplete information
case is not often encountered in practice, it
serves as a performance benchmark for our
study of the strongly incomplete information
case as follows.
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STRONGLY INCOMPLETE INFORMATION

Now we consider the strongly incomplete infor-
mation scenario, where the PU only knows the
total number of SUs and the probability qk of
each type k. For example, there can be a maxi-
mum of K = 10 types of SUs, and currently there
are K¢ = 5 SUs in the network. Obviously qk ≥  0
for all k Œ K and SkŒKqk = 1.

The optimal contract for the weakly incom-
plete information case may no longer be optimal
here. If we still only offer a positive contract to
the highest type K SU but no SU in the current
network belongs to type K, then no SU will serve
as the relay. With this uncertainty in mind, the
PU should consider offering positive contract
items for multiple SUs types, in order to maxi-
mize his payoff (expected data rate). Because of
this, it is possible for multiple different types of
SUs serving relays at the same time. 

Computing the optimal contract in this case is
very complicated. The PU needs to consider the
SU’s type distribution and optimize over 2K vari-
ables (i.e., (pk, tk), "k Œ K). This turns out to be
a non-convex optimization problem that is diffi-
cult to solve.

One way to resolve this issue is to consider
low-complexity heuristic contract design. This
motivates us to focus on the class of threshold-
based contract, which includes a total of K can-
didate contracts. For candidate contract ^k Œ {1,
…, K}, PU offers a same positive contract item
(p̂ k, t̂ k) for every SU type k no smaller than a
threshold ^k, and offers the contract item (0, 0)
for every type below the threshold. We can then
optimize the value of (p̂ k, t̂ k) to maximize the
PU’s expected profit. Then we can compare K
candidate contracts and select the best one. In-
depth performance analysis of the threshold-
based contract can be found in [13].

CONCLUSIONS AND
OPEN RESEARCH ISSUES

This article discusses market-based spectrum
trading in cognitive radio networks. In particu-
lar, we have looked at how different market
mechanisms can be used to encourage user coop-
erations under incomplete network information.
We hope that this article can serve as a starting
point for engineers and researchers who are
interested in building network protocols for
cooperative spectrum trading in realistic network
environments. 

There are many issues that require further
theoretical studies and extensive engineering vali-
dations. One important issue is many-to-many
spectrum trading mechanisms. If we choose the
bargaining mechanism, we may decompose a
many-to-many bargaining into many one-to-one
bargainings. Each PU (and SU) will choose the
neighbor who is most likely to cooperate, and
only turn to the next choice if the current bar-
gaining fails. We have provided some discussions
along this line in [12]. We may also design a
dynamic double auction mechanism, where PUs
submit offers as bids and SUs submit service com-
mitment as bids, and the best matching is found
through a couple of auction rounds. The other

issue is dynamic incomplete information.  For
example, the channels might experience fast fad-
ing such that neither PUs or SUs can precisely
predict the channel conditions. This will lead to
the two-sided incomplete information in the mar-
ket. Even if the channel conditions just change
between different time slots, a SU’s type might
change accordingly (e.g., a higher type becomes a
lower type when the channel condition degrades),
which requires the PU to have a more complicat-
ed belief update strategy at the equilibrium.
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